CITY OF PALO ALTO OFFICE OF THE CITY AUDITOR
October 21, 2013
The Honorable City Council
Palo Alto, California

Policy and Services Recommendation to Accept the Report on the
Status of Audit Recommendations (June 2013)
Municipal Code requires the City Auditor to issue an annual report to follow up on the
implementation status of audit recommendations from completed audits. Our reporting
summarizes the status of 67 audit recommendations from 8 completed audit reports. This
includes 27 recommendations that were included in our last status report and 40 new audit
recommendations from audit reports issued during this past fiscal year.
The City Auditor’s Office recommends acceptance of the Report on the Status of Audit
Recommendations (June 2013). At its meeting on September 10, 2013, the Policy and Services
Committee approved and unanimously recommended the City Council accept the report. The
Policy and Services Committee minutes are included in this packet.
Respectfully submitted,

Houman Boussina
Acting City Auditor
ATTACHMENTS:


Attachment A: Report on the Status of Audit Recommendations (June 2013) (PDF)



Attachment B: Policy and Services Committee Meeting Minutes Excerpt (September 10,
2013)
(PDF)

Department Head: Houman Boussina, Acting City Auditor
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Attachment A

CITY OF PALO ALTO OFFICE OF THE CITY AUDITOR
September 10, 2013
The Honorable City Council
Attention: Policy & Services Committee
Palo Alto, California

Report on the Status of Audit Recommendations (June 2013)
RECOMMENDATION
We recommend the Policy and Services Committee review and accept the attached report.
SUMMARY
Municipal Code requires the City Auditor to issue an annual report to follow up on the
implementation status of audit recommendations from completed audits. Our reporting
summarizes the status of 67 audit recommendations from 8 completed audit reports. This
includes 27 recommendations that were included in our last status report and 40 new audit
recommendations from audit reports issued during this past fiscal year. A summary can be
found in Attachment A.
The ‘Current Status’ of each recommendation represents what was reported by City staff
responsible for its implementation. Due to the nature and complexity of different audit
findings, the Office of the City Auditor did not validate every response we received from City
staff.
There are many Audit Recommendations that have not been implemented in a timely fashion,
which are highlighted with a red circle ().
Respectfully Submitted,

Jim Pelletier
City Auditor
ATTACHMENTS:


Attachment A: Status of Audit Recommendations (2013)

Department Head: Jim Pelletier, City Auditor

(PDF)

Attachment A
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Rpt
#

Date Issued

Finding Title

Finding

Rec #

Recommendation

3

The City should develop a section on the City's intranet
site that links city employees to the City or State policy,
procedure, law, or regulation that addresses each of
the major requirements for avoiding conflicts of interest
and for acceptable and ethical behavior.

Responsible
Department

Rating

Current
Status

City Manager

Significant

In Process

Original
Target Date Target Date

City Manager's Action Plans

Attachment A

1. Audit of Employee Ethics Policies
1

01/23/08

Finding 2: Existing
rules and regulations
are scattered and a
centralized
employee ethics
policy is needed

A centralized resource is
needed for employee
reference

6/30/08

09/01/13



Recommendation was reopened.
In 2009, the City Manager's Office added a link to the City's intranet site titled "Visit the Ethics Center," which
provides a matrix of City and State laws, codes, regulations, policies and procedures on conflicts of interest and
ethical behavior; however, the link did not exist on the City's new intranet site as of June 2013.
2013 Management Update: Link to the City's ethics and State conflict of interest code information will be added to
the City's new intranet site for emplooyees by September 1, 2013.

1

1

01/23/08

01/23/08

Finding 3: The City
should adopt an
employee code of
ethics and formalize
its employee ethics
program

The City should adopt an
employee code of ethics
and formalize its
employee ethics program

Finding 3: The City
should adopt an
employee code of
ethics and formalize
its
employee ethics
program

The City should adopt an
employee code of ethics
and formalize its
employee ethics program

4

5

The City should develop a code of ethics that
employees can use as a guidepost for avoiding
conflicts of interest, for ethical behavior, for deciding
what actions are needed when conflicts of interest
occur, and for making decisions. Employees should be
required to read and sign an acknowledgment of the
policy.

City Manager

The City should formalize its policy on ethics training
and ensure that employees attend periodic training
updates.

City Manager

Essential

In Process

6/30/08

09/30/13



As of March 2011, the City retained the services of Dr. Tom Shanks of The Ethics Company to assist with the
development of the City's values based ethics code of conduct, policy development and implementation, employee
interviews, training implementation program and first round of citywide training. The project goal was to be completed
by Spring 2012.
2013 Management Update: The City terminated the services of Dr. Tom Shanks of The Ethics Company as the
work to develop the City's values based ethics code of conduct was never completed by the consultant as outlined in
the contract with the City. Staff from the City's Leadership Team have opted to complete the writing of the new ethics
policy rather than engage a new consultant due to cost. First draft of the new policy will be completed in August 2013
for review by the City Manager and rollout to all City staff immediately after approval by City Manager.

Significant

In Process

6/30/09

09/30/13



As of March 2011, the City retained the services of Dr. Tom Shanks of The Ethics Company to assist with the
development of the City's values based ethics code of conduct, policy development and implementation, employee
interviews, training implementation program and first round of citywide training. The project goal was to be completed
by Spring 2012.
2013 Management Update: The City terminated the services of Dr. Tom Shanks of The Ethics Company as the
work to develop the City's values based ethics code of conduct was never completed by the consultant as outlined in
the contract with the City. Staff from the City's Leadership Team have opted to complete the writing of the new ethics
policy rather than engage a new consultant due to cost. First draft of the new policy will be completed in August 2013
for review by the City Manager and rollout to all City staff immediately after approval by City Manager.

2. Audit of Fleet Utilization and Replacement
2

2

04/14/10

04/14/10

Finding 1: The City
recently avoided
spending about $2.5
million in FY 2010
through a temporary
freeze on non-urgent
fleet replacements,
but longer term
efficiencies can be
realized through right
sizing the City’s
vehicle and equipment
fleet.

Although PWD fleet
management began to
install a vehicle
reservation system in FY
2007 to create a Citywide
motor pool, employees
are not yet able to use the
system, thereby limiting
the usefulness and
accessibility of a
centralized pool.

3

Finding 1: The City
The utilization criteria
recently avoided
should be re-evaluated for
spending about $2.5 cost-effectiveness.
million in FY 2010
through a temporary
freeze on non-urgent
fleet replacements,
but longer term
efficiencies can be
realized through right
sizing the City’s
vehicle and equipment
fleet.

4

The Public Works Fleet Management should complete
implementation of a centralized Citywide vehicle and
equipment pool, and make the Citywide pool
accessible to all departments.

Public Works

Significant

In Process

04/30/11

12/31/13

The existing automated pool vehicle management system located at the Municipal Services Center (MSC), Building
B is being expanded and upgraded. Automated motor pools will be established at MSC, Building C, Civic Center, and
the Utilities Department's Elwell Court locations. The pool vehicle management system will provide web-based or
spontaneous vehicle reservation capability and automated vehicle key management. Also, the feasibility of
contracting out pool vehicle management system with a third-party provider is being evaluated.
2013 Management Update: The system has been installed and piloted at the MSC and a pilot began at the Civic
Center on June 1, 2013 with a limited number of vehicles. Once the pilot proves to be bug free, the remaining pool
cars will be added. It has been determined that a system at Elwell Ct. is not necessary due to the remote location
and small number of users.

The City Manager's Office and the Public Works Fleet
Manager staff should review the fleet's minimum
utilization standards and consider increasing the
standards to more cost-effective levels.

Report on the Status of Audit Recommendations as of June 30, 2013

Public Works

Significant

In Process

04/30/11

12/31/13

Staff drafted revisions to the Vehicle/Equipment Policy, including revised utilization standards. Staff is currently
reviewing proposals for Consultant Services for an operational study which will include a review of the City's
utilization standards, evaluation of industry standards, other public agencies and recommendations for increasing
Fleet operations efficiency and effectiveness.
2013 Management Update: The Consultant will issue the draft report by September 2013. PWD is currently
recruiting for the Fleet Manager position with a target start date in September. The new Fleet Manager will review
the operational study results and bring his/her recommendations to Council by the end of the calendar year.
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Rpt
#

Date Issued

Finding Title

Finding

Rec #

Recommendation

2

04/14/10

Finding 1: The City
recently avoided
spending about $2.5
million in FY 2010
through a temporary
freeze on non-urgent
fleet replacements,
but longer term
efficiencies can be
realized through right
sizing the City’s
vehicle and equipment
fleet.

Exemptions should be
routinely reviewed and
justified using established
criteria.

8

Public Works Fleet Management should have the
authority and responsibility to manage and operate the
City fleet to ensure optimized use of fleet resources.

Finding 1: The City
recently avoided
spending about $2.5
million in FY 2010
through a temporary
freeze on non-urgent
fleet replacements,
but longer term
efficiencies can be
realized through right
sizing the City’s
vehicle and equipment
fleet.

The City reduced the
number of approved takehome vehicles, but clearer
policies are necessary to
identify the appropriate
use and authorization for
take-home use.

10

Finding 1: The City
recently avoided
spending about $2.5
million in FY 2010
through a temporary
freeze on non-urgent
fleet replacements,
but longer term
efficiencies can be
realized through right
sizing the City’s
vehicle and equipment
fleet.

PWD fleet management
does not have established
criteria to assess the
efficiency and necessity of
non-rolling stock
equipment purchases
such as generators and
trailers.

13

Finding 1: The City
recently avoided
spending about $2.5
million in FY 2010
through a temporary
freeze on non-urgent
fleet replacements,
but longer term
efficiencies can be
realized through right
sizing the City’s
vehicle and equipment
fleet.

Outdated and incomplete
data makes it difficult to
effectively manage the
fleet.

14

Finding 3: Internal
controls over fuel and
parts inventory can be
improved.

Fuel invoices did not
match the compressed
natural gas (CNG)
consumption reports and
reports for unleaded and
diesel fuels showed
discrepancies.

2

2

2

2

04/14/10

04/14/10

04/14/10

04/14/10

Responsible
Department

Rating

Current
Status

Public Works

Significant

In Process

Original
Target Date Target Date
04/30/11

12/31/13

City Manager's Action Plans

Attachment A

Staff and the FRC will revise the Vehicle/Equipment Policy to include a new description of PWD Fleet Management's
authority and responsibility to manage and operate the City fleet.
2013 Management Update: Individual policy sections are currently being developed but finalization will not occur
until after the operational study recommendations are brought to Council by the end of the calendar year.

PWD Fleet Management should revise the policy and
procedures to clarify the take-home policy and conduct
routine follow-ups with departments to document
adherence to the policy.

Public Works

Public Works Fleet Management should develop
written criteria for assessing the need of non-rolling
stock equipment.

Public Works

Significant

In Process

04/30/11

12/31/13

Staff and the FRC are revising the Vehicle/Equipment Policy to include clarifications to the take-home policy and will
require take-home vehicle users to provide documentation to ensure their adherence to the policy.
2013 Management Update: Individual policy sections are currently being developed but finalization will not occur
until after the operational study recommendations are brought to Council by the end of the calendar year.

Useful

In Process

04/30/11

12/31/13

Staff and the Fleet Review Committee are revising the Vehicle/Equipment Policy to include new standards and
criteria for assessing the need of non-rolling stock equipment.
2013 Management Update: Individual policy sections are currently being developed but finalization will not occur
until after the operational study recommendations are brought to Council by the end of the calendar year.

Public Works Fleet Management should routinely
review the database inventory for completeness and
accuracy and develop necessary processes for
departments to provide accurate and timely utilization
data.

Public Works

Significant

In Process

04/30/11

12/31/13

Staff shortages have delayed the implementation of this recommendation. Equipment Management is currently in the
process of recruiting a Fleet Services Coordinator.
Staff is currently meeting with the existing fleet management software vendor to schedule a system upgrade which
includes a more user friendly interface and training for all fleet and administrative staff to ensure a higher level of
accuracy within the inventory. Additionally staff will conduct a physical inventory to confirm the inventory is accurate.
2013 Management Update: Staff recently entered into an amendment with AssetWorks, our fleet software vendor,
and is working with IT to develop an upgrade and training plan. Additionally IT is researching "cloud" based solutions
which would benefit disaster recovery and allow accessiblity for staff via the Internet.

19

PWD Fleet Management should work with the
Administrative Services Department and Utilities
Department (for CNG) to develop a system to
reconcile fuel purchases, balances, and consumption
reports.

Report on the Status of Audit Recommendations as of June 30, 2013

Public Works

Significant

In Process

06/30/11

12/31/13

Staff is working with the Utilities Department to obtain the data necessary to begin periodic reconciliations of CNG.
With the implementation of the software upgrade to FuelFocus, PWD will have better reporting capabilities for
consumption.
2013 Management Update: Staff recently entered into an amendment with AssetWorks, our fleet software vendor,
and is working with the Information Technology Department (IT) to develop an upgrade and training plan. FuelFocus
software is part of this implementation and once upgraded, PWD will have better reporting capabilities for
consumption.
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Rpt
#

Date Issued

Finding Title

2

04/14/10

Finding 3: Internal
controls over fuel and
parts inventory can be
improved.

Finding
Our sampling found
weaknesses in the
internal controls for fuel
pump transactions.

Rec #
20

Recommendation
PWD Fleet Management should complete
implementation of the fueling system at all city pumps
and evaluate its effectiveness at providing internal
controls over fuel pump transactions.

Responsible
Department

Rating

Current
Status

Public Works

Significant

In Process

Original
Target Date Target Date
12/31/11

12/31/13

City Manager's Action Plans

Attachment A

Staff is in the final implementation stage of the new fuel management system.
Staff is currently meeting with the existing fleet management software vendor to schedule a system upgrade which
includes a more user friendly interface, training for all fleet and administrative staff to ensure a higher level of
accuracy within the inventory. This upgrade will also include the FuelFocus module ensuring accurate data is
collected for transaction control.
2013 Management Update: Staff recently entered into an amendment with AssetWorks, our fleet software vendor,
and is working with IT to develop an upgrade and training plan. FuelFocus software is part of this implementation
and once upgraded, PWD will have better reporting capabilities for consumption.

2

2

04/14/10

04/14/10

Finding 3: Internal
Vehicles and equipment
controls over fuel and were not consistently
parts inventory can be secured or locked.
improved.

21

Finding 3: Internal
controls over fuel and
parts inventory can be
improved.

22

A physical parts inventory
had not been conducted
for at least six years and
the valuation of the
inventory was not
verifiable.

PWD Fleet Management should include requirements
for securing vehicles and equipment within the fleet
policies and procedures.

Public Works

Significant

In Process

04/30/11

12/31/13

Staff and the FRC are revising the Vehicle/Equipment Policy to incorporate requirements for securing vehicles and
equipment.
2013 Management Update: Individual policy sections are currently being developed but finalization will not occur
until after the operational study recommendations are brought to Council by the end of the calendar year.

PWD Fleet Management should conduct regular
inventories of auto parts, develop a system to ensure
the parts database is accurate and complete, and
secure access to the auto parts inventory.

Public Works

Significant

In Process

04/30/11

12/31/13

A newly constructed parts storeroom is complete. Equipment Management is working on surveying the existing parts
and supply inventories, and finalizing a plan for conducting periodic inventory reconciliation.
Staff is continuing to work toward more accurate parts inventory control; however due to staffing shortages and
higher level priorities, staff has not defined a permanent inventory system or reconciliation process.
2013 Management Update: Staff recently entered into an amendment with AssetWorks, our fleet software vendor.
Public Works and IT staff are working together to implement a system upgrade that includes a parts
management/inventory system so that the City will have a fully integrated Fleet Management system. Once
operational, staff will evaluate this module of the software to see if it fits the City's needs. Installation of this software
is expected to be completed over the next few months and the system should be operational by the end of 2013. If
the parts management module is the right fit, the next step will be to purchase the necessary hardware and to update
the data in the new system.

Report on the Status of Audit Recommendations as of June 30, 2013
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Rpt
#

Date Issued

Finding Title

Finding

Recommendation

Responsible
Department

ASD should update the Citywide Cash Handling policy
and procedures to provide sufficient guidance on
internal controls related to cash handling.

Administrative
Services
Department

Rec #

Rating

Current
Status

Significant

In Process

Original
Target Date Target Date

City Manager's Action Plans

Attachment A

3. Audit of Citywide Cash Handling and Travel Expense
3

09/15/10

Finding 1: Stronger
controls are needed
for cash handling

The City's current cash
handling policy is
outdated and reliant upon
a Cash Handling Manual
that could not be found

1

5/31/11

10/1/13

A 1991 Administrative Instruction Manual has been updated to cover all areas of cash handling, including the three
areas discussed in the Audit Report – segregation of duties, safeguarding of revenue, and proper documentation of
all transactions. Staff also reviewed other jurisdictions’ cash handling manuals to integrate the most effective parts
of each. The revised Cash Handling Manual is posted online.
Daily operating procedures for all cash handling facilities will be reviewed and updated to ensure all directions in the
manual are incorporated. ASD will also provide a checklist to ensure each facility fulfills each of the procedural
requirements.
The Policy and Procedures document itself is being reviewed.
2013 Management Update: ASD is in the process of rewriting Policy and Procedures 1-03 - Cash Handling.

3

09/15/10

Finding 1: Stronger
controls are needed
for cash handling

Site visits revealed
weaknesses that should
be immediately
addressed

4

ASD should:
• Work with the departments to immediately address
weaknesses noted in the areas of safeguarding
revenue, segregation of duties, and proper
documentation and approval of certain types of
transactions (e.g. voided transactions and issuance of
receipts).
• Ensure their list of approved revenue collection
locations is complete and updated, and these locations
have adequate procedures to safeguard revenue.

Administrative
Services
Department

Significant

In Process

6/30/12

12/31/13

ASD-Revenue Collections began working with departments after the audit to address areas of concerns. For
locations with significant space and resource constraints (e.g., Animal Services and Foothills Park), mitigating
controls will be considered to balance the relative weakness of the segregation of duties at these sites. Additionally,
risk assessment and cost-benefit analysis will be performed to determine the level of controls implemented.
Strengthening the controls at the Foothills Park beyond the basic training and monitoring levels would not be as
beneficial as focusing on other sites with larger currency transactions and/or larger-volume sites with identified areas
of concern, such as Animal Services. Extensive time was spent with Animal Services addressing weaknesses
identified in the audit and significant improvement has been made.
The revised Cash Handling Manual contains an updated list of approved revenue collection locations. Revisions of
policies and procedures for these locations to incorporate guidelines established by the revised Cash Handling
Manual are still in progress. Due to the number of facilities, this process will be lengthy. Seventeen facilities have
been identified for revised procedures and this does not include procedures for special events. Additionally all library
locations have been counted as one facility.
ASD believes that with more structured training and monitoring, the level of compliance among the departments will
increase, but departments will also have to proactively improve their compliance with the proscribed procedures.
2013 Management Update: All authorized cash handling facilities are in the process of updating their cash handling
procedures. Animal Services, Art Center, Foothills Park, Junior Museum and Zoo, Lucie Stern Community Center,
Mitchell Park, Police Records and Revenue Collections have updated procedures in draft form. The City’s Payment
Card Industry (PCI) compliance officer began a City wide training program in May and has informed ASD that he will
visit each facility for assessment. He will then make recommendations related to ensuring that PCI rules and
regulations are met. Based on these recommendations, language will be inserted into each facility’s updated
procedures prior to final approval.

Report on the Status of Audit Recommendations as of June 30, 2013
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Rpt
#

Date Issued

3

09/15/10

Finding Title

Finding

Finding 2: Increased Oversight of employee
oversight and
travel expenses can be
coordination can
improved
improve the employee
travel expense
process

Rec #

Recommendation

6

ASD should review the nighttime meeting
reimbursement policy. If the City decides to maintain
this practice, ASD should report the amounts as
income on employee Form W-2s to conform to Internal
Revenue Service requirements. In addition, ASD
should review other types of meal expense to ensure
any reportable amounts are included on employee
Form W-2s.

Responsible
Department
Administrative
Services
Department

Rating

Current
Status

Significant

In Process

Original
Target Date Target Date
Not Provided

Not Provided

City Manager's Action Plans



Attachment A

Nighttime meeting reimbursement will be maintained. ASD has established new G/L numbers to capture taxable and
non-taxable meals. ASD has discussed changes needed by Purchasing staff for use of CAL-Cards. Budget and
Purchasing changes will be made before implementation date of 7/1/2011. Taxable meals will be captured in a
specific G/l account and added to the employees W2 for FY 2011. In addition, updated P&P and forms (A/P & Petty
cash) will reflect specific coding for taxable meals. ASD also plans to have City-wide training once ELT approves
draft P&P.
ASD updated the travel policy and disseminated it to staff citywide. Meal reimbursement has been updated and
amounts will be included in the Form W-2, however employees are encouraged to seek reimbursement for only
those meals within the IRS guidelines. ASD is in the process of updating the portion of the petty cash policy related
to meal reimbursement.
2013 Management Update: Staff has determined that there are a limited number of instances in which a meal is
considered taxable income by IRS standards. These include meals provided during one-day training and meals
provided to employees during overtime. It takes considerable staff time to track and record these meals and to make
them show up on employee W-2 forms as compensation. Given the small number of incidents and the low dollar
amounts, probably in the few thousand dollars citywide in a given year, staff is looking at phasing out these types of
meals. Meanwhile, staff will begin tracking the meals and recording reimbursements in the designated key code.
Staff has updated the Petty Cash reimbursement form to ensure that the proper coding of meals is achieved. This
form will be distributed to employees in Aug. 2013. A further complication is that meals are sometimes purchased
with the PCard and may be for several staff. There is currently no easy way to assign these charges to the
appropriate person receiving the meal.

3

09/15/10

Finding 2: Increased Oversight of employee
oversight and
travel expenses can be
coordination can
improved
improve the employee
travel expense
process

8

The City Manager’s Office should include additional
guidance to prevent gifts of public resources on the
City’s Ethics Center intranet site.

City Manager

Useful

In Process

4/30/12

9/30/13

The City Manager's Office determined that guidance regarding the use of travel expenses should most appropriately
be updated in the City’s Travel & Expense Policy. This clarification was completed in August 2012.
The employee Intranet site will be updated once the Ethics Policy is complete. As of March 2011, the City retained
the services of Dr. Tom Shanks of The Ethics Company to assist with the development of the City's values based
ethics code of conduct, policy development and implementation, employee interviews, training implementation
program and first round of citywide training. The project goal was to be completed by Spring 2012.
2013 Management Update: The City terminated the services of Dr. Tom Shanks of The Ethics Company as the
work to develop the City's values based ethics code of conduct was never completed by the consultant as outlined in
the contract with the City. Staff from the City's Leadership Team have opted to complete the writing of the new ethics
policy rather than engage a new consultant due to cost. First draft of the new policy will be completed in August 2013
for review by the City Manager and rollout to all City staff immediately after approval by City Manager.

3

09/15/10

Finding 2: Increased
oversight and
coordination can
improve the employee
travel expense
process

The City should
reorganize existing
budgetary accounts
related to travel and
meetings to assist in
tracking of taxable
activities

11

ASD should reorganize the existing budgetary travelrelated accounts into a “Travel and Training” account
for professional development and a “Meetings”
account for tracking taxable forms of reimbursement,
such as nighttime meeting meal expenses.

Administrative
Services
Department

Useful

Completed

Not Provided

N/A

Recommendation reported as completed.
ASD has established new G/L accounts, changed title of existing G/L account and eliminated use of one G/L
account. Budget will reallocate budget to new G/L accounts for FY 2012 budget. Purchasing staff will update CALCards to accept charges for new G/L accounts. Budget & Purchasing changes will be ready for 7/1/2011
implementation. A/P and Petty Cash forms will be updated once ELT approves draft policies and procedures. ASD
Director will present draft to ELT for input by end of FY 2011. ASD will provide Citywide training once policies and
procedures are finalized.
ASD has updated the travel policy and disseminated to staff citywide. New accounts have been established in SAP.
2013 Management Update: N/A

Report on the Status of Audit Recommendations as of June 30, 2013
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Rpt
#

Date Issued

Finding Title

Finding

Rec #

Recommendation

5

To ensure SAP user account administration functions
are properly separated, ASD should:
• Segregate responsibilities for creating and
maintaining roles/profiles, assignment of roles/profiles,
and creating and maintaining user accounts.
• Prohibit IT staff from maintaining Human Resources
Department employee records.
• Assign all SAP user administrators to a designated
SAP user group, preventing them from managing their
own and other administrators’ accounts and access
levels, and designate an individual to manage the SAP
user group.

Responsible
Department

Rating

Current
Status

Essential

In Process

Original
Target Date Target Date

City Manager's Action Plans

Attachment A

4. SAP Security Audit
4

10/18/11

Finding 2: ASD
violated two critical
security principles by
not properly restricting
access for all user
accounts.

SAP user administration
practices violated
information systems
security principles

Information
Technology
Department

12/31/12

12/31/2013

Original Response: Staff concurs and recommends independent external security expert evaluation. Status: Open.
Risk level assessment: Low (09/2011) to be further validated by independent external security expert. Segregation of
duties is important but difficult to implement without additional resources. We have implemented a mitigation control
in the SAP System Monitoring Policy and Procedures to review all user change logs done by the SAP user
administrator. In addition, request to transfer maintenance of Employee records back to Human Resources
Department (HR) has been initiated.
Target review date: 6/30/2012
2012 Management Update: The Department will be reviewing options to segregate responsibilities for creating and
maintaining roles/profiles, assignment of roles/profiles, and creating and maintaining user accounts. The controls will
prevent SAP user administrators from managing their own and other administrators' accounts and access levels.
The Department has planned to implement an automated SAP user account creation process. The process will result
in creation of SAP user accounts and updating email addresses in the SAP HR master file without requiring staff
access to HR data.
Expected implementation period: Q2-FY13 - Q3-FY13
2013 Management Update: The SAP team has implemented a work order tracking tool to:
• Maintain roles and profiles (per role owner approval)
• Assign roles and profiles (per role owner approval)
• Create and maintain user accounts (automated program for new hires since Oct 2012)
In addition, SAP management has planned to segregate the following SAP basis roles:
Role 1: Maintain roles and profiles
Role 2: Assign roles and profiles
Role 3: Create and maintain user accounts.
Role 4: Transport roles, profiles and user accounts into the production environment

4

10/18/11

Finding 4: The City
needs to formally
adopt and implement
a recognized
information systems
control standard to
ensure SAP security.

ASD has not adopted or
implemented a
recognized information
systems security control
standard

12

ASD should adopt and implement the Payment Card
Industry (PCI) Data Security Standard (DSS) and the
National Institute of Science and Technology (NIST)
SP 800-53 information systems security control
frameworks to help ensure security of the City’s key
information systems.

Information
Technology
Department

Essential

In Process

PCI:
03/30/2013
ISO:
06/30/2014

12/30/2014

Original Response: Staff recommends external security expert evaluation. Status: Open. Risk level assessment:
Low (09/2011) to be further validated by independent external security expert. PCI DSS contains six major
categories and a total of 200 control points. NIST SP‐53 contains a similar number of control points. Implementing
both standards would require significant IT resources and business resources. Staff suggests a comprehensive
security audit to determine the risk level and cost.
2012 Management Update: The Department reports the City's Information Security Committee has determined to
implement the International Standardization Organization (ISO) 27001 Information Security Management Systems
(ISMS) framework and standards at the City. The City's information security manager has planned to implement PCIDSS security control framework by Q3-FY13. In addition the information security manager has planned to implement
ISO 27001 based information systems security control frameworks by Q4-FY14
Security Countermeasures Implementation Roadmap:
Implement PCI-DSS high risk countermeasures: Q3-FY13 (March 2013)
Implement ISO 27001 framework at the City: Q4-FY14 (June 2014)
2013 Management Update: The City’s Information Security Manager has developed a three year roadmap to
implement the ISO 27001 framework at the City, which is consistent and aligned with NIST SP 800-53 and PCI-DSS
standards.

Report on the Status of Audit Recommendations as of June 30, 2013
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Rpt
#

Date Issued

4

10/18/11

Finding Title
Finding 4: The City
needs to formally
adopt and implement
a recognized
information systems
control standard to
ensure SAP security.

Finding
ASD does not have a
comprehensive security
policy

Rec #
13

Recommendation
ASD should develop and implement a formal and
comprehensive security policy consistent with PCI
DSS, NIST, the SAP Library, and other industry
standards.

Responsible
Department
Information
Technology
Department

Rating

Current
Status

Essential

In Process

Original
Target Date Target Date
SAP:
12/31/2012
ISO:
06/30/2013

12/31/2014

City Manager's Action Plans

Attachment A

Original Response: Staff recommends external security expert evaluation. Status: Open. Risk level assessment:
Medium (09/2011) to be validated by independent external security expert. Target review date: pending on external
security audit.
2012 Management Update: The Department reports the City's Information Security Committee has determined to
implement ISO 27001 [Information Security Management Systems (ISMS)] framework and standards at the City.
Also The City’s Information Security Manager has planned to implement an SAP security policy by Q2-FY13. In
addition, the Information Security Manager has plans to implement a formal and comprehensive ISO security policy.
Security Countermeasures Implementation Roadmap:
Implement SAP Security Policy: Q2-FY13 (December 2012)
Implement ISO Information Security Policy: Q4-FY13 (June 2013)
2013 Management Update: The City’s Information Security Manager has already developed and released an
information privacy policy, password policy and several information security procedures. The policies and procedures
are based on the ISO 27001 framework, and begin to address the audit recommendation to impelement a formal and
comprehensive security policy consistent with PCI DSS, NIST, the SAP Library.

4

10/18/11

Finding 4: The City
needs to formally
adopt and implement
a recognized
information systems
control standard to
ensure SAP security.

ASD does not have a
formal information
systems security
awareness and training
program

15

ASD should implement a formal security awareness
and training program that meets minimum control
standards stated in PCI DSS and NIST control
frameworks. The program should include provisions to
ensure SAP technical staff is trained on current SAP
security controls and practices.

Information
Technology
Department

Significant

In Process

SAP:
12/31/2012
ISO:
06/30/2014

12/30/2014

Original Response: Staff recommends external security expert evaluation. Status: Open. Risk level assessment:
Low (09/2011) to be further validated by external security expert.
2012 Management Update: The Department reports that the City's Information Security Committee has determined
to implement ISO 27001 [Information Security Management Systems (ISMS)] framework and standards at the City.
Also the City’s Information Security Manager has developed a strategy and roadmap to implement a Citywide
information security awareness and training program including but not limited to providing PCI-DSS and SAP security
controls and practices training to SAP technical staff. The City’s Information Security Manager has planned to
provide training to all City employees including SAP technical staff.
Security Countermeasures Implementation Roadmap:
Train SAP technical staff for the PCI DSS security awareness: Q2-FY13 (December 2012)
Train the City's employees for ISO security awarness: Q4-FY14 (June 2014)
2013 Management Update: The City’s information security manager has already provided PCI DSS security
awareness and information security awareness training to technical staff and functional staff associated with
processing of credit card transactions and data. In addition, the City’s Information Security Manager has planned to
provide information security awareness training to all the employees of the City.
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Rpt
#

Date Issued

4

10/18/11

Finding Title
Finding 4: The City
needs to formally
adopt and implement
a recognized
information systems
control standard to
ensure SAP security.

Finding
ASD does not have a
formal risk assessment
process to effectively
identify and manage
information systems
security and business
risks

Rec #

Recommendation

16

ASD should implement a formal risk assessment
process that meets minimum standards stated in PCI
DSS and NIST SP 800-53 to ensure key information
system threats and vulnerabilities are routinely (at least
annually) and effectively identified, ranked, and
addressed.

Responsible
Department
Information
Technology
Department

Rating

Current
Status

Significant

In Process

Original
Target Date Target Date
PCI:
12/31/2012
ISO:
03/30/2013

6/30/2014

City Manager's Action Plans

Attachment A

Original Response: Staff recommends external security expert evaluation. Status: Open. Risk level assessment:
Medium (09/2011) to be further validated by independent external security expert. Target review date: pending on
external security audit.
2012 Management Update: The Department reports that the City's Information Security Committee has determined
to implement ISO 27001 - Information Security Management Systems (ISMS) framework and standards at the City.
The City’s Information Security Manager has developed a strategy and roadmap to implement a formal risk
assessment process through ISO 27001 standards, including a PCI-DSS risk assessment through the PCI-DSS SelfAssessment Questionnaire “D” and Attestation of Compliance.
Beginning Q2-FY13 the City’s Information Security Manager will initiate a formal risk assessment process through
PCI-DSS Self-Assessment Questionnaire “D” and ISO 27001 standards.
Security Countermeasures Implementation Roadmap:
Implement PCI-DSS risk assessment process: Q2-FY13 (December 2012)
Implement ISO 27001 risk assessment process: Q3-FY13 (March 2013)
2013 Management Update: The City’s Chief Information Officer (CIO) has hired an Information Security Manager
(ISM) to manage risk at the City. In 2012, the ISM conducted a PCI-DSS security assessment to identify areas of
improvement. The ISM has initiated an “Information Security Risk Assessment” project to conduct a comprehensive
IT risk assessment [per ISO 27001/2 Information Security Management Systems (ISMS) standards] by June 2014 to
identify all of the possible risks to the City’s IT department, the delivery of IT services and the accuracy and integrity
of the City’s financial and personnel data. The risk assessment will also include network penetration testing to
ascertain the vulnerabilities of the City’s computer network from hacking attempts.

4

10/18/11

Finding 4: The City
needs to formally
adopt and implement
a recognized
information systems
control standard to
ensure SAP security.

ASD has not restricted
access to SAP security
parameters

18

ASD should ensure access to SAP system parameters
is restricted to only authorized staff, and that policies
and procedures incorporate change controls stated in
NIST SP 800-53 to ensure all changes are properly
planned, authorized, executed, and monitored.

Information
Technology
Department

Significant

In Process

12/31/2012

12/31/2013

Original Response: Staff recommends independent external security expert evaluation. Status: Open. Risk level
assessment: Low (09/2011) to be further validated by external security expert
2012 Management Update: The Department reports that the City's Information Security Committee has determined
to implement the ISO 27001 [Information Security Management Systems (ISMS)] framework and standards at the
City. Also the SAP team may make changes to the profile parameters based on a number of reasons that may or
may not be related to security. For instance, a change to a profile parameter may be required due to a performance
problem and recommendations made by SAP support personnel or a specific SAP note. Access to the SAP system
parameters is restricted to authorized individuals and change to profile parameters must go through a work order
system for tracking and approval. In addition, profile parameter changes can be monitored and reviewed manually at
the operating system level by comparing the profile information in the database with the profile existing on the
operating system.
Expected implementation period: Q1-FY13 - Q2-FY13
2013 Management Update: The SAP system parameter change authorization process was implemented in
September 2012. According to the process, roles providing authorization in SAP to change system parameters are
restricted to only authorized SAP Basis staff, and the role assignment is reviewed by the role owner on a semiannual
basis.
The SAP team is following the formal Request for Change (RFC) process to execute any changes to SAP system
parameters. In addition, the SAP team is in the process of implementing and automating scripts to monitor changes
in SAP parameters.
The SAP Project Management Office is in the process of implementing a new process (through TRACK-IT) to identify
all SAP system parameter changes.
In addition, the IT Department has implemented an exception procedure to grant access to non-employee
(consultants/contractors) to SAP’s production environment.

Report on the Status of Audit Recommendations as of June 30, 2013
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Rpt
#

Date Issued

4

10/18/11

Finding Title
Finding 4: The City
needs to formally
adopt and implement
a recognized
information systems
control standard to
ensure SAP security.

Finding

Rec #

ASD has not developed
policies and procedures to
retain, review, and
analyze SAP audit trails
(logs)

19

Recommendation
ASD should develop policies and procedures and
implement minimum NIST SP 800-53 and PCI DSS
controls applicable to log management in order to
ensure:
• SAP and Oracle log data is secured using
appropriate “write-once” media and/or backup
procedures.
• Access to SAP and Oracle logs is restricted based
on the principles of least privilege and segregation of
duties.
• Accountability is established for monitoring SAP and
Oracle logs and for reporting any incidents to the
appropriate levels of management.
• SAP and Oracle are properly configured to ensure
logs capture appropriate information and retain the
information for an appropriate duration.

Responsible
Department
Information
Technology
Department

Rating

Current
Status

Significant

In Process

Original
Target Date Target Date
6/30/2013

12/31/2013

City Manager's Action Plans

Attachment A

Original Response: Staff recommends external security expert evaluation. Status: Open. Risk level assessment:
Low (09/2011) to be further validated by independent external security expert
2012 Management Update: The Department reports that the City's Information Security Committee has determined
to implement ISO 27001 - Information Security Management Systems (ISMS) framework and standards at the City.
SAP/ IT staff has provided supporting documents per the IT Security Manager's request for his development of new
policies and procedures. The IT Security Manager will develop new policies and procedures specifically for the City
following the ISO 27001 standard for the four areas addressed in the recommendation.
Expected implementation period: Q3 FY13 - Q4 FY13
2013 Management Update: Access to SAP and Oracle logs is restricted based on the principles of least privilege
and segregation of duties. Accountability is established for monitoring SAP and Oracle logs and for reporting any
incidents to the appropriate levels of management. SAP and Oracle are properly configured to ensure logs capture
appropriate information and retain the information for an appropriate duration.
Update for item #19A (OPEN): SAP management is researching a "write-once" solution. An appropriate solution will
be implemented by December 2013.
Update for item #19B (CLOSED): Access to SAP and Oracle logs is already restricted based on the principles of
least privilege and segregation of duties. IT management is in the process of implementing an information security
policy to enforce administrative restrictions so that an administrator cannot modify anyone else’s authorization within
the group of administrators defined in SAP, including the administrator's own authorizations.
Update for item #19C (CLOSED): Accountability is already established for monitoring SAP and Oracle logs and for
reporting any incidents to the appropriate levels of management. In addition, the IT security manager has
implemented an incident reporting and tracking procedure to enhance security.
Update for item #19D (CLOSED): SAP and Oracle environments are properly configured to capture and retain all log
data in accordance with the City’s data retention policy.

4

10/18/11

Finding 4: The City
needs to formally
adopt and implement
a recognized
information systems
control standard to
ensure SAP security.

Implementing the SAP
system-provided tool
Audit Information System
(AIS) would enhance the
Auditor's Office access
and the effectiveness of
future security reviews

21

To enhance the Auditor’s Office’s efficiency and
independence in conducting audits, and its ability to
ensure compliance with generally accepted
government auditing standards, we recommend ASD
implement the Audit Information System (AIS) tool and
provide the Auditor’s Office with access to it.

Information
Technology
Department

Useful

Completed

12/31/2012

Recommendation reported as Completed
Original Response: Staff concurs. Status: Open. Risk level assessment: Low (09/2011) to be further validated by
independent external security expert. Audit Information System (AIS) is not a turnkey solution. Project funding and
resource must be planned in advance. Staff suggests the Auditor’s Office to initiate AIS implementation project
during annual CIP planning.
2012 Management Update: The Department reports that two custom made SAP authorization roles
(CPA_AUDITOR and CPA_AIS_HR_AUDITOR) were created for testing.
Expected implementation period: Q1-FY13 - Q2-FY13
2013 Management Update: Two custom made SAP authorization roles (CPA_AUDITOR and
CPA_AIS_HR_AUDITOR) have been created and implemented. The roles were tested in the SAP quality system for
user acceptance and transported to the SAP production system in December 2012, with the auditor's approval.
Completed: Dec 17, 2012

5. Audit of the Use of Library Bond Proceeds
5

12/06/11

Finding 1: The City
has used Library
Bond monies
appropriately, policies
and procedures
should be formalized.

Library Bond monies were
used appropriately, but
the City should formalize
policies and
procedures regarding the
oversight and expenditure
of bond funds

2

ASD and PWD should formalize policies and
procedures regarding the oversight and expenditure of
Library Bond funds to ensure continued compliance
with federal and state regulations and best practices.

Administrative
Services
Department

Significant

Completed

9/28/2012

09/28/12

Recommendation reported as completed.
The Department reports that ASD and Public Works are in the process of writing a formal written procedure codifying
existing guidelines and practices. This will incorporate the existing written Accounts Payable procedures for paying
GO bondable expenditures. A draft has been completed; further work is needed and will be completed as time
allows.
2013 Management Update: The Department has completed a procedure for the disbursement of bond proceeds.

Report on the Status of Audit Recommendations as of June 30, 2013
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Rpt
#

Date Issued

Finding Title

Finding

Rec #

Recommendation

Responsible
Department

Rating

Current
Status

In Process

Original
Target Date Target Date

City Manager's Action Plans

Attachment A

6. Audit of Contract Oversight: Office Supplies
6

6

6

6

6

11/20/12

11/20/12

11/20/12

11/20/12

11/20/12

Finding 1: OfficeMax
overcharged the City
at least $47,563 by
applying unauthorized
changes to pricing

OfficeMax overcharged
the City at least $47,563
by applying unauthorized
changes to pricing for
items with specified
contract prices.

1

Finding 2: The City
could have received
additional discounts
for non-contract office
supplies

The City could have
reasonably anticipated
additional discounts
between $148,921 and
$341,863 for non-contract
office supplies.

2

Finding 4: ASD should
ensure the City's
financial records
accurately identify
office supplies and
should properly
budget for and control
office supplies
expenditures

City records indicate the
City has spent
considerably more for
office supplies than other
local jurisdictions
sampled, however, we
could not reasonably
associate a significant
portion of office supplies
expenditures with office
supplies vendors.

4

Finding 5: Strategic
contracting practices
may provide savings
opportunities

The City’s procurement
policies and procedures
do not clearly identify and
communicate
requirements for
establishing negotiated
contracts for goods and/or
services the City
purchases mainly using
purchasing cards, which
likely results in lost
savings opportunities.

5

The City did not have
authorized contracts for
several vendors selected
for review.

6

Finding 5: Strategic
contracting practices
may provide savings
opportunities

OCA did not find evidence
ASD Purchasing monitors
expenditures for goods
and/or services from
vendors through the use
of the City’s SAP
Enterprise Resource
Planning system reports
in order to determine
whether cost savings
opportunities could be
maximized by entering
negotiated contracts.

ASD should consult with the City Attorney’s Office to
pursue recovery of unauthorized charges from
OfficeMax, including at least $47,563 for contract
item overcharges under the America Saves program
during the period November 1, 2007 through May 31,
2011.

Administrative
Services
Department

Significant

ASD should consult with the City Attorney’s Office to
determine if the City can recover additional discounts
ranging from $148,921 to $341,863 for non-contract
items it purchased under the America Saves program
terms from November 1, 2007 through May 31, 2011.

Administrative
Services
Department

Significant

ASD should develop and communicate to staff policies
and procedures to ensure the office supplies
accounting code is clearly defined, its use is
monitored, and that office supplies are accurately
recorded in the City’s accounting records.

Administrative
Services
Department

Significant

Not Provided

Not Provided



ASD will work with the City Attorney’s Office to request reimbursement.
2013 Management Update: Pending update from City Attorney's Office.

In Process

Not Provided

Not Provided



ASD will work with the City Attorney’s Office to consider options for recovering additional discounts.
2013 Management Update: Pending update from City Attorney's Office.

Completed

12/31/2012

N/A

Recommendation reported as completed.
City departments handle the classification of expenses at the point of purchase. ASD will make clear to departments
via policy and training and periodic review to ensure compliance to properly classify office supply expenses in the
accounting system. As a result of staffing reductions and increased work volume ASD does not have the person
power to monitor how accurately departments classify all expenses.
2013 Management Update: ASD staff notified department budget coordinators of the requirement to charge office
supplies to the correct cost centers. ASD will periodically audit the office supply code in SAP to ensure expenditures
are accurately coded.

ASD should clarify the City’s procurement policies and
procedures, while ensuring consistency with the
Municipal Code, to specify when Purchasing should
negotiate contracts, based on dollar amount thresholds
applicable to total citywide expenditures for goods
and/or services (or payments to vendors) in aggregate,
regardless of payment method.

Administrative
Services
Department

Significant

Completed

3/31/2013

N/A

Recommendation reported as completed.
As staffing levels allow, ASD periodically reviews spending activity, services used and commodities to determine if a
contract with a vendor would be advantageous. Due to staffing reductions and increased work volume, this level of
review is time consuming for staff and staff may not always be available to perform this type of analysis. Staff will
continue to perform this review as time permits and will also look into automated tools to flag this activity. In addition,
staff will consider hiring temporary help to accomplish this review, which could offset savings. When ASD conducts
this review a threshold will be set to flag purchasing activity with vendors when aggregate spend meets the level of
$5,000. Where spending levels are met, Purchasing staff will take action to ensure competitive pricing agreements
are put in place and are consistent with the muni code.
2013 Management Update: Staff hired a contractor to assist with this analysis. Initial analysis has been
accomplished. A savings program has been initiated with Home Depot. Staff will continue to monitor.

ASD should develop policies and procedures to
ensure it monitors total citywide expenditures on
categories of goods and/or services (or expenditures
by vendor) and periodically assesses whether the total
volume of the transactions and expenditures,
regardless of payment method, may require the City to
contract for the goods and/or services either through
the City’s competitive solicitation methods or by using
another agency’s contract, in order to maximize cost
savings.

Report on the Status of Audit Recommendations as of June 30, 2013

Administrative
Services
Department

Significant

Completed

3/31/2013

N/A

Recommendation reported as completed.
As staffing levels allow, ASD periodically reviews spending activity, services used and commodities to determine if a
contract with a vendor would be advantageous. Due to staffing reductions and increased work volume, this level of
review is time consuming for staff and staff may not always be available to perform this type of analysis. Staff will
continue to perform this review as time permits and will also look into automated tools to flag this activity. In addition,
staff will consider hiring temporary help to accomplish this review, which could offset savings. When ASD conducts
this review a threshold will be set to flag purchasing activity with vendors when aggregate spend meets the level of
$5,000. Where spending levels are met, Purchasing staff will take action to ensure competitive pricing agreements
are put in place and are consistent with the muni code.
2013 Management Update: ASD hired temporary contract staff to assist with the spend analysis and to develop
procedures for ongoing analysis.

10 of 18

Rpt
#

Date Issued

6

11/20/12

6

6

11/20/12

11/20/12

Finding Title
Finding 5: Strategic
contracting practices
may provide savings
opportunities

Finding 5: Strategic
contracting practices
may provide savings
opportunities

Finding 5: Strategic
contracting practices
may provide savings
opportunities

Responsible
Department

Finding

Rec #

Recommendation

OCA found that the City
did not have authorized
contracts for several
vendors selected for
review, despite significant
aggregate purchases in
2011 and/or historical
total purchases from the
vendor.

7

ASD should develop policies and procedures to
ensure the City has properly approved contracts, when
required by the Municipal Code, prior to conducting
business. Specifically, the City should ensure it
establishes a process to prevent and/or detect
issuance of purchasing documents or purchasing card
payments to vendors without a properly approved
contract, if required.

Administrative
Services
Department

The City does not have a
properly authorized office
supplies contract.
Although the America
Saves program master
purchasing agreement
expired on June 30, 2011,
we found no evidence the
City subsequently took
steps to appropriately
contract for office
supplies.

8

ASD should develop policies and procedures to
ensure ASD Purchasing staff monitors expiring
contracts and ensures contracts are re-established in
a timely manner.

Administrative
Services
Department

ASD does not have a
process to document and
approve all exemptions
from competitive
procurement. As shown in
Exhibit 13, there was no
evidence to support that
contracts for 8 of 13
vendors sampled were
awarded competitively or
properly exempted from
competitive solicitation
requirements.

9

Rating

Current
Status

Significant

Completed

Original
Target Date Target Date
12/31/2012

N/A

City Manager's Action Plans

Attachment A

Recommendation reported as completed.
ASD has in place a Purchasing Manual that outlines the process for contract approval. ASD will continue to work with
other departments to ensure that contracts are approved consistent with the process outlined in the Purchasing
Manual prior to work commencing. ASD will implement additional review steps in the contract process to ensure
contracts are executed properly.
2013 Management Update: Purchasing has revised its checklist to ensure validation of executed contracts.

Significant

Completed

3/31/2013

N/A

Recommendation reported as completed.
ASD will work with departments to help develop a process for highlighting contracts that are due to expire. There are
reports available that departments can use to review upcoming expiration dates. Purchasing staff will be assigned to
review SAP reports on a quarterly basis to flag contracts that are due to expire.
2013 Management Update: A new procedure has been implemented for staff to prepare expiring contract reports
and circulate those reports to departments.

ASD should develop policies and procedures to
ensure it complies with Municipal Code requirements
for applying and documenting exemptions from
competitive solicitation in the procurement of goods
and services (A City working group that promotes
efficient and effective purchasing methods has drafted
a new “City of Palo Alto Sole Source Justification
Form” which includes all 18 exemptions listed in the
Municipal Code).

Report on the Status of Audit Recommendations as of June 30, 2013

Administrative
Services
Department

Significant

Completed

12/31/2013

N/A

Recommendation reported as completed.
ASD prepares a report that goes to the City Council documenting contracts that were approved with exemptions.
This has been established process for many years and offers efficiency and approvals at the appropriate staff level
while satisfying accountability. Staff will review the municipal code and current practice to ensure they are both in
sync and recommend revisions to the municipal code where needed. Should Staff, in collaboration with the City
Attorney’s Office, consider streamlining the municipal code requirements for exemptions then staff will make the
appropriate recommendation to the City Council.
2013 Management Update: Staff has created a checklist that requires documentation of the basis for any
exemptions from competitive solicitation, including sole source justification.
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Rpt
#

Date Issued

6

11/20/12

Finding Title
Finding 6: The City
has not sufficiently
defined contract
administration roles
and responsibilities

Finding

Rec #

Recommendation

In reviewing the Municipal
Code and the City’s
Purchasing Manual, we
did not find sufficient
guidance regarding
contract administration
roles, responsibilities, and
business practices to
ensure compliance with
the City’s contract terms
and also to ensure the
City receives contracted
benefits.

10

ASD should ensure contract administration roles and
responsibilities are defined and appropriately
communicated. At a minimum, ASD should broadly
define contract administration and develop a process
to:
• Formally identify the contract administrator and
assign contract administration responsibilities.
• Identify and document key contract terms.
• Identify and provide the necessary training to ensure
the contract administrator has the required expertise.
• Identify or develop specific methodology, reports,
and/or tools required to administer the contract.
• Establish and monitor timelines and milestones in
administering the contract.

Responsible
Department
Administrative
Services
Department

Rating

Current
Status

Significant

Completed

Original
Target Date Target Date
12/31/2013

N/A

City Manager's Action Plans

Attachment A

Recommendation reported as completed.
• ASD roles and responsibilities are defined and communicated (e.g., the Contract Administrator or Buyer who
handled the solicitation is listed).
• ASD will implement a checklist of minimum requirements for project managers and contract administrators and hold
departments accountable for satisfying their responsibilities.
• Contract Administrator and or Buyer are formally identified and assigned administration responsibilities pursuant to
their respective job description.
• ASD Purchasing staff is trained to understand specific terms and conditions of a contract, and is knowledgeable
pursuant to the qualifications required to hold the position as described within the job description. Additionally, Team
training is held on selected topics (e.g., Risk Management) as needed.
• ASD will look to determine if it would serve the organization for Purchasing and Contract Administration to take over
the overall contract administration of contracts for the City. Current process is Purchasing and Contracts
Administration Division performs the activities required to award a contract. Contract Administration duties are
managed by the individual Departments who the contract was issued for. Improved training, to address turnover, and
easy access to information will be important.
• The role of departments in the contract administration process must be clearly defined.
2013 Management Update: ASD has created a checklist of roles and responsibilities and requirements. The
Purchasing Team has begun a training program. The team attended CAPPO training.

6

11/20/12

Finding 3: ASD has
not effectively
administered the
City's office supplies
contract

ASD has not established
effective processes and
procedures to ensure the
City receives contracted
discounts and other key
benefits, and that the
office supplies contract
meets the City’s business
needs.

3-A

ASD should develop formal procedures to effectively
administer the City’s office supplies contract in order to
ensure the contract supports the City’s business
needs, policies, and goals, including the City’s
environmental policies.

Administrative
Services
Department

Significant

Completed

3/31/2013

N/A

Recommendation reported as completed.
ASD has completed a request for proposal process for a new office supply contract with the involvement of
department stakeholders and members of the City’s environmental team. Collectively, this review panel selected a
new office supply provider that meets the City’s needs, policies and goals. A contract with the new office supply
provider is estimated to save the City $40,000 compared to the current contract. This estimated savings figure may
be reduced if: new costs are realized for compliance with environmental policies, incentives are not achieved,
purchases from non contract vendors is not prevented, purchases of non discounted items is not prevented.
2013 Management Update: ASD has initiated the transition to a new office supply contract with Staples set to begin
9/3/13. ASD has created a procedure for monitoring the office supplies contract.

6

6

11/20/12

11/20/12

Finding 3: ASD has
not effectively
administered the
City's office supplies
contract

Finding 3: ASD has
not effectively
administered the
City's office supplies
contract

ASD has not established
effective processes and
procedures to ensure the
City receives contracted
discounts and other key
benefits, and that the
office supplies contract
meets the City’s business
needs.

3-B

ASD has not established
effective processes and
procedures to ensure the
City receives contracted
discounts and other key
benefits, and that the
office supplies contract
meets the City’s business
needs.

3-C

ASD should develop formal procedures to effectively
administer the City’s office supplies contract in order to
ensure Purchasing monitors discounts provided to the
City in order to timely detect any negative trends, such
as a decline in the purchase of highly discounted
contract items, and to ensure the City receives all
contracted discounts and other key benefits.

Administrative
Services
Department

ASD should develop formal procedures to effectively
administer the City’s office supplies contract in order to
ensure use of the contract is maximized and
purchases of office supplies from other vendors or
suppliers the City has not contracted with is restricted
or minimized.

Administrative
Services
Department

Report on the Status of Audit Recommendations as of June 30, 2013

Significant

Completed

3/31/2013

N/A

Recommendation reported as completed.
Using tools offered by the new contract, ASD will monitor and ensure that discounts and incentives offered are
realized. New tools will enable staff to prevent the purchase of non-discount items.
2013 Management Update: ASD has initiated the transition to a new office supply contract with Staples set to begin
9/3/13. ASD has created a procedure for monitoring the office supplies contract.

Significant

Completed

3/31/2013

N/A

Recommendation reported as completed.
ASD will require departments to purchase office supplies via the new contract and will consider ways to restrict the
purchase of office supplies outside of the contract via restrictions in the PCard system.
2013 Management Update: ASD has created a procedure for monitoring the office supplies contract, which states a
dedicated person will run a quarterly report and conduct analysis on the citywide office supplies expenditures to
ensure the City receives contracted prices and savings.
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Rpt
#

Date Issued

6

11/20/12

6

6

11/20/12

11/20/12

Finding Title

Finding

Rec #

Recommendation

ASD has not established
effective processes and
procedures to ensure the
City receives contracted
discounts and other key
benefits, and that the
office supplies contract
meets the City’s business
needs.

3-D

ASD should develop formal procedures to effectively
administer the City’s office supplies contract in order to
ensure the City identifies and maximizes its eligibility
for available contract incentives.

ASD has not established
effective processes and
procedures to ensure the
City receives contracted
discounts and other key
benefits, and that the
office supplies contract
meets the City’s business
needs.

3-E

ASD has not established
effective processes and
procedures to ensure the
City receives contracted
discounts and other key
benefits, and that the
office supplies contract
meets the City’s business
needs.

3-F

Finding 1: Rate
Stabilization Reserves
are not consistently
maintained within
Council‐approved
guidelines.

The City does not
currently have a formal,
comprehensive reserve
policy for its utility funds.

1

Finding 1: Rate
Stabilization Reserves
are not consistently
maintained within
Council‐approved
guidelines.

Key City documents show
inconsistency in
communication of the
City’s reserve policy
decisions. Rate
Stabilization Reserve
balances were often
outside of Council
approved guideline
ranges.

2

Finding 3: ASD has
not effectively
administered the
City's office supplies
contract

Finding 3: ASD has
not effectively
administered the
City's office supplies
contract

Finding 3: ASD has
not effectively
administered the
City's office supplies
contract

Responsible
Department
Administrative
Services
Department

Rating

Current
Status

Significant

Completed

Original
Target Date Target Date
3/31/2013

N/A

City Manager's Action Plans

Attachment A

Recommendation reported as completed.
Using tools offered by the new contract, ASD will monitor and ensure that discounts and incentives offered are
realized. New tools will enable staff to prevent the purchase of non-discount items.
2013 Management Update: ASD has created a procedure for monitoring the office supplies contract.

ASD should develop formal procedures to effectively
administer the City’s office supplies contract in order to
ensure the City discontinues storing and delivering
office supplies, unless staff can provide a cost/benefit
analysis justifying the current practice.

Administrative
Services
Department

Significant

Completed

3/31/2013

N/A

Recommendation reported as completed.
ASD will review the practice of storing office supplies to see if it is the best approach given the benefits of the new
contract.
2013 Management Update: With the new Staples office supply contract Staples will deliver all office supplies,
including paper, to the location of the ordering individual. ASD staff will phase out storage and delivery of office
supplies in 2013. A limited amount of copier paper will be kept at the City warehouse for urgent needs only.

ASD should develop formal procedures to effectively
administer the City’s office supplies contract in order to
ensure responsibility for contract administration is
formally assigned, documentation of contract
administration activities is retained, and contract
administration is minimally impacted by staff turnover.

Administrative
Services
Department

Significant

Completed

3/31/2013

N/A

Recommendation reported as completed.
ASD has formally assigned and documented contract administration duties and transitions those duties when there is
staff transition.
2013 Management Update: Office supply contract administration duties have been assigned to a staff person in the
Purchasing Division.

7. Utilities Reserves Audit
7

7

12/04/12

12/04/12

The Utilities Department should establish formal and
comprehensive policies and procedures for its Utility
Reserves.

Utilities Department

The Utilities Department should re‐evaluate and
determine the use of reserve balance guidelines,
updating the City’s resolution and the language in key
City documents accordingly.

Utilities Department

Report on the Status of Audit Recommendations as of June 30, 2013

Significant

In Process

6/30/2013

12/31/2013

Utilities Department will establish formal and comprehensive policies and procedures for its Utility reserves.
2013 Management Update: Utilities is developing formal policies and procedures for its Utility reserves within the
broader context of financial management and rate-making. The completion of the project is delayed until December
2013 due to the loss of key staff and the breadth of the project that is now being undertaken.

Useful

In Process

6/30/2013

12/31/2013

Utilities Department will re‐evaluate and determine the use of reserve balance guidelines, updating the City’s
resolution and the language to key City documents accordingly.
2013 Management Update: As part of its project to develop financial management policies and procedures, Utilities
will develop reserve balance guidelines that support the rate-making objectives that are approved by the Council.
Council action will be by resolution. The completion of the project is delayed until December 2013 due to the loss of
key staff and the breadth of the project that is now being undertaken.
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Rpt
#

Date Issued

Finding Title

Finding

Rec #

7

12/04/12

Finding 1: Rate
Stabilization Reserves
are not consistently
maintained within
Council‐approved
guidelines.

Although the Utilities
Department performs an
annual risk assessment to
determine the adequacy
of Rate Stabilization
Reserves, there are no
explicit criteria or a
specified target to indicate
appropriate levels of
working capital.

3

Finding 1: Rate
Stabilization Reserves
are not consistently
maintained within
Council‐approved
guidelines.

Reserve balances are
inconsistently reported
and do not always
reconcile, specifically
excluding Capital
Improvement Program
(CIP) carryforward
reserves.

4

Finding 2: Capital
Improvement Program
reserves are not
consistently and
clearly reported to
Council.

The reports issued
regarding CIP are not
sufficient to adequately
support effective financial
and project planning.
Improvements to the
consistency and
completeness of reporting
CIP carryforward reserve
balances could better
support the City Council’s
operating budget, capital
budget, and reserves
processes.

5

7

7

12/04/12

12/04/12

Responsible
Department

Rating

Current
Status

The Utilities Department should revisit its annual risk
assessment model to determine, establish, and
document appropriate levels of utility fund working
capital held in unrestricted reserves.

Utilities Department

Significant

In Process

The Utilities Department should revisit and update the
5‐year financial projection rate making worksheets to
completely state all reserve balances consistent with
the City’s key financial documents and improve
visibility over all unrestricted reserves.

Utilities Department

The Utilities Department should develop a mechanism
to consistently and clearly report Capital Improvement
Program (CIP) carryforward reserves to the oversight
bodies.

Utilities Department

Recommendation

Original
Target Date Target Date
6/30/2013

City Manager's Action Plans

12/31/2013

Attachment A

The Utilities Department will revisit its annual risk assessment model to determine, establish and document
appropriate levels of utility fund working capital held in unrestricted reserves.
2013 Management Update: As part of its project to develop financial management policies and procedures, Utilities
will revisit its risk assessment models and practices and make any appropriate revisions and will consider the funds
available in all unrestricted reserves to support those risks. The completion of the project is delayed until December
2013 due to the loss of key staff and the breadth of the project that is now being undertaken.

Significant

In Process

6/30/2013

4/30/14

The Utilities Department will revisit and update the 5‐year financial projection rate making worksheets to completely
state all reserve balances consistent with the City’s key financial documents and improve visibility over all
unrestricted reserves.
2013 Management Update: Utilities now reports all unrestricted reserves on a quarterly basis to the Utilities
Advisory Commission and Council. When the 5-year financial forecasts and rate projections are prepared next (in
early 2014 for the FY 2015 budget process), the balances of all reserves will be visible.

Significant

Completed

6/30/2013

N/A

Recommendation reported as completed.
The Utilities Department will develop a mechanism to consistently and clearly report Capital Improvement Program
(CIP) carryforward reserves to the oversight bodies.
2013 Management Update: As of Q3 FY 2013, Utilities has begun reporting detail on all CIP reserves on a quarterly
basis to the UAC and Council. Utilities will continue to improve on these reports to provide more detail as requested.
The quarterly report for Q3 FY 2013 has been finalized and goes to the UAC on July 31, 2013 and to the Council as
an informational report on August 5, 2013.

8. Audit of Employee Health Benefits Administration
8

12/11/12

Finding 4: Required
documentation to
verify the eligibility of
dependents was not
always available

Required documentation
to verify the eligibility of
dependents for enrollment
was not always available.

4

Improve dependent eligibility verification procedures to
Department of
ensure that required supporting documentation is
People Strategy and
obtained, reviewed, and maintained in accordance
Operations (formerly
with the CalPERS Circular Letter No. 600-045-12.
Human Resources
<HR>)

Significant

In Process

4/30/2013

Not Provided



Verification procedures will be reviewed and improved to ensure that required supporting documentation is obtained
and if not, medical insurance will be cancelled promptly.
2013 Management Update: Procedure document was provided to the Department of People Strategy and
Operations (PSO) staff and review completed to ensure verification documentation is obtained and filed in
accordance with CalPERS Circular Letter No. 600-045-12. If supporting documentation is not received, dependents
will not be added to medical insurance.
2013 OCA Update: OCA could not validate the adequacy of the verification procedures due to insufficient supporting
documentation. This recommendation will be not be considered completed until additional information is provided by
the department to support the adequacy of the criteria and procedures.

8

12/11/12

Finding 5: Personally
Identifiable
Information (PII) has
not been adequately
protected and
controlled

PII has not been
adequately protected and
controlled.

5

Take applicable steps recommended by the NIST
Guide to appropriately maintain the confidentiality of
PII.

Report on the Status of Audit Recommendations as of June 30, 2013

Department of
People Strategy and
Operations

Significant

In Process

6/30/2013

Not Provided



The NIST guidelines have been reviewed with HR staff. An internal policy will be created.
2013 Management Update: The NIST guidelines have been reviewed with PSO staff and will be periodically
reviewed.
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Rpt
#

Date Issued

Finding Title

8

12/11/12

Finding 1: Retiree
reimbursements were
not accurately
calculated

8

8

8

12/11/12

12/11/12

12/11/12

Finding

Rec #

Recommendation

Responsible
Department

Retiree reimbursements
were not accurately
calculated. Retroactive
transactions are not
consistently documented
and processed to ensure
the accuracy and
completeness of the
adjustments to the
reimbursements.

1-A (1) Establish clear, documented procedures to ensure the
Department of
accuracy of the Reimbursement Report.
People Strategy and
Operations

Retiree reimbursements
were not accurately
calculated. Retroactive
transactions are not
consistently documented
and processed to ensure
the accuracy and
completeness of the
adjustments to the
reimbursements.

1-A (2) Establish a methodology for reconciling the CalPERS
billing to the Reimbursement Report and perform a
monthly reconciliation to identify, track, and follow up
on any discrepancies. Create and maintain common
data fields among key data sources to facilitate such
reconciliation in an accurate, complete, and efficient
manner.

Finding 1: Retiree
reimbursements were
not accurately
calculated

Retiree reimbursements
were not accurately
calculated. Retroactive
transactions are not
consistently documented
and processed to ensure
the accuracy and
completeness of the
adjustments to the
reimbursements.

1-A (3) Establish criteria and a methodology for addressing,
Department of
recording, and reviewing retroactive transactions in the People Strategy and
Reimbursement Report.
Operations

Finding 1: Retiree
reimbursements were
not accurately
calculated

Eligibility criteria for retiree
health benefits were not
clearly defined and
documented. FY 2011
Comprehensive Annual
Financial Report (CAFR)
note disclosure and the
retiree health eligibility
information provided to
the City’s actuarial firm
were inaccurate. The
effective implementation
date of retiree health tiers
is not clearly
communicated to
stakeholders.

Finding 1: Retiree
reimbursements were
not accurately
calculated

Rating

Current
Status

Significant

In Process

Original
Target Date Target Date
3/31/2013

City Manager's Action Plans

8/19/2013

Attachment A

Written procedures on the Retiree Medical Reimbursement Report process will be created.
2013 Management Update: Procedure has been created and documented.
2013 OCA Update: The written procedures provided by the department are not adequate or sufficient to ensure the
accuracy of the Reimbursement Report. Staff will respond to OCA with supplemental information by 8/19/13.

Department of
People Strategy and
Operations

Significant

In Process

1/31/2013

8/12/2013

HR staff will request additional resources to establish an automated methodology for reconciling the CalPERS billing
to the HR Reimbursement Report, including a common data field between CalPERS and Employee Benefit
Specialists (EBS).
2013 Management Update: Third party administrator (TPA) has created a methodology, including a common data
field between CalPERS and EBS, to reconcile the CalPERS billing to the Reimbursement Report. Adjustments and
discrepancies are identified, tracked and followed up on with notes on third party administrator monthly report. City
staff reviews TPA monthly report during monthly teleconference to review retroactive transactions and notes.
2013 OCA Update: OCA could not validate the adequacy of the TPA methodology due to insufficient supporting
documentation. Staff will request TPA to provide additional information to support the adequacy of their
methodology.

1-B

Enhance current procedures to ensure that the Retiree
Department of
Medical Tier Matrix is maintained accurately,
People Strategy and
completely, and in an organized manner along with a
Operations
complete set of the labor agreements, resolutions, and
CalPERS letters.
Consider making the Tier Matrix available to all
business partners and stakeholders to ensure that the
eligibility criteria are clearly communicated to all
parties.

Report on the Status of Audit Recommendations as of June 30, 2013

Significant

In Process

1/31/2013

8/12/2013

A methodology for recording and reviewing the monthly retroactive transactions will be developed.
2013 Management Update: Staff currently reviews CalPERS Health Event Notification Report and EBS Billing
Summary Report under "Adjustment Variance Detail" and will establish methodology for maintaining record by
8/12/13.

Significant

In Process

1/31/2013

Not Provided



Current process for maintaining Retiree Medical Tier Matrix will be improved and organized and will be available on
the HR intranet site for business partners. Labor Agreements are currently available on the HR internet site.
2013 Management Update: Staff created an index to accurately and thoroughly organize documentation related to
health information for eligible active employees and retirees for all bargaining units and non-represented employee
group. This will be maintained as changes are adopted by Council in order to accurately maintain the Retiree
Medical Tier matrix. This will be posted on City intranet site. Labor agreements are currently available on the HR
internet site and will be posted no later than 30 days after Council adoption.
2013 OCA Update: OCA could not validate that the Retiree Medical Tier Matrix is accurately maintained. The
retiree medical tier information documented in the newly established procedural guidelines was incorrect, and the
revised Tier Matrix itself has not been made available by the department. Staff will insert the correct tier matrix used
by TPA into a procedure document and provide it to OCA.
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Rpt
#

Date Issued

Finding Title

8

12/11/12

Finding 1: Retiree
reimbursements were
not accurately
calculated

Finding

Rec #

Recommendation

Responsible
Department

Eligibility criteria for retiree 1-C (1) Establish procedures for determining the health tier for
Department of
health benefits have not
each retiree and maintaining a complete and accurate People Strategy and
always been accurately
record of retiree health tiers.
Operations
applied in the calculation
of retiree reimbursements.

Rating

Current
Status

Significant

In Process

Original
Target Date Target Date
2/28/2013

Not Provided

City Manager's Action Plans



Attachment A

A written procedure for documenting health tier as soon as a new retiree appears on CalPERS billing will be
documented.
2013 Management Update: TPA is provided with new retiree information on a monthly basis along with CalPERS
billing data, including the retiree's address, social security number and applicable retirement tier, determined by
referencing the tier matrix guide. This new retiree enrollment report is uploaded onto the EBS secure website
approximately by the 16th of each month.
2013 OCA Update: OCA could not validate the adequacy of the procedures for determining the health tier for each
retiree and maintaining a complete and accurate record of retiree health tiers due to insufficient supporting
documentation. The retiree medical tier information documented in the newly established procedural guidelines was
incorrect. This recommendation will be not be considered completed until additional information is provided by the
department to support the adequacy of the procedures.

8

8

12/11/12

12/11/12

Finding 1: Retiree
reimbursements were
not accurately
calculated

Eligibility criteria for retiree 1-C (2)
health benefits have not
always been accurately
applied in the calculation
of retiree reimbursements.

Finding 2: CalPERS The Human Resources
2-A (1)
billing was not
Department (HRD) did not
adequately monitored always update the
CalPERS system when a
change in employee
group was recorded in
SAP.

Ensure that the tier determination is based on the hire
date, retirement date, and employee group at the time
of retirement as recorded in SAP and based on the
Retiree Medical Tier Matrix.

Department of
People Strategy and
Operations

Significant

In Process

3/31/2013

Not Provided



Review retirees who separated prior to SAP implementation in 2003 to ensure they are accurately recorded on
Retiree Medical Tier Matrix.
2013 Management Update: Staff interviewed a third party contractor to conduct this work and received a proposal.
Staff is in the process of issuing a request for proposal (RFP) for this work.

Enhance the current procedures to ensure that any
Department of
changes in employment affecting the employee’s
People Strategy and
health eligibility status are accurately and consistently
Operations
recorded in both SAP and CalPERS system in a timely
manner.

Significant

In Process

3/31/2013

Not Provided



HR process for promotions will be updated to include recording changes in SAP as well as the CalPERS system until
such time that the two systems are integrated.
2013 Management Update: The HR process for promotions and any changes in employment affecting the
employee's health eligibility status have been updated to include recording changes in SAP as well as the CalPERS
system until such time that the two systems are integrated and duplicative entry is no longer necessary. Staff
corrected SAP health record errors found during audit.
2013 OCA Update: OCA could not validate the adequacy of the updated procedures due to insufficient supporting
documentation. This recommendation will be not be considered completed until additional information is provided by
the department to support the adequacy of the procedures.

8

8

12/11/12

12/11/12

Finding 2: CalPERS HRD did not always
billing was not
update the CalPERS
adequately monitored system when a change in
employee group was
recorded in SAP.

2-A (2) Verify the accuracy of the CalPERS system record by
Department of
comparing to the SAP record for each employee at the People Strategy and
time of retirement to ensure accurate billing by
Operations
CalPERS.

Finding 2: CalPERS Duplicate active employee 2-B (1) Establish procedures for providing CalPERS with
billing was not
records in the CalPERS
clear, written instructions for the employer share
adequately monitored system went undetected
calculation on a regular basis.
resulting in the City
making overpayments to
CalPERS. CalPERS did
not have the correct
formula to calculate the
employer share.

Report on the Status of Audit Recommendations as of June 30, 2013

Department of
People Strategy and
Operations

Significant

In Process

3/31/2013

Not Provided



A quarterly process for reviewing CalPERS billing to ensure accurate billing will be established as well as determining
appropriate internal or external resources to accomplish this review.
2013 Management Update: Not yet started.

Significant

In Process

12/31/2012

Not Provided



Although written instructions were provided in the past, to ensure accuracy, HR staff will provide annual instructions
to CalPERS to ensure calculations are clearly understood.
2013 Management Update: Although written instructions were provided in the past, to ensure accuracy, HR staff will
provide annual instructions to the CalPERS health division to ensure calculations are clearly understood.
2013 OCA Update: OCA could not validate the adequacy of the updated procedures due to insufficient supporting
documentation. This recommendation will be not be considered completed until additional information is provided by
the department to support the adequacy of the procedures.
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Rpt
#

Date Issued

8

12/11/12

8

12/11/12

Finding Title

Finding

Rec #

Recommendation

Responsible
Department

Rating

Current
Status
In Process

Finding 2: CalPERS Duplicate active employee 2-B (2)
billing was not
records in the CalPERS
adequately monitored system went undetected
resulting in the City
making overpayments to
CalPERS. CalPERS did
not have the correct
formula to calculate the
employer share.

Establish monitoring procedures to ensure that the City
Department of
instructions are followed by systematically reviewing
People Strategy and
the methodology applied to calculate the employer
Operations
share.

Significant

Finding 3: HRD has
HRD is paying for
not effectively
services it is not receiving.
administered the EBS
contract

Review the EBS contract to ensure the adequacy of
the contract terms and accuracy and clarity of the
scope of services including the retiree tier definition.

Significant

3-A

Department of
People Strategy and
Operations

Original
Target Date Target Date
1/31/2013

Not Provided

City Manager's Action Plans



2013 Management Update: An automated methodology for reviewing the CalPERS billing calculations has not
been established. Staff met to discuss how automated method could be developed and determined this is not
possible at this time. An alternate solution, possibly with an outside consultant will need to be identified.

In Process

12/31/2012

Not Provided



Establish monitoring procedures to ensure the contract
terms remain adequate and any changes in the scope
of services are documented and properly authorized in
accordance with the terms and conditions under the
contract.

8

8

12/11/12

12/11/12

Finding 3: HRD has
not effectively
administered the EBS
contract

Finding 3: HRD has
not effectively
administered the EBS
contract

Payment instructions to
3-B (1)
EBS are provided without
adequate supporting
documentation resulting in
an overpayment of at
least $2,148.

Establish recordkeeping procedures for maintaining
monthly Reimbursement Reports and additional
payment instructions provided to EBS along with
adequate supporting documentation.

Attachment A

An automated methodology for reviewing the CalPERS billing calculations will be established.

HR staff will review the EBS contract with the vendor to ensure the contract accurately reflects retiree tier definitions
and services that can be provided given limitations in access to CalPERS records. Periodic review of the contract to
ensure scope of services remains accurate will be conducted.
2013 Management Update: Reviewed scope of contract and provided retiree tier definitions. Will conduct annual
review of contract terms.
2013 OCA Update: OCA could not validate the adequacy of the review or procedures due to insufficient supporting
documentation. This recommendation will be not be considered completed until additional information is provided by
the department to support the adequacy of the procedures.

Department of
People Strategy and
Operations

Useful

In Process

1/31/2013

Not Provided



Recordkeeping procedures for any payment instructions and adjustments provided to EBS will be established.
2013 Management Update: Recordkeeping procedures for any payment instructions and adjustments provided to
EBS have been outlined in internal staff procedural guidelines and are filed in an electronic file.
2013 OCA Update: OCA could not validate the adequacy of the recordkeeping procedures for maintaining additional
payment instructions along with adequate supporting documentation. This recommendation will be not be considered
completed until additional information is provided by the department to support the adequacy of the procedures.

Payment instructions to
3-B (2) Establish review procedures to ensure accuracy and
EBS are provided without
completeness of retiree reimbursements prior to
adequate supporting
instructions being provided to EBS for payment.
documentation resulting in
an overpayment of at
least $2,148.

Department of
People Strategy and
Operations

Significant

In Process

12/31/2012

8/15/2013

A review process will be established to ensure retiree reimbursement instructions are complete prior to submitting to
EBS for payment.
2013 Management Update: Since City staff no longer creates retiree reimbursement report, this has eliminated
review procedure prior to EBS distributing payments.
2013 OCA Update: OCA could not validate the adequacy of the monitoring procedures to ensure accuracy and
completeness of retiree reimbursements due to insufficient supporting documentation. Staff will provide additional
information regarding payment instructions and outline other monitoring steps by 8/15/13.

8

12/11/12

Finding 3: HRD has
not effectively
administered the EBS
contract

Payment instructions to
3-B (3)
EBS are provided without
adequate supporting
documentation resulting in
an overpayment of at
least $2,148.

Request EBS to provide monthly and annual
reconciliations of their check register to the
Reimbursement Reports and to notify the City of any
exceptions noted during the month.

Department of
People Strategy and
Operations

Significant

In Process

11/31/2012

Not Provided



HR staff will request a monthly reconciliation of the check register and notification to the City of any exceptions noted.
2013 Management Update: HR staff requested the third party administrator to provide monthly reconciliation of the
check register and to notify the City of any exceptions noted. This is reviewed during monthly teleconference
meetings.
2013 OCA Update: OCA could not validate the adequacy of the TPA procedures due to insufficient supporting
documentation. This recommendation will be not be considered completed until additional information is provided by
the department to support the adequacy of the procedures.

Report on the Status of Audit Recommendations as of June 30, 2013
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Rpt
#

Date Issued

Finding Title

8

12/11/12

Finding 3: HRD has
not effectively
administered the EBS
contract

Finding

Rec #

Payment instructions to
3-B (4)
EBS are provided without
adequate supporting
documentation resulting in
an overpayment of at
least $2,148.

Recommendation

Responsible
Department

Establish procedures for reviewing the monthly
Department of
reconciliations and tracking and following up on any
People Strategy and
discrepancies including returned, voided,
Operations
reissued checks in a timely manner. If the exceptions
require corrective actions, they should be documented
and related written communication to EBS be
maintained.

Rating

Current
Status

Significant

In Process

Original
Target Date Target Date
2/28/2013

City Manager's Action Plans

8/6/2013

Attachment A

Procedures will be established for reviewing monthly reconciliation reports, including follow up on any discrepancies
and documenting corrective action.
2013 Management Update: The reconciliation report is reviewed monthly during a teleconference meeting and any
discrepancies are reviewed. Documentation outlining issues and corrections is filed electronically and also noted on
the summary report.
2013 OCA Update: OCA could not validate the adequacy of the procedures for tracking and following up on
returned, voided, and reissued checks in a timely manner. Staff will provide additional information and add
documentation steps to written procedures by 8/6/13.

8

12/11/12

Finding 3: HRD has
HRD was not aware that
not effectively
20 checks issued in 2011
administered the EBS remained uncashed.
contract

3-C

Work with ASD to establish procedures for handling
uncashed EBS checks. Based on the procedures,
formalize the EBS procedures for notifying the City of
the returned or uncashed checks and how to handle
them.

Department of
People Strategy and
Operations

Significant

In Process

2/28/2013

Not Provided



HR will work with ASD to establish a procedure for EBS notification of uncashed checks and steps to follow in such
circumstances.
2013 Management Update: Staff worked with ASD to create a stale dated check procedure. Steps for handling
uncashed EBS checks have been established.
2013 OCA Update: OCA could not validate the adequacy of the TPA procedures due to insufficient supporting
documentation. This recommendation will be not be considered completed until additional information is provided by
the department to support the adequacy of the procedures.

8

12/11/12

Finding 3: HRD has
not effectively
administered the EBS
contract

HRD process for ensuring
required 1099 tax forms
are received by applicable
retirees was not always
complete or accurate.

3-D

Establish a methodology for EBS to follow and require
Department of
specific supporting documentation to be provided to
People Strategy and
HRD for review. Identify review criteria and establish
Operations
procedures to verify the accuracy and completeness of
the EBS services provided for Form 1099 issuance.

Significant

In Process

12/31/2012

Not Provided



Recordkeeping procedures will be established to ensure EBS accurately issues 1099 forms to retirees who have not
submitted substantiation forms and at the same time, accurately documents forms received.
2013 Management Update: Recordkeeping procedures to ensure EBS accurately issues 1099 forms to retirees
who do not submit substantiation forms have been established with EBS. A tracking spreadsheet located on the
EBS site was created, accurately reflecting 1099 issuance based on forms not received.
2013 OCA Update: OCA could not validate the adequacy of the review criteria or procedures due to insufficient
supporting documentation. Staff will provide a substantiation tracking report for OCA review and monitoring steps will
be added to the written procedure document.

8

12/11/12

Finding 3: HRD has
Inadequate review of EBS
not effectively
invoices left invoicing
administered the EBS errors undetected.
contract

3-E

Establish procedures to review EBS invoices to ensure
Department of
the accuracy of the EBS billing. Review should include People Strategy and
reconciliation of the invoice to the actual services
Operations
provided.

Significant

In Process

2/28/2013

Not Provided



Procedure for reviewing EBS invoices will be created to ensure accuracy of EBS billing and completion of services.
2013 Management Update: A procedure for reviewing EBS invoices by an Assistant Director, PSO or appropriate
designee has been created to ensure accuracy of EBS billing, including reconciliation with checks and Automated
Clearing House (ACH) transactions completed and other services within the scope of the contract. Invoice copies
are maintained in electronic files.
2013 OCA Update: OCA could not validate the adequacy of the review procedures due to insufficient supporting
documentation. This recommendation will be not be considered completed until additional information is provided by
the department to support the adequacy of the criteria and procedures.
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POLICY AND SERVICES COMMITTEE
EXCERPT
Special Meeting
September 10, 2013
Report on the Status of Audit Recommendations (June 2013).
Jim Pelletier, City Auditor, reported on the status of audit recommendations
as required by the Municipal Code. Sixty-seven audit recommendations
from eight completed reports were available, 27 of which were included in
the prior status report. The Auditor's Office provided the recommendations
and an action plan. The report indicated the items not completed by the
original due date provided by the department.
Council Member Klein noted many recommendations directed to the Human
Resources (HR) Department regarding recordkeeping for retirement and
healthcare plans. He inquired about actions being taken in response to the
recommendations.
Kathy Shen, Director of Human Resources, indicated the Department was
documenting all recommendations.
The Department was developing
procedures for reimbursing retirees and updating the retirement tiers. A
regular monthly schedule was in place to compare reports from Employee
Benefit Specialists (EBS), SAP and California Public Employees' Retirement
System (CalPERS). She was recruiting for a benefits manager who would
focus on the processes.
Council Member Klein believed the reconciliation could be computerized.
Ms. Shen was reviewing the use of SAP for HR purposes and the possible
purchase of software to create reports.
Software could make the
reconciliation easier.
Council Member Klein asked why the SAP system did not synchronize with
the CalPERS system.
Ms. Shen reported CalPERS utilized a different program. Her Department
needed new software to compare the reports from SAP and CalPERS.
Council Member Klein requested
synchronization of software.

Mr. Reichental

comment

on

the
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EXCERPT
Jonathan Reichental, Chief Information Officer, indicated current software
was designed to interplay; however, the City was using older software. New
software appeared to be the right solution.
David Ramberg, Assistant Director of Administrative Services, reported
within the past year CalPERS opened a portal that allowed Staff to securely
upload employee information. That was not the same as synchronization of
information; however, CalPERS was gradually making improvements that
allowed Staff to communicate with their data files.
Council Member Holman inquired about other cities' solutions to interface
with CalPERS. The addition of new software appeared to be adding another
layer of technology.
Ms. Shen stated the new software would allow Staff to create reports from
SAP but was not an add-on to SAP. Some cities utilized a manual process,
similar to the City's process, to interface with CalPERS; some cities utilized
EBS as a third-party administrator.
Council Member Holman inquired whether EBS should be utilized.
Ms. Shen replied yes.
EBS wrote the checks and performed the
reconciliation with CalPERS. She intended to request the new benefits
manager create a strategy for outsourcing services.
Council Member Klein inquired whether the Council should make these
problems known to the State Government. It was incredible that CalPERS
did not have a method to interface with cities.
Mr. Reichental agreed to review the CalPERS system for additional
information.
Chair Price did not know if the League of California Cities (LCC) or CalPERS
had a technical division that could converse with the entities using CalPERS.
Cities could be vulnerable with respect to application of formulas and
amounts issued to individuals. She inquired about the lack of target dates
for many items.
Ms. Shen explained her Department was short four employees but was
working toward a full Staff by the end of 2013. Having a Benefits Manager
would help with the process. Cities in the Bay Area were having similar
issues with CalPERS technology.
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Chair Price agreed with Council Member Klein regarding a discussion with
State Government. She asked if Staff was working on the recommendations
while searching for a Benefits Manager.
Ms. Shen noted Sandra Blanch; the Assistant Director of Human Resources
was working on the documentation plan. Ms. Blanch requested a working
session with EBS and the Auditor's Office to determine the documentation
needed to satisfy the Auditor's Office.
Chair Price inquired whether Staff training and support was needed to better
coordinate efforts.
Ms. Shen answered yes.
strategy and efficiency.

A Benefits Manager was needed to help with

Council Member Holman requested an estimation of the percentage of items
completed.
Ms. Shen reported most of the items were almost complete, if not complete.
She needed to know the information the Auditor needed in order to close out
items. She could return with a report of the items open and closed or a
percentage of items completed.
Council Member Holman inquired about Ms. Shen's comment that some
items could not be closed for a few years.
Ms. Shen meant that it would be a few years before the issue of the HR
information system could be resolved. Most items could be addressed by
the end of 2013.
Council Member Holman asked if two years was a realistic timeframe to
identify and correct the information system issue.
Mr. Reichental reported the Information Technology (IT) Department would
begin evaluating the SAP system in a few weeks. In the first half of 2014 he
would have a better idea of whether a SAP upgrade or new HR software
would be appropriate for the City. A two-year timeframe to resolve issues
was not unreasonable.
The problem was not only choosing and
implementing software but also integrating processes and training Staff.
Council Member Holman was hoping the timeframe would be closer to a year
because of the length of time items remained open.
She asked if
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Mr. Reichental had any knowledge
communication to work with CalPERS.

of

whether

LCC

had

tools

or

Mr. Reichental would follow up on that issue.
Mr. Pelletier indicated the HR Department had some critical risks that
needed to be addressed.
The Department needed to understand and
prioritize risks and determine temporary fixes while waiting for a final
solution. With temporary fixes in place, the Auditor's Office could close
items. He was looking for accuracy and completeness in the responses in
order to work with the HR Department.
Council Member Holman inquired whether there was a method to prioritize
the items for the HR Department.
Mr. Pelletier prioritized items by including them in the audit report. The next
step was for Ms. Shen to prioritize them for her department.
Ms. Shen felt the priority was ensuring retirees received the correct
reimbursement. The second priority was internal recordkeeping. Many of
the items concerned reimbursement or documentation of tiers.
New
software would help; however, new procedures would increase accuracy.
She needed help from the Auditor's Office to understand when an item could
be deemed closed.
Council Member Klein did not understand why the State Government's
technology was not as accurate and efficient as the Federal Government's
technology. He asked if the Auditor considered whether deficiencies were
attributable to CalPERS and how the City's problems compared to other
cities' problems.
Mr. Pelletier knew CalPERS had problems with technology.
The audit
reviewed items the City could control. The manual processes did not
produce accurate results.
Council Member Klein inquired whether City processes regarding the Federal
Government produced accurate results.
Mr. Pelletier explained the processes for the Federal Government were
different.
Council Member Klein asked how the interaction was different.

Page 4 of 7
Policy and Services Committee Special Meeting
Excerpt Item 2: 09/10/2013

Attachment B

EXCERPT
Mr. Pelletier indicated the process was different and a different department
processed payroll. Benefits administration was a specialized area and the
City had a complex multi-tiered structure that required multiple modes of
interacting with CalPERS.
Council Member Klein requested a comparison of the City's deficiencies with
other cities' deficiencies.
Mr. Pelletier was unsure how he would audit in terms of other cities'
procedures. Part of the process relied on the City to perform reconciliations
to ensure the data was correct and to input data into the system correctly.
Staff had the responsibility of reviewing CalPERS reports for accuracy and
reconciling those reports with City data.
The audit focused on the
responsibilities and processes under the City's control. Improving City
processes could make the process better.
CalPERS could also make
improvements; however, that was outside the scope of the audit.
Council Member Klein expressed concern about City Staff having to perform
reconciliations. He questioned why CalPERS did not accept the City's data at
face value.
Ms. Shen reported CalPERS did not administer the plans. She agreed with
Mr. Pelletier's comment that the City had to reconcile data properly and pay
retirees properly.
Staff had to perform those reconciliations because
CalPERS did not administer their own plans.
Mr. Pelletier added that CalPERS only managed the minimum contribution
and the City was responsible for reimbursing employees.
Council Member Klein inquired about the number of tiers in the City's plan.
Ms. Shen replied there were five tiers.
Council Member Klein felt it would be useful for the Council to have a report
from Ms. Shen.
Chair Price observed other cities had a variety of tiers. The problem
included issues all cities were having with CalPERS and successful practices
of other cities to manage data with CalPERS.
Someone must have
information about successful practices in other cities.
Mr. Pelletier explained that processes became too complex for CalPERS'
abilities to handle the information.
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Chair Price felt the City's situation was not unique.
Mr. Pelletier agreed other cities were in the same situation.
Pam Antil, Assistant City Manager, suggested Chair Price was inquiring
whether Staff consulted with other cities about similar problems and whether
there were solutions.
Ms. Shen reported cities in similar situations were also performing manual
reconciliation. There were no best practices she was aware of. She wanted
to release a bid for a vendor who could handle all aspects of benefits.
Chair Price believed there would be financial implications for funding the
different options.
Council Member Holman inquired about the employee ethics policy.
Ms. Antil recalled at the prior meeting Staff indicated they were updating the
ethics policy.
Council Member Holman inquired whether Staff received outside assistance
with updating the ethics policy.
Ms. Antil replied no, Staff was revising the policy internally.
Council Member Holman felt the advantage of using an outside contractor
was their experience with many different entities.
Ms. Antil reported Staff had employee ethics policies from various cities and
from the private sector. Those policies were similar and covered core areas.
Some aspects of the ethics policies existed in other City policies. Staff could
have an outside vendor work on the ethics policy if the Council directed.
Council Member Holman inquired whether the policies from other entities
were current.
Ms. Antil indicated some of the policies were current. Staff wanted to
include some language concerning use of social media and images. Staff
was working to ensure the new policy did not conflict with or duplicate
existing policies.
Council Member Holman noted the American Institute of Certified Planners
(AICP) had its own code of ethics and asked if the proposed ethics policy
would incorporate the AICP code of ethics.
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Ms. Antil noted several professional organizations had codes of conduct.
Language could be included in the ethics policy regarding incorporation of
professional ethics. Incorporating ethics from all professional organizations
would make the policy too large. In addition, those policies would not apply
to all employees.
Council Member Holman asked how the proposed ethics policy would be
presented to the Council to allow the Council to interpret and evaluate it.
Ms. Antil stated Staff was assigned to present an employee ethics policy. It
could be implemented by the City Manager rather than by Council adoption.
It was acceptable to have separate ethics policies for employees and elected
and appointed officials. Staff could provide the Council with samples from
various ethics policies for comparison.
Council Member Holman suggested Staff indicate whether policies were
appropriate for employees or for the City as a whole.
Chair Price inquired about the participants in the SAP team.
Mr. Reichental reported that the SAP team was comprised of individuals from
departments across the City.
Mr. Ramberg indicated the Administrative Services Department (ASD)
managed all of the SAP footprint for the first two years but now only
managed the functional or business process side. ASD ensured the business
processes were operating correctly throughout the City and worked with the
IT Department to make adjustments to those processes as needed.
Members of ASD participated in the SAP team and SAP Program
Management Office.
Chair Price believed there was a considerable amount of attention on SAP at
the current time.
MOTION: Council Member Klein moved, seconded by Council Member
Holman to recommend the City Council recommend the City Council accept
the Report on the Status of Audit Recommendations (June 2013)
MOTION PASSED: 3-0, Kniss absent
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