City of Palo Alto

(ID # 9285)

City Council Staff Report
Report Type: Consent Calendar

Meeting Date: 11/26/2018

Summary Title: Approval of Contract Amendment #2 with Geodesy
Title: Approval of Amendment Number 2 to Contract Number C15159248
With Geodesy in the Amount of $810,000 to: 1) Correct the Dates of the
Extension Term in Amendment Number 1; 2) add a Renewal Term (Sept. 19,
2018-June 30, 2021); and 3) add Department-specific Data Work, for a Total
Not-To-Exceed Amount of $1,395,000
From: City Manager
Lead Department: IT Department
Recommendation
Staff recommends that Council approve and authorize the City Manager or his designee
to execute Contract Amendment No. 2 to Contract No. C15159248 with Geodesy,
(Attachment B: Geodesy C15159248 – Amendment No. 2 Final) to correct the dates of
the extension term from Amendment No.1, to add a renewal term (Sept. 19, 2018–June
30, 2021), to add department-specific data support services, and to increase the
compensation by $810,000 for a total contact amount not-to-exceed $1,395,000. Cost
for additional years will be predicated on actual scope of services required and will not
exceed $270,000 annually.
Executive Summary
The citywide geographic information system (GIS) solution consists of a framework of
geographic information, software applications, an information network, and a
management structure providing GIS information to all users. The GIS solution supports
all departments and mission critical departmental business processes which includes
Utilities, Police, Fire, and the Office of Emergency Services.
The current system was assessed in Fiscal Year 2017 to see how it aligns with the
future GIS needs of the City. Through that assessment it was recommended to move to
a new system to better fit with the City’s growing need of GIS capabilities. In Fiscal
Year 2018, a new system was chosen, Environmental Systems Research Institute, Inc.
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(ESRI). With the new ESRI based GIS system the city will have a comprehensive and an
industry dominant solution, which will have an ecosystem of tools that will be used to
alleviate functional gaps in the current system. Both systems will be running in parallel
until ESRI is fully implemented. The transition to the new system would require at least
two years and could terminate this recommended 3-year contract extension prior to its
expiration.
A solicitation would be impractical and unavailing at this time as the existing GIS will be
retired in two to three years while the new ESRI GIS system is being implemented. Not
only is Geodesy uniquely experienced with the city’s GIS, a solicitation at this time,
where any resulting award to other than the incumbent (Geodesy), would risk
substantial disruption to city systems and delay in the transition to a new GIS. Ref.
PAMC 2.30.360(b)(2). For these reasons, Staff is requesting an exemption from
competitive solicitation as being impractical and unavailing under PAMC 2.30.360(b)(2).

Background
Geodesy is a GIS consulting company that has been instrumental in the development of
Palo Alto’s GIS and related applications for over 20 years. Council previously approved a
three-year contract with Geodesy for maintenance and support, and professional
services (C15159248, CMR 5645 on June 29th, 2015) which expired on June 30, 2018.
The contract was amended by Amendment No. 1 (Attachment A: Geodesy C15159248 –
Amendment No. 1 - Final, dated June 29, 2018, to extend the term of the contract from
July 1, 2018 through December 31, 2018 (the “Extension Term”) at no additional cost
to the City because $42,425 in funding remained from contract Year 3. In so doing, the
Parties made a mutual mistake, miscalculating that the remaining $42,425 would cover
the cost of a six-month Extension Term, as was provided in Amendment No.1. The
Parties have since realized that the $42,425 covered an extension of 2.6 months, from
July 1, 2018 through September 18, 2018.
The Parties now wish to amend the contract to correct the dates of the Extension Term
from Amendment No.1; to add a Renewal Term (September 19, 2018 through June 30,
2021); to add department-specific data support services; and to increase the
compensation by Eight Hundred and Ten Thousand Dollars ($810,000) to a total not-toexceed amount of the Agreement of One Million Three Hundred Ninety Five Thousand
dollars ($1,395,000); as detailed in this Amendment.
The GIS is an integral part of the city’s day-to-day operations, combining digital maps
with linked databases to support the inventory, management, analysis, and display of
geographic information important to the many departments at the City of Palo Alto. It
allows the access to and maintenance of all the departments’ GIS infrastructure data
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through PC’s, Tablets, and phones over the web or through specific applications.
Departments and divisions are responsible for maintaining information they originate or
are mandated to oversee; however, information that is common to all users, referred to
as the foundation basemap, is maintained only by the City’s GIS Program Manager with
specialized support by Geodesy consultants. The accuracy and currency of the
foundation basemap is essential to all other elements of the system and requires
specialized geospatial knowledge and skill to maintain. For these reasons, the
Information Technology department is requesting continued support be provided by
Geodesy to help meet the specialized software enhancement needs and basemap data
needs of the GIS.
Discussion
The following tasks will be performed by Geodesy in support of the City’s GIS needs for
fiscal years 2019 – 2021
1. Task 1: Standard software maintenance and support: $45,000 per fiscal year
2. Task 2: Consulting Services on projects as directed by City’s GIS Program
Manager with approval by the GIS Steering Committee, including software
enhancements and data support: not to exceed $150,000 per fiscal year (except
in Contract Year 4, for which the not-to-exceed is $159,752). As directed,
Consultant will:
o Make feature enhancements to the existing GIS as warranted.
o Assist City staff with the City’s migration to the new Esri based GIS system
and help port legacy systems to the new platform as warranted.
o Assist City staff with key GIS Integrations with other enterprise systems.
o Analyze and design GIS data exchange with surrounding jurisdictions,
including cities, counties, public utilities, and Stanford University. Update
foundation basemap as appropriate with this information.
o Analyze and design GIS data exchange with surrounding jurisdictions,
including cities, counties, public utilities, and Stanford University. Update
foundation basemap as appropriate with this information.
o Analyze and update foundation basemap data to meet new requirements
from City staff, other public agencies, and the public.
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o Conceive, create and update GIS training exercises, using both PowerPoint
and Video-based (Camtasia) software for exercises linked to GIS applications.
o Assist GIS staff in teaching in-house training classes on GIS applications,
demonstrating all functionality of Encompass software in the context of Palo
Alto’s operations.
3. Task 3: Department-specific data support work: not to exceed $75,000 per fiscal
year. This work will be funded by the department requesting the work, and will
be managed by IT. As directed by City’s GIS Program Manager, Consultant will:
o Acquire and analyze quarterly updates of Santa Clara County (SCC)
Recorder’s office map documents.
Tasks include: identifying areas
affecting Palo Alto’s foundation basemap, editing all cadastral data
impacted by information on these documents (i.e. parcel lines,
subdivisions, parcel maps, certificates of compliance, easements, etc.) by
using distance and bearing methods within the Encompass Traverse tool
set and linking all relevant documents to appropriate features in the
foundation basemap by using GIS-based document management
functionality.
o Acquire and analyze annual updates of the Santa Clara County Assessor’s
office parcel rolls for Palo Alto. Tasks include: comparing these listings
with the GIS data to identify changes in cadastral data affecting the
foundation basemap and reconciling these changes and making edits as
necessary by using the tools and techniques described previously.
o Work with City’s Real Property staff to review archives of consummated
transaction files.
Identify cadastral data changes made by those
transactions (i.e. easement deeds, right-of-way transfers, etc.) edit the
GIS foundation basemap to reflect these changes and link a digital copy of
the file together with other relevant documents to the affected parcels in
the GIS.

Resource Impact
$195,000 for the payment of this contract for Fiscal Year 2019 was budgeted within the
Information Technology Fund as part of the Fiscal Year 2019 Adopted Operating
Budget. The remaining annual amount not-to-exceed $75,000 for department-specific
data support work will be expensed to the department or departments requesting the
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work. For Fiscal Year 2020 and Fiscal Year 2021, the cost for the contract will be
subject to the City Council annual appropriation of funds.
Environmental Review
Approval of this agreement does not constitute a project under the California
Environmental Quality Act (CEQA), therefore, no environmental assessment is required.
Attachments:
• Attachment A: Geodesy C15159248 - Amendment No.1-Final
• Attachment B: Geodesy C15159248 - Amendment No.2 Final
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AMENDMENT NO. 1 TO CONTRACT NO. C15159248
BETWEEN THE CITY OF PALO ALTO AND GEODESY
This Amendment No. 1 (this “Amendment”) to contract no. C15159248 is entered into as of June
29, 2018 by and between the CITY OF PALO ALTO, a California chartered municipal corporation
(“CITY”), and GEODESY, a Partnership, located at 55 New Montgomery Street, Suite 601, San
Francisco, CA 941045 (“CONSULTANT”). CITY and CONSULTANT are also referred to herein
collectively as the “Parties.”
RECITALS
A.
The Contract (as defined below) was entered into between the Parties on July 1,
2015, for professional software development, data support, maintenance and support of the
Encompass GIS software applications project.
B.
The parties wish to amend the Contract to extend the term for six months through
December 31, 2018.
NOW, THEREFORE, in consideration of the covenants, terms, conditions, and provisions of
this Amendment, the Parties agree as follows:
SECTION 1. Definitions. The following definitions shall apply to this Amendment:
a.

Contract. The term “Contract” shall mean contract no. C15159248 between
CONSULTANT and CITY.

b.

Other Terms. Terms used and not defined in this Amendment shall have
the meanings assigned to such terms in the Contract.

SECTION 2. Section 2, “TERM”, of the Contract is hereby amended to read as follows:
The term of this Agreement shall be from the date of its full execution through December 31, 2018
unless terminated earlier pursuant to Section 19 of this Agreement.

SECTION 3. Exhibit “B” to the Contract is hereby deleted and replaced in its entirety, to
read as set forth in the attachment to this Amendment, which is hereby incorporated into this
Amendment and into the Contract in full by this reference:
a.

Exhibit “B” entitled “SCHEDULE OF PERFORMANCE” (AMENDED – REPLACES
PREVIOUS)
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SECTION 4. Legal Effect. Except as herein modified, all other provisions of the Contract,
including any exhibits, shall remain in full force and effect.
SECTION 5. Incorporation of Recitals. The recitals set forth above are terms of this
Amendment and are hereby fully incorporated herein by this reference.

SIGNATURES OF THE PARTIES
IN WITNESS WHEREOF, the parties have by their duly authorized representatives executed
this Agreement effective as of the date first above written above.

CITY OF PALO ALTO

GEODESY
By:__________________________
Charels Eitzel

City Manager (Contract over $85k)

Name:_______________________
Partner
Title:________________________

APPROVED AS TO FORM:

City Attorney or designee
(Contract over $25k)

Attachment:
EXHIBIT "B" entitled “SCHEDULE OF PERFORMANCE” (AMENDED – REPLACES PREVIOUS)
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EXHIBIT “B”
SCHEDULE OF PERFORMANCE
(AMENDED – REPLACES PREVIOUS)
CONSULTANT shall perform the Services so as to complete within the period specified below.
CONSULTANT shall provide a detailed schedule of work consistent with the time period below
within 2 weeks of receipt of the notice to proceed.

Milestones

Completion
from NTP

1. On-going Services

42 Months
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AMENDMENT NO. 2 TO CONTRACT NO. C15159248
BETWEEN THE CITY OF PALO ALTO AND GEODESY
This Amendment No. 2 (this “Amendment”) to contract no. C15159248 is entered into as of
November 26, 2018 by and between the CITY OF PALO ALTO, a California chartered municipal
corporation (“CITY”), and GEODESY, a Partnership, located at 55 New Montgomery Street, Suite
601, San Francisco, CA 941045 (“CONSULTANT”). CITY and CONSULTANT are also referred to
herein collectively as the “Parties.”
RECITALS
A. The Contract (as defined below) was entered into between the Parties on July 1,
2015, for professional software development, data support, maintenance and support of the
Encompass GIS software applications project.
B.
The Contract was amended by Amendment No. 1, dated June 29, 2018, to extend
the term of the Contract from July 1, 2018 through December 31, 2018 (the “Extension Term”) at
no additional cost to the City because $42,425 in funding remained from Contract Year 3. In so
doing, the Parties made a mutual mistake, miscalculating that the remaining $42,425 would cover
the cost of a six-month Extension Term, as was provided in Amendment No.1. The Parties have
since realized that the $42,425 covered an extension of 2.6 months, from July 1, 2018 through
September 18, 2018.
C.
The Parties now wish to amend the Contract to correct the dates of the Extension
Term from Amendment No.1; to add a Renewal Term (September 19, 2018 through June 30,
2021); to add department-specific data support services; and to increase the compensation by
Eight Hundred and Ten Thousand Dollars ($810,000) to a total not-to-exceed amount of the
Agreement of One Million Three Hundred Ninety Five Thousand dollars ($1,395,000); as detailed in
this Amendment.
NOW, THEREFORE, in consideration of the covenants, terms, conditions, and provisions of
this Amendment, the Parties agree as follows:
SECTION 1. Definitions. The following definitions shall apply to this Amendment:
a.

Contract. The term “Contract” shall mean contract no. C15159248 between
CONSULTANT and CITY, as amended by Amendment No.1, dated June 29,
2018.

b.

Other Terms. Terms used and not defined in this Amendment shall have
the meanings assigned to such terms in the Contract.
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SECTION 2. Section 1, “SCOPE OF SERVICES”, of the Contract is hereby amended to read as
follows:
“CONSULTANT shall perform the Services described at Exhibit “A” and Exhibit “A-1” in accordance
with the terms and conditions contained in this Agreement. The performance of all Services shall be
to the reasonable satisfaction of CITY.”
SECTION 3. The first sentence of Exhibit “A”, entitled “SCOPE OF SERVICES”, of the
Contract is hereby amended in its entirety to read as follows:
“The following tasks will be performed by CONTRACTOR pursuant to this Agreement.”
SECTION 4. Section 2, “TERM”, of the Contract is hereby amended to read as follows:
“The term of this Agreement consists of the following: the Original Term of this Agreement shall be
from the date of its full execution through June 30, 2018; the Extension Term of this Agreement
(Amendment No.1) shall be from July 1, 2018 through September 18, 2018; and the Renewal Term
of this Agreement (Amendment No.2) shall be from September 19, 2018 through June 30, 2021;
unless terminated earlier pursuant to Section 19 of this Agreement.”
SECTION 5. Section 4, “NOT TO EXCEED COMPENSATION”, of the Contract is hereby
amended to read as follows:
“The compensation to be paid to CONSULTANT for performance of the Services described in
Exhibit “A” and Exhibit “A-1”, including payment for professional services and any reimbursable
expenses, shall not exceed One Million Three Hundred Ninety Five Thousand
Dollars($1,395,000.00), as detailed in Exhibit “C”. The applicable hourly rates are set out at Exhibit
“C-1”.
Additional Services, if any, shall be authorized in accordance with and subject to the provisions of
Exhibit “C”. CONSULTANT shall not receive any compensation for Additional Services performed
without the prior written authorization of CITY. Additional Services shall mean any work that is
determined by CITY to be necessary for the proper completion of the Project, but which is not
included within the Scope of Services described at Exhibit “A” and/or Exhibit “A-1”.”
SECTION 6. Subsection 25.12 is hereby added to Section 25, “MISCELLANEOUS
PROVISIONS”, of the Contract to read as follows:
“25.12 CONSULTANT understands and agrees that, in connection with this Agreement, the
CONSULTANT may have access to proprietary and/or confidential information which may be
owned or controlled by the CITY, the disclosure of which to third parties may be damaging to the
CITY, its employees or customers/residents. CONSULTANT also understands and agrees that the
disclosure of such information may violate state and/or federal law and may subject the
CONSULTANT to civil liability. Consequently, CONSULTANT agrees that all information disclosed by
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the CITY to the CONSULTANT shall be held in strict confidence and used only in performance of the
Agreement, unless disclosure is required by law or court order. CONSULTANT shall exercise the
same standard of care to protect such information as is used to protect its own proprietary and/or
confidential information and in no case less than a reasonable standard of care. The provisions of
this paragraph shall survive the termination or expiration of this Agreement. CONSULTANT shall
perform all services under this Agreement in conformity with Exhibit “E”, entitled “INFORMATION
PRIVACY POLICY”, attached hereto.”
SECTION 7. The following exhibits to the Contract are hereby added, or deleted and
replaced in the entirety, as indicated below, to read as set forth in the attachments to this
Amendment, all of which are hereby incorporated into this Amendment as though fully set forth
herein, and into the Contract as though fully set forth therein, respectively, by this reference.
a. Exhibit “A-1”, entitled “SCOPE OF SERVICES, AMENDMENT No. 2”, attached to
this Amendment, is hereby added to the Contract. (ADDED)
b. Exhibit “B”, entitled “SCHEDULE OF PERFORMANCE”, of the Contract is hereby
deleted and replaced in its entirety to read as provided in Exhibit “B”, entitled
“SCHEDULE OF PERFORMANCE, AMENDMENT No. 2”, attached to this
Amendment. (REPLACED)
c. Exhibit “C” entitled “COMPENSATION”, of the Contract is hereby deleted and
replaced in its entirety to read as provided in Exhibit “C”, entitled
“COMPENSATION, AMENDMENT No. 2”, attached to this Amendment.
(REPLACED)
d. Exhibit “C-1”, entitled “HOURLY RATE SCHEDULE”, of the Contract is hereby
deleted and replaced in its entirety to read as provided in Exhibit “C-1”, entitled
“HOURLY RATE SCHEDULE, AMENDMENT No. 2”, attached to this Amendment.
(REPLACED)
e. EXHIBIT "E" entitled “INFORMATION PRIVACY POLICY”, attached to this
Amendment, is hereby added to the Contract. (ADDED)

SECTION 8. Legal Effect. Except as herein modified, all other provisions of the Contract,
including any exhibits, shall remain in full force and effect.
SECTION 9. Incorporation of Recitals. The recitals set forth above are terms of this
Amendment and are hereby fully incorporated herein by this reference.
(Continued on the next page.)
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SIGNATURES OF THE PARTIES
IN WITNESS WHEREOF, the Parties have by their duly authorized representatives executed
this Amendment effective as of the date first above written above.

CITY OF PALO ALTO

GEODESY

City Manager (Contract over $85k)

By:__________________________
Charles Eitzel
Name:_______________________

APPROVED AS TO FORM:
Partner
Title:________________________

City Attorney or designee
(Contract over $25k)

Attachments:
EXHIBIT "A-1" entitled “SCOPE OF SERVICES, AMENDMENT NO. 2” (ADDED)
EXHIBIT "B" entitled “SCHEDULE OF PERFORMANCE, AMENDMENT NO. 2” (REPLACES PREVIOUS)
EXHIBIT "C” entitled “COMPENSATION, AMENDMENT NO.2” (REPLACES PREVIOUS)
EXHIBIT "C-1" entitled “HOURLY RATE SCHEDULE, AMENDMENT NO.2” (REPLACES PREVIOUS)
EXHIBIT "E" entitled “INFORMATION PRIVACY POLICY” (ADDED)
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EXHIBIT “A-1”
SCOPE OF SERVICES, AMENDMENT NO. 2
(ADDED)
Consultant will provide the following services detailed in this Exhibit “A-1” (“Scope of Services,
Amendment No.2”), in addition to Task 1 and Task 2 detailed in Exhibit “A” (“Scope of Services”).
The Parties understand and agree that Tasks 1 and Task 2 of Exhibit “A” (“Scope of Services”) will
be performed throughout the term of the Agreement, through June 30, 2021. Task 3 work,
detailed below, shall be performed as assigned commencing with Contract Year 4, as detailed in
Exhibit “C”.
Task 3. Consultant shall perform department-specific data support work at the direction of the
City’s Information Technology Department. As directed by the City’s GIS Program Manager, the
Consultant will:
a.
Acquire and analyze quarterly updates of Santa Clara County (SCC) Recorder’s office map
documents. Tasks include: identifying areas affecting Palo Alto’s foundation basemap, editing all
cadastral data impacted by information on these documents (i.e. parcel lines, subdivisions, parcel
maps, certificates of compliance, easements, etc.) by using distance and bearing methods within
the Encompass Traverse tool set, and linking all relevant documents to appropriate features in the
foundation basemap by using GIS-based document management functionality.
b.
Acquire and analyze annual updates of the Santa Clara County Assessor’s office parcel
rolls for Palo Alto. Tasks include: comparing these listings with the GIS data to identify changes in
cadastral data affecting the foundation basemap and reconciling these changes and making edits
as necessary by using the tools and techniques described previously.
c.
Work with City’s Real Property staff to review archives of consummated transaction files.
Identify cadastral data changes made by those transactions (i.e. easement deeds, right-of-way
transfers, etc.) edit the GIS foundation basemap to reflect these changes and link a digital copy of
the file together with other relevant documents to the affected parcels in the GIS.
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EXHIBIT “B”
SCHEDULE OF PERFORMANCE, AMENDMENT NO.2
(REPLACES PREVIOUS)
CONSULTANT shall perform the Services so as to complete within the period specified below.
CONSULTANT shall provide a detailed schedule of work consistent with the time period below
within 2 weeks of receipt of the notice to proceed (“NTP”).

Milestones

Completion
from NTP

1. On-going Services

72 months
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EXHIBIT “C”
COMPENSATION, AMENDMENT NO. 2
(REPLACES PREVIOUS)
The CITY agrees to compensate the CONSULTANT for professional services performed in
accordance with the terms and conditions of this Agreement, and as set forth in the budget
schedule below. Compensation for Task Item #1 shall be a lump sum payment per fiscal year, and
compensation for work under Task Item #2 and Task Item #3, as assigned, shall be calculated based
on the hourly rate schedule, attached as Exhibit C-1, up to the not to exceed budget amount for
each task set forth below.
The compensation to be paid to CONSULTANT under this Agreement for all services described in
Exhibit “A” and Exhibit “A-1”, including expenses, shall not exceed the amounts specified in this
Exhibit “C”. CONSULTANT agrees to complete all services, including expenses, within the specified
amounts. In the event CITY authorizes any Additional Services, the maximum compensation shall
not exceed the amount specified herein. Any work performed or expenses incurred for which
payment would result in a total exceeding the maximum amount of compensation set forth herein
shall be at no cost to the CITY.
CONSULTANT shall perform the tasks and categories of work as outlined and budgeted below. The
CITY’s Project Manager may approve in writing the transfer of budget amounts between any of the
tasks or categories listed below provided the total compensation for all services, including
reimbursable expenses, and the total compensation for any Additional Services, as applicable, do
not exceed the amounts set forth in Section 4 of this Agreement.
REIMBURSABLE EXPENSES
The administrative, overhead, secretarial time or secretarial overtime, word processing,
photocopying, in-house printing, insurance and other ordinary business expenses are included
within the scope of payment for services and are not reimbursable expenses. CITY shall
reimburse CONSULTANT for the following reimbursable expenses at cost. Expenses for which
CONSULTANT shall be reimbursed are: None.
ADDITIONAL SERVICES
The CONSULTANT shall provide additional services only by advanced, written authorization from
the CITY. The CONSULTANT, at the CITY’s project manager’s request, shall submit a detailed
written proposal including a description of the scope of services, schedule, level of effort, and
CONSULTANT’s proposed maximum compensation, including reimbursable expense, for such
services based on the rates set forth in Exhibit C-1. The additional services scope, schedule and
maximum compensation shall be negotiated and agreed to in writing by the CITY’s project
manager and CONSULTANT prior to commencement of the services. Payment for additional
services is subject to all requirements and restrictions in this Agreement. Additional Services
budgeted pursuant to this Agreement: None.
(Continued on the next page.)
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BUDGET SCHEDULE
Not-To-Exceed
Amount
Per Fiscal Year
for
Task 1
(Exhibit “A”)
(Encompass
Maintenance
and Support)

Not-To-Exceed
Amount
Per Fiscal Year for
Task 2
(Exhibit “A”)
(Consulting, Software
Dev’t, Data Support,
Training, & Staff
Support Services)

Not-To-Exceed
Amount
Per Fiscal Year
for
Task 3
(Exhibit “A-1”)
(Dept.-Specific
Data Support
Work)

Not-To-Exceed
Amount
Per Fiscal Year for
All Tasks (1-3)
(Exhibit “A” and
Exhibit “A-1”)

Contract Year 1
July 1, 2015 – June 30, 2016

$45,000

$150,000

n/a

$195,000

Contract Year 2
July 1, 2016 – June 30, 2017

$45,000

$150,000

n/a

$195,000

Contract Year 3
July 1, 2017 – June 30, 2018

$45,000

$150,000

n/a

$195,000

ORIGINAL TERM

Sub-total Original Term
Extension Term* (2.6 mos.)
(Amdt. No.1)
July 1, 2018 – Sept. 18, 2018**

$135,000

$450,000

n/a

$585,000

$9,792*

$32,633*

n/a

$42,425*

Contract Year 4 (9.4 mos.)
Sept. 19, 2018 – June 30, 2019

$35,208

$159,792***

$75,000

$270,000

Contract Year 5
July 1, 2019 – June 30, 2020

$45,000

$150,000

$75,000

$270,000

Contract Year 6
July 1, 2020 – June 30, 2021

$45,000

$150,000

$75,000

$270,000

RENEWAL TERM (Amdt. No.2)

Sub-total Renewal Term

$125,772

$459,228

$225,000

$810,000*

TOTAL NOT-TO-EXCEED AMOUNT OF THE AGREEMENT
ORIGINAL TERM AND RENEWAL TERM

$1,395,000*

*The Extension Term was at no added cost to the City because $42,425 remained left over from Contract
Year 3. Therefore, the dollar amounts shown in the table above for the Extension Term are not added to
the totals in the above table (including but not limited to total not-to-exceed amount of the Agreement).
**The dates of the Extension Term provided in the table above reflect the corrected Extension Term
pursuant to Section 2 (“Term”) of the Agreement as amended by Amendment No.2.
***City’s IT department anticipates a need for increased GIS consulting services (Task 2 of Exhibit “A”) in
Contract Year 4 in relation to the City’s conversion from its existing GIS to a new GIS system.

Page 8 of 10

DocuSign Envelope ID: 42AC1D5E-1D10-47D3-A954-32F5AB870497

EXHIBIT “C-1”
HOURLY RATE SCHEDULE, AMENDMENT NO. 2
(REPLACES PREVIOUS)

Time will be billed on an hourly basis (and invoiced on a monthly basis) for Task Item #2 and
Task Item #3, as detailed in Exhibit “A” and Exhibit “A-1”, at the following rates, not to exceed
the amounts provided for in Exhibit “C”:

Consultant Staff
1.
2.
3.

Rate

Chip Eitzel:
Jean-Paul Lavoie:
Dave Matson:

$150/hour
$150/hour
$100/hour
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EXHIBIT “E”
INFORMATION PRIVACY POLICY
(ADDED)
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Information Privacy Policy

st

Release and Version:

1 Release, Version 2.2

Release Date:

31 January, 2013

Document Classification:

Need to Know
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City of Palo Alto
Information Technology
Information Security Services
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1. Objective
The City of Palo Alto (the “City”) strives to promote and sustain a superior quality of life for persons in
Palo Alto. In promoting the quality of life of these persons, it is the policy of the City, consistent with the
provisions of the California Public Records Act, California Government Code §§ 6250 – 6270, to take
appropriate measures to safeguard the security and privacy of the personal (including, without limitation,
financial) information of persons, collected in the ordinary course and scope of conducting the City’s
business as a local government agency. These measures are generally observed by federal, state and
local authorities and reflected in federal and California laws, the City’s rules and regulations, and
industry best practices, including, without limitation, the provisions of California Civil Code §§ 1798.3(a),
1798.24, 1798.79.8(b), 1798.80(e), 1798.81.5, 1798.82(e), 1798.83(e)(7), and 1798.92(c). Though
some of these provisions do not apply to local government agencies like the City, the City will conduct
business in a manner which promotes the privacy of personal information, as reflected in federal and
California laws. The objective of this Policy is to describe the City’s data security goals and objectives,
to ensure the ongoing protection of the Personal Information, Personally Identifiable Information,
Protected Critical Infrastructure Informationand Personally Identifying Information of persons doing
business with the City and receiving services from the City or a third party under contract to the City to
provide services. The terms “Personal Information,” “Protected Critical Infrastructure Information”,
“Personally Identifiable Information” and “Personally Identifying Information” (collectively, the
“Information”) are defined in the California Civil Code sections, referred to above, and are incorporated
in this Policy by reference.
A)

INTENT

The City, acting in its governmental and proprietary capacities, collects the Information pertaining to
persons who do business with or receive services from the City. The Information is collected by a variety
of means, including, without limitation, from persons applying to receive services provided by the City,
persons accessing the City’s website, and persons who access other information portals maintained by
the City’s staff and/or authorized third-party contractors. The City is committed to protecting the privacy
and security of the Information collected by the City. The City acknowledges federal and California laws,
policies, rules, regulations and procedures, and industry best practices are dedicated to ensuring the
Information is collected, stored and utilized in compliance with applicable laws.
The goals and objectives of the Policy are: (a) a safe, productive, and inoffensive work environment for
all users having access to the City’s applications and databases; (b) the appropriate maintenance and
security of database information assets owned by, or entrusted to, the City; (c) the controlled access
and security of the Information provided to the City’s staff and third party contractors; and (d) faithful
compliance with legal and regulatory requirements.
B) SCOPE
The Policy will guide the City’s staff and, indirectly, third party contractors, which are by contract
required to protect the confidentiality and privacy of the Information of the persons whose personal
information data are intended to be covered by the Policy and which will be advised by City staff to
conform their performances to the Policy should they enjoy conditional access to that information.
C) CONSEQUENCES
The City’s employees shall comply with the Policy in the execution of their official duties to the extent
their work implicates access to the Information referred to in this Policy. A failure to comply may result in
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employment and/or legal consequences.
D) EXCEPTIONS
In the event that a City employee cannot fully comply with one or more element(s) described in this
Policy, the employee may request an exception by submitting Security Exception Request.The
exception request will be reviewed and administered by the City’s Information Security Manager (the
“ISM”). The employee, with the approval of his or her supervisor, will provide any additional information
as may be requested by the ISM. The ISM will conduct a risk assessment of the requested exception in
accordance with guidelines approved by the City’s Chief Information Officer (“CIO”) and approved as to
form by the City Attorney. The Policy’s guidelines will include at a minimum: purpose, source, collection,
storage, access, retention, usage, and protection of the Information identified in the request. The ISM
will consult with the CIO to approve or deny the exception request. After due consideration is given to
the request, the exception request disposition will be communicated, in writing, to the City employee
and his or her supervisor. The approval of any request may be subject to countermeasures established
by the CIO, acting by the ISM.
E) MUNICIPAL ORDINANCE
This Policy will supersede any City policy, rule, regulation or procedure regarding information privacy.

2.

RESPONSIBILITIES OF CITY STAFF
A) RESPONSIBILITY OF CIO AND ISM
The CIO, acting by the ISM, will establish an information security management framework to initiate and
coordinate the implementation of information security measures by the City’s government.
The City’s employees, in particular, software application users and database users, and, indirectly, third
party contractors under contract to the City to provide services, shall by guided by this Policy in the
performance of their job responsibilities.
The ISM will be responsible for: (a) developing and updating the Policy, (b) enforcing compliance with
and the effectiveness of the Policy; (c) the development of privacy standards that will manifest the Policy
in detailed, auditable technical requirements, which will be designed and maintained by the persons
responsible for the City’s IT environments; (d) assisting the City’s staff in evaluating security and privacy
incidents that arise in regard to potential violations of the Policy; (e) reviewing and approving
department-specific policies and procedures which fall under the purview of this Policy; and (f) reviewing
Non-Disclosure Agreements (NDAs) signed by third party contractors, which will provide services,
including, without limitation, local or ‘cloud-based’ software services to the City.
B) RESPONSIBILITY OF INFORMATION SECURITY STEERING COMMITTEE
The Information Security Steering Committee (the “ISSC”), which is comprised of the City’s employees,
drawn from the various City departments, will provide the primary direction, prioritization and approval
for all information security efforts, including key information security and privacy risks, programs,
initiatives and activities. The ISSC will provide input to the information security and privacy strategic
planning processes to ensure that information security risks are adequately considered, assessed and
addressed at the appropriate City department level.

Information Privacy Policy
Version 2.2

Page 4 of 8
31 January, 2013

DocuSign Envelope ID: 42AC1D5E-1D10-47D3-A954-32F5AB870497

City of Palo Alto
Information Technology
Information Security Services

C) RESPONSIBILITY OF USERS
All authorized users of the Information will be responsible for complying with information privacy
processes and technologies within the scope of responsibility of each user.
D) RESPONSIBILITY OF INFORMATION TECHNOLOGY (IT) MANAGERS
The City’s IT Managers, who are responsible for internal, external, direct and indirect connections to the
City’s networks, will be responsible for configuring, maintaining and securing the City’s IT networks in
compliance with the City’s information security and privacy policies. They are also responsible for timely
internal reporting of events that may have compromised network, system or data security.
E) RESPONSIBILITY OF AUTHORIZATION COORDINATION
The ISM will ensure that the City’s employees secure the execution of Non-Disclosure Agreements
(NDA), whenever access to the Information will be granted to third party contractors, in conjunction with
the Software as a Service (SaaS) Security and Privacy Terms and Conditions. An NDA must be
executed prior to the sharing of the Information of persons covered by this Policy with third party
contractors. The City’s approach to managing information security and its implementation (i.e.
objectives, policies, processes, and procedures for information security) will be reviewed independently
by the ISM at planned intervals, or whenever significant changes to security implementation have
occurred.
The CIO, acting by the ISM, will review and recommend changes to the Policy annually, or as
appropriate, commencing from the date of its adoption.

3.

PRIVACY POLICY
A) OVERVIEW
The Policy applies to activities that involve the use of the City’s information assets, namely, the
Information of persons doing business with the City or receiving services from the City, which are owned
by, or entrusted to, the City and will be made available to the City’s employees and third party
contractors under contract to the City to provide Software as a Service consulting services. These
activities include, without limitation, accessing the Internet, using e-mail, accessing the City’s intranet or
other networks, systems, or devices.
The term “information assets” also includes the personal information of the City’s employees and any
other related organizations while those assets are under the City’s control. Security measures will be
designed, implemented, and maintained to ensure that only authorized persons will enjoy access to the
information assets. The City’s staff will act to protect its information assets from theft, damage, loss,
compromise, and inappropriate disclosure or alteration. The City will plan, design, implement and
maintain information management systems, networks and processes in order to assure the appropriate
confidentiality, integrity, and availability of its information assets to the City’s employees and authorized
third parties.
B) PERSONAL INFORMATION AND CHOICE
Except as permitted or provided by applicable laws, the City will not share the Information of any person
doing business with the City, or receiving services from the City, in violation of this Policy, unless that
person has consented to the City’s sharing of such information during the conduct of the City’s business
as a local government agency with third parties under contract to the City to provide services.
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C) METHODS OF COLLECTION OF PERSONAL INFORMATION
The City may gather the Information from a variety of sources and resources, provided that the
collection of such information is both necessary and appropriate in order for the City to conduct
business as a local government agency in its governmental and proprietary capacities. That information
may be gathered at service windows and contact centers as well as at web sites, by mobile applications,
and with other technologies, wherever the City may interact with persons who need to share such
formation in order to secure the City’s services.
The City’s staff will inform the persons whose Information are covered by this Policy that the City’s web
site may use “cookies” to customize the browsing experience with the City of Palo Alto web site. The
City will note that a cookie contains unique information that a web site can use to track, among others,
the Internet Protocol address of the computer used to access the City’s web sites, the identification of
the browser software and operating systems used, the date and time a user accessed the site, and the
Internet address of the website from which the user linked to the City’s web sites. Cookies created on
the user’s computer by using the City’s web site do not contain the Information, and thus do not
compromise the user’s privacy or security. Users can refuse the cookies or delete the cookie files from
their computers by using any of the widely available methods. If the user chooses not to accept a cookie
on his or her computer, it will not prevent or prohibit the user from gaining access to or using the City’s
sites.
D) UTILITIES SERVICE
In the provision of utility services to persons located within Palo Alto, the City of Palo Alto Utilities
Department (“CPAU”) will collect the Information in order to initiate and manage utility services to
customers. To the extent the management of that information is not specifically addressed in the
Utilities Rules and Regulations or other ordinances, rules, regulations or procedures, this Policy will
apply; provided, however, any such Rules and Regulations must conform to this Policy, unless
otherwise directed or approved by the Council. This includes the sharing of CPAU-collected Information
with other City departments except as may be required by law.
Businesses and residents with standard utility meters and/or having non-metered monthly services will
have secure access through a CPAU website to their Information, including, without limitation, their
monthly utility usage and billing data. In addition to their regular monthly utilities billing, businesses and
residents with non-standard or experimental electric, water or natural gas meters may have their usage
and/or billing data provided to them through non-City electronic portals at different intervals than with
the standard monthly billing.
Businesses and residents with such non-standard or experimental metering will have their Information
covered by the same privacy protections and personal information exchange rules applicable to
Information under applicable federal and California laws.
E) PUBLIC DISCLOSURE
The Information that is collected by the City in the ordinary course and scope of conducting its business
could be incorporated in a public record that may be subject to inspection and copying by the public,
unless such information is exempt from disclosure to the public by California law.
F)

ACCESS TO PERSONAL INFORMATION

The City will take reasonable steps to verify a person’s identity before the City will grant anyone online
access to that person’s Information. Each City department that collects Information will afford access to
affected persons who can review and update that information at reasonable times.
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G) SECURITY, CONFIDENTIALITY AND NON-DISCLOSURE
Except as otherwise provided by applicable law or this Policy, the City will treat the Information of
persons covered by this Policy as confidential and will not disclose it, or permit it to be disclosed, to third
parties without the express written consent of the person affected. The City will develop and maintain
reasonable controls that are designed to protect the confidentiality and security of the Information of
persons covered by this Policy.
The City may authorize the City’s employee and or third party contractors to access and/or use the
Information of persons who do business with the City or receive services from the City. In those
instances, the City will require the City’s employee and/or the third party contractors to agree to use
such Information only in furtherance of City-related business and in accordance with the Policy.
If the City becomes aware of a breach, or has reasonable grounds to believe that a security breach has
occurred, with respect to the Information of a person, the City will notify the affected person of such
breach in accordance with applicable laws. The notice of breach will include the date(s) or estimated
date(s) of the known or suspected breach, the nature of the Information that is the subject of the breach,
and the proposed action to be taken or the responsive action taken by the City.
H) DATA RETENTION / INFORMATION RETENTION
The City will store and secure all Information for a period of time as may be required by law, or if no
period is established by law, for seven (7) years, and thereafter such information will be scheduled for
destruction.
I)

SOFTWARE AS A SERVICE (SAAS) OVERSIGHT

The City may engage third party contractors and vendors to provide software application and database
services, commonly known as Software-as-a-Service (SaaS).
In order to assure the privacy and security of the Information of those who do business with the City and
those who received services from the City, as a condition of selling goods and/or services to the City,
the SaaS services provider and its subcontractors, if any, including any IT infrastructure services
provider, shall design, install, provide, and maintain a secure IT environment, while it performs such
services and/or furnishes goods to the City, to the extent any scope of work or services implicates the
confidentiality and privacy of the Information.
These requirements include information security directives pertaining to: (a) the IT infrastructure, by
which the services are provided to the City, including connection to the City's IT systems; (b) the SaaS
services provider’s operations and maintenance processes needed to support the IT environment,
including disaster recovery and business continuity planning; and (c) the IT infrastructure performance
monitoring services to ensure a secure and reliable environment and service availability to the City. The
term “IT infrastructure” refers to the integrated framework, including, without limitation, data centers,
computers, and database management devices, upon which digital networks operate.
Prior to entering into an agreement to provide services to the City, the City’s staff will require the SaaS
services provider to complete and submit an Information Security and Privacy Questionnaire. In the
event that the SaaS services provider reasonably determines that it cannot fulfill the information security
requirements during the course of providing services, the City will require the SaaS services provider to
promptly inform the ISM.
J) FAIR AND ACCURATE CREDIT TRANSACTION ACT OF 2003
CPAU will require utility customers to provide their Information in order for the City to initiate and
manage utility services to them.
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Federal regulations, implementing the Fair and Accurate Credit Transactions Act of 2003 (Public Law
108-159), including the Red Flag Rules, require that CPAU, as a “covered financial institution or
creditor” which provides services in advance of payment and which can affect consumer credit, develop
and implement procedures for an identity theft program for new and existing accounts to detect,
prevent, respond and mitigate potential identity theft of its customers’ Information.
CPAU procedures for potential identity theft will be reviewed independently by the ISM annually or
whenever significant changes to security implementation have occurred. The ISM will recommend
changes to CPAU identity theft procedures, or as appropriate, so as to conform to this Policy.
There are California laws which are applicable to identity theft; they are set forth in California Civil Code
§ 1798.92.

4.

CONTACTS
Information Security Manager: Patel, Raj <Raj.Patel@CityofPaloAlto.org>
Chief Information Officer: Reichental, Jonathan <Jonathan.Reichental@CityofPaloAlto.org>
Utilities Department: Auzenne, Tom <Tom.Auzenne@CityofPaloAlto.org
City Attorney’s Office: Coleman, Cassie <Cassie.Coleman@CityofPaloAlto.org
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