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Recommendation
Policy and Services Committee to discuss and consider making recommendations to City
Council to establish a citywide policy to guide department policies and practices in order to
reinforce the protection of individual privacy.
Background
As expressed in the Colleagues Memo dated April 25, 2016 Palo Alto City Council is interested in
proactively establishing a policy that supports the protection of residents’ privacy with regard
to data gathering tools and technologies within the City. Such a policy would create clear
guidelines and boundaries to protect personally identifiable information and set standards for
use and sharing.
Discussion
Current Policies and Technologies
While commonly considered an issue specific to public safety agencies, the potential for
concerns regarding the collection and use of data associated with the activities of individual
persons is increasingly widespread in a variety of public agency operations. The City of Palo
Alto, like many public agencies, manages data ranging from vehicle and pedestrian movements
and utility usage to payment and library book transactions, in addition to public safety incident
records.
Throughout the City, there are a variety of technologies, programs and tools that gather and
hold personally identifiable information. Each currently has a specific policy or law(s) guiding
data use, storage and protections to ensure privacy protection. Some examples include:
Police Body and Vehicle Cameras
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Palo Alto Police Department patrol cars are outfitted with a Mobile Audio Visual (MAV)
system. The system captures video continuously when the MAV system is activated (and
this happens automatically, for example, when the vehicle’s emergency lights are
activated), writing over prior data. Only video that is captured during an incident is
transmitted and stored within the video management software. The Palo Alto Police
Department policy regarding MAV outlines the appropriate use and access by officers,
supervisors and support staff, and sets storage requirements with reference to applicable
state and federal laws. Security measures are in place to encrypt and protect video data,
limit access to authorized users and shore the system from unauthorized access or hacking.
The full policy is provided as Attachment B.
CalTrain Corridor Safety
The Police Department is currently testing use of camera monitoring technology as part of
the Track Watch program, aiming to increase safety along the CalTrain corridor. The pilot
using this intrusion detection camera technology has been installed at a single location to
monitor the grade crossing. This technology is designed to distinguish only between humans
and other objects down the corridor, along the right of way and at intersections. Similar to
traffic cameras, these cameras are managed through a third party that has complied with all
policies regarding privacy and proper disposal of video data.
Traffic Counting and Monitoring Cameras and Sensors
The Planning and Community Environment Department utilizes cameras and sensors to
detect the presence of motor vehicles, bicyclists and pedestrians and monitor traffic
operations from the office. For the sensors, measures were taken to protect privacy
including the use of low resolution cameras incapable of identifying individuals. Videos and
images captured by the sensors are only stored long enough to generate count data. The
detection and point-tilt-zoom cameras located at signalized intersections transmit video to
the traffic signal system servers, where the images are stored until overwritten by
additional video images. The images are typically overwritten within seven days. These
videos are used by Transportation Division staff to monitor the operation of intersections.
The Office of Emergency Services has also been provided access to traffic cameras. See
Attachment D for definitions of buffered data and recordings.
Smart Utility Meters and Utility User Information
The Utilities Department has deployed limited smart meters that collect detailed
information on utility usage that allows customers to pin point the times of day, equipment
and person generating utility usage. This information is stored in the Utility’s records
management system which provides significant protections allowing only authorized
account holders to view their own information, with authorized staff accessing information
only when required. The Utilities Department retains a policy which sets restrictions on
information sharing, and is provided as Attachment C.
Security Cameras
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The City has security cameras in a number of locations to monitor critical infrastructure. The
primary purpose of these cameras are to discourage acts of vandalism, theft and other
crimes, utilize them for situational awareness during critical incidents and when appropriate
the investigations of crimes. The adopted city-wide policy governing the use, operation and
storage of data and information provides for the protection of personally identifiable
information and limits the monitoring activities of staff. This policy is provided in full as
Attachment D.
Credit Card Payments
All departments that accept credit card payments for services provided are required to
adhere to Payment Card Industry Data Security Standard (PCI-DSS) with information
storage. This policy sets system requirements for data storage, encryption, access,
vulnerability assessments, and monitoring. The Administrative Services Department works
with city departments that process payments to ensure compliance with these standards,
including training of all city staff responsible for processing payments. Administrative
Services completed an assessment of compliance with PCI standards in 2015, from which a
variety of recommendations were proposed to bring the City to full compliance. The
majority of the recommendations have been implemented, and it is expected that all
changes will be complete in 2017. The PCI Standards are provided as Attachment E.
Emergency Medical Services Records Management System
The Fire Department treats approximately 13,000 patients annually in its delivery of
Emergency Medical Services. Personal and treatment information is protected under the
Health Insurance Portability and Accountability Act (HIPAA). The Department ensures that
all staff accessing the information have obtained a certification of training on these
regulations. The program itself has an encrypted platform ensuring only authorized users
have access to the information, and is secure in accordance with citywide Information
Privacy Policy.
Library Circulation Records
California Library Laws establish privacy protections for patrons borrowing records, and
makes specific note of the limits of the Public Records Act regarding the sharing of this
information. The Library Department ensures compliance with these laws and has an
established confidentiality policy that protects the privacy of patrons and clearly outlines
the circumstances under which information regarding a patron’s use of the library can be
released to a third party. The Library Confidentiality Policy and Procedures is provided as
Attachment F.
In order to ensure that the protection of individual privacy is an ongoing priority, the City of
Palo Alto Information Technology Department (ITD) developed, and the City Manager has
approved, an Information Privacy Policy that mandates all City Departments take measures to
secure personal information collected in the course of conducting business, and requires all
technology and tools to be assessed by the Information Security Steering Committee for
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compliance with the policy. The full policy is provided as Attachment A. ITD and City Attorney
staff are in the process of streamlining and updating the Privacy Policy and the supporting
documents that implement it, including a vendor security questionnaire and contractual
provisions governing data use and security.
The information security manager position within the Information Technology Department
assists Departments to assess security and privacy concerns, develop safeguards, agreements
and practices to ensure compliance with this citywide Privacy Policy.
Other Jurisdiction Privacy Policies
Some of the tools specifically mentioned in the Colleagues Memo, such as automated license
plate readers, drones, facial recognition, cell phone interceptors or tower emulators, are not in
use in Palo Alto. Upon reviewing the policies of other jurisdictions related to these items and
privacy protection policies in general there appear to be three types of approaches.
Technology Specific Approach
Many local governments have developed policies limiting use, access and information sharing
as new technologies are implemented, creating specific policies and procedures individual
technologies or tools. In the case of some technologies, such as automated license plate
readers (ALPRs), California State law requires that cities adopt these policies. According to an
article on PublicCEO.com, approximately seventy-nine (79) cities and counties in California have
publicly available policies addressing automated license plate readers (ALPRs) or cell-site
simulators (see Attachment G for full article). Northern California cities with ALPR policies refer
to standards set by the Northern California Regional Intelligence Center (NCRIC). This regional
policy outlines acceptable use, system requirements and measures to protect personally
identifiable information, and sets limits on use and data storage. This policy is provided as
Attachment H.
Law Enforcement Specific Approach
While there are already clear limitations and exemptions for law enforcement (see Attachment
I for League of California Cities Report), some jurisdictions have developed specific policies and
processes for reviewing and approving all tools and technology in use by law enforcement. A
good example of this is a recent Santa Clara County Ordinance regarding Surveillance
Technologies (Attachment J). This policy requires approval by the Board of Supervisors to seek
funding, acquire, use or share tools or technology that collects personally identifiable
information. It also requires an annual report outlining surveillance usage. However, such
policies create administrative burdens on staff that may be difficult to operationalize when
actual practice, such as that involving other agencies and contractors working with front line
staff, may not recognize potential concerns. Extensive analytical requirements may also
effectively deter consideration of appropriate and valid new technologies.
Comprehensive Principle-Based Policy
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Beyond the direct review of each new tool or technology is a broad principle-based approach
that sets goals and guidelines that the entire organization must adhere to protect privacy and
information. New York City is the best example of this. Although specific to the Internet of
Things (IoT), these guidelines have four primary goals and are meant to serve as a model for
governments and governmental partners. These goals and guidelines were developed after
extensive research, public engagement, and consultation with experts; they condensed 450
best practices into preliminary guidelines; which were reviewed and finalized by subject matter
experts in government, private industry, academia, and regulatory agencies. The goals and
guidelines are provided at Attachment K.
Key Considerations
Palo Alto must strike an appropriate balance between our culture of innovation, public safety,
transparency and privacy protections for our community. Current practices for monitoring and
protecting privacy are disparate, and in need of uniform guidance from Council. With the
complexities of these issues, it is recommended that the Committee define goals and set
guidelines from which staff can develop policies.
Proposed Guidelines
Drawing from the New York City example, staff has identified a set of potential guidelines for
consideration. Many services, technologies and record keeping utilized by the City have specific
laws in place defining the proper use and privacy protections to which we must adhere. These
guidelines will make clear the commitment to privacy in the areas not specifically addressed in
existing laws, and can be incorporated into City policy(ies) in a manner more applicable to
innovative technologies.
GUIDELINE 1: City technology deployments will protect and respect the privacy of residents
and visitors. The City is committed to being open and transparent about the “who, what,
where, when, why and how” of data collection, transmission, processing and use.
GUIDELINE 2: The City of Palo Alto processes and policies related to the protection of
personal privacy related data will be publicly available in an up-to-date, clear and
comprehensive manner. Privacy principles, guidelines, operational policies and
responsibilities will be transparent and made public via a City website.
GUIDELINE 3: Data and information collected will be classified and treated in accordance
with the City’s Protected and Confidential Information Policy (Provided as Attachment L). All
Personally Identifiable Information will be classified at a minimum as restricted. All other
data that is classified as being restricted, confidential, or personally identifiable, will be
protected from unauthorized use and disclosure.
GUIDELINE 4: Personally Identifiable Information data types will have a clearly associated
retention policy and disposal procedure. Sensitive, private or confidential data will be kept
for no longer than is operationally necessary.
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GUIDELINE 5: Before any Personally Identifiable Information is shared outside the
originating City agency, the agency will ensure that the need cannot be met by using
anonymized or aggregated data and that the appropriate protections are in place to
preserve the confidentiality of the data.
These guidelines refer to Personally Identifiable Information frequently, and it’s appropriate to
provide a definition for additional clarity. Upon review of a variety of legal definitions, the City
Attorney believes The U.S. Department of Labor offers the most apt definition to consider
adopting:
Any representation of information that permits the identity of an individual to whom
the information applies to be reasonably inferred by either direct or indirect means.
Further, PII is defined as information:
(i) that directly identifies an individual (e.g., name, address, social security number
or other identifying number or code, telephone number, email address, etc.) or
(ii) by which an agency intends to identify specific individuals in conjunction with
other data elements, i.e., indirect identification. (These data elements may
include a combination of gender, race, birth date, geographic indicator, and
other descriptors).
Additionally, information permitting the physical or online contacting of a specific
individual is the same as personally identifiable information. This information can be
maintained in either paper, electronic or other media.
Staff recommends adopting this definition for the purpose of these Guidelines.
Staff recommends that the Policy and Services Committee provide feedback to staff on the
principles and guidelines synthesized from other agencies as may apply in Palo Alto, revising
them as appropriate, prior to recommending City Council approval. Staff will then return with a
proposed policy or policies to effectively operationalize these principles and guidelines.
Attachments:
 ATTACHMENT A: IT Citywide Policy (PDF)
 ATTACHMENT B: MAV Policy (PDF)
 ATTACHMENT C: Utilities Info Sharing Policy (PDF)
 ATTACHMENT D: Video Management Policy (PDF)
 ATTACHMENT E: PCI Standards
(PDF)
 ATTACHMENT F: Public CEO Article (PDF)
 ATTACHMENT G: NCRIC ALPR POLICY
(PDF)
 ATTACHMENT H: League of California Cities (PDF)
 ATTACHMENT I: Santa Clara County Ordinance
(PDF)
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ATTACHMENT J: NYC Guidelines
(PDF)
ATTACHMENT K: Data Classification - City of Palo Alto Nov 2016
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1. Objective
O
e
The City
C of Palo Alto
A (the “City””) strives to promote and ssustain a supe
erior quality o
of life for perso
ons in
Palo Alto. In prom
moting the qua
ality of life of these
t
personss, it is the policy of the Cityy, consistent w
with the
proviisions of the California
C
Pub
blic Records Act,
A California
a Governmen
nt Code §§ 62
250 – 6270, to
o take
appro
opriate measures to safeguard the secu
urity and priva
acy of the perrsonal (includ
ding, without limitation,
finan
ncial) informattion of person
ns, collected in
n the ordinaryy course and scope of con
nducting the C
City’s
busin
ness as a loca
al governmen
nt agency. These measure
es are generally observed b
by federal, sta
ate and
local authorities and reflected in federal and
d California law
ws, the City’ss rules and regulations, and
indus
stry best prac
ctices, includin
ng, without lim
mitation, the p
provisions of C
California Civvil Code §§ 17
798.3(a),
1798
8.24, 1798.79.8(b), 1798.80
0(e), 1798.81.5, 1798.82(e
e), 1798.83(e
e)(7), and 179
98.92(c). Thou
ugh
some
e of these pro
ovisions do no
ot apply to loc
cal governme nt agencies liike the City, tthe City will co
onduct
busin
ness in a man
nner which promotes the privacy of perssonal informa
ation, as refleccted in federa
al and
Califo
ornia laws. Th
he objective of
o this Policy is
i to describe
e the City’s da
ata security go
oals and obje
ectives,
to en
nsure the ongoing protectio
on of the Pers
sonal Informa
ation, Persona
ally Identifiablle Information
n,
Prote
ected Critical Infrastructure
e Informationa
and Personal ly Identifying Information o
of persons do
oing
busin
ness with the City and rece
eiving service
es from the Ciity or a third p
party under co
ontract to the City to
proviide services. The terms “P
Personal Inforrmation,” “Pro
otected Critica
al Infrastructu
ure Informatio
on”,
“Pers
sonally Identiffiable Informa
ation” and “Pe
ersonally Iden
ntifying Inform
mation” (collecctively, the
“Information”) are defined in the
e California Civil
C Code secctions, referre
ed to above, a
and are incorp
porated
in this Policy by re
eference.
A)

INTENT

The City,
C
acting in
n its governme
ental and proprietary capa
acities, collectts the Informa
ation pertainin
ng to
perso
ons who do business
b
with or receive se
ervices from th
he City. The IInformation iss collected by a variety
of me
eans, includin
ng, without lim
mitation, from persons appllying to receivve services provided by the City,
perso
ons accessing
g the City’s website,
w
and persons
p
who a
access other information p
portals mainta
ained by
the City’s
C
staff and
d/or authorize
ed third-party contractors. T
The City is co
ommitted to p
protecting the privacy
and security
s
of the
e Information collected by the City. The City acknowledges federa
al and California laws,
policies, rules, reg
gulations and procedures, and industry best practice
es are dedicatted to ensurin
ng the
Information is collected, stored and utilized in
i compliance
e with applica
able laws.
The goals
g
and objjectives of the
e Policy are: (a)
( a safe, pro
oductive, and inoffensive w
work environm
ment for
all us
sers having access to the City’s
C
applications and dattabases; (b) th
he appropriatte maintenancce and
security of databa
ase informatio
on assets own
ned by, or enttrusted to, the
e City; (c) the controlled acccess
and security
s
of the
e Information provided to the City’s staffff and third pa
arty contractorrs; and (d) faiithful
comp
pliance with le
egal and regu
ulatory require
ements.
B) SCOPE
The Policy will guide the City’s staff and, ind
directly, third p
party contracttors, which arre by contractt
required to protec
ct the confiden
ntiality and privacy of the In
nformation off the persons whose perso
onal
inform
mation data are
a intended to
t be covered
d by the Policyy and which w
will be advised
d by City stafff to
confo
orm their perfformances to the Policy should they enj oy conditiona
al access to th
hat informatio
on.
C) CONSEQUENCE
ES
The City’s
C
employ
yees shall com
mply with the Policy in the execution of their official d
duties to the e
extent
their work implicattes access to the Informatiion referred to
o in this Policcy. A failure to
o comply mayy result in

Information Privacy
P
Policy
y
Version 2.2

Pa
age 3 of 8
31 Janua
ary, 2013

City of Palo Alto
In
nformation Technology
Informa
ation Security Services

emplloyment and/o
or legal conse
equences.
D) EXCEPTIONS
h one or more
In the
e event that a City employee cannot fully comply with
e element(s) described in this
Polic
cy, the employ
yee may request an exception by subm itting Securityy Exception R
Request.The
exception requestt will be review
wed and adm
ministered by tthe City’s Info
ormation Secu
urity Managerr (the
“ISM”). The employee, with the
e approval of his or her su pervisor, will provide any a
additional info
ormation
as may
m be reques
sted by the ISM. The ISM will
w conduct a risk assessm
ment of the requested exce
eption in
acco
ordance with guidelines
g
app
proved by the
e City’s Chief Information O
Officer (“CIO”) and approve
ed as to
form by the City Attorney.
A
The Policy’s
P
guide
elines will incllude at a miniimum: purposse, source, co
ollection,
stora
age, access, retention,
r
usa
age, and prote
ection of the I nformation id
dentified in the
e request. The
e ISM
will consult
c
with th
he CIO to app
prove or deny the exception
n request. Affter due consideration is giiven to
the re
equest, the exception requ
uest dispositio
on will be com
mmunicated, iin writing, to tthe City emplo
oyee
and his
h or her sup
pervisor. The approval of any request m
may be subjecct to counterm
measures esta
ablished
by th
he CIO, acting
g by the ISM.
E) MUNICIPAL ORDINANCE
R
This Policy will supersede any City policy, ru
ule, regulation
n or procedurre regarding information prrivacy.

2.

BILITIES OF
O CITY STAFF
RESPONSIB
A) RESPONSIBILITTY OF CIO AND
D ISM
The CIO,
C
acting by the ISM, will establish an
n information security man
nagement fram
mework to inittiate and
coord
dinate the imp
plementation of information
n security me
easures by the
e City’s government.
The City’s
C
employ
yees, in partic
cular, software
e application users and da
atabase userss, and, indirecctly, third
party
y contractors under contrac
ct to the City to
t provide serrvices, shall b
by guided by this Policy in the
perfo
ormance of their job respon
nsibilities.
The ISM will be re
esponsible forr: (a) developing and upda
ating the Policcy, (b) enforcing compliancce with
and the
t effectiven
ness of the Po
olicy; (c) the development
d
o
of privacy sta
andards that w
will manifest the Policy
in de
etailed, auditable technical requirements
s, which will b
be designed a
and maintaine
ed by the perssons
respo
onsible for the
e City’s IT env
vironments; (d) assisting th
he City’s staff
ff in evaluating
g security and
d privacy
incidents that arise in regard to
o potential violations of the Policy; (e) re
eviewing and approving
depa
artment-speciffic policies an
nd procedures
s which fall un
nder the purvview of this Po
olicy; and (f) rreviewing
Non--Disclosure Agreements (N
NDAs) signed by third partyy contractors , which will prrovide service
es,
including, without limitation, loc
cal or ‘cloud-b
based’ softwa
are services to
o the City.
B) RESPONSIBILITTY OF INFORMA
ATION SECURITY STEERING COMMITTEE
The Information Security
S
Steerring Committe
ee (the “ISSC ”), which is co
omprised of the City’s emp
ployees,
draw
wn from the va
arious City departments, will
w provide the
e primary dire
ection, prioritizzation and ap
pproval
for all information security efforrts, including key informatio
on security an
nd privacy rissks, programss,
initiatives and actiivities. The IS
SSC will provid
de input to th e information
n security and privacy strattegic
plann
ning processe
es to ensure that
t
informatio
on security rissks are adequ
uately considered, assessed and
addre
essed at the appropriate
a
City
C department level.
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C) RESPONSIBILITTY OF USERS
All au
uthorized use
ers of the Information will be
b responsible
e for complyin
ng with inform
mation privacyy
proce
esses and tec
chnologies wiithin the scope of responsiibility of each user.
D) RESPONSIBILITTY OF INFORMA
ATION TECHNO
OLOGY (IT) MA
ANAGERS
The City’s
C
IT Managers, who are responsible for internal,, external, dirrect and indire
ect connection
ns to the
City’s
s networks, will
w be respons
sible for configuring, mainttaining and se
ecuring the C
City’s IT netwo
orks in
comp
pliance with th
he City’s inforrmation securrity and privaccy policies. They are also responsible fo
or timely
intern
nal reporting of events thatt may have co
ompromised network, systtem or data security.
E) RESPONSIBILITTY OF AUTHOR
RIZATION COOR
RDINATION
The ISM will ensu
ure that the Ciity’s employee
es secure the
e execution off Non-Disclossure Agreeme
ents
(NDA
A), whenever access to the
e Information will be grante
ed to third parrty contractorrs, in conjuncttion with
the Software
S
as a Service (Saa
aS) Security and
a Privacy T
Terms and Co
onditions. An NDA must be
e
exec
cuted prior to the
t sharing off the Informattion of person
ns covered byy this Policy w
with third partyy
contrractors. The City’s
C
approac
ch to managin
ng information
n security and
d its impleme
entation (i.e.
objec
ctives, policies, processes, and procedu
ures for inform
mation securitty) will be revviewed indepe
endently
by th
he ISM at plan
nned intervals
s, or wheneve
er significant cchanges to se
ecurity implem
mentation havve
occurred.
The CIO,
C
acting by the ISM, will review and recommend changes to th
he Policy ann
nually, or as
appro
opriate, comm
mencing from the date of itts adoption.

3.

O
PRIVACY POLICY
A) OVERVIEW
The Policy applies
s to activities that involve the use of the
e City’s inform
mation assets, namely, the
Information of perrsons doing business with the
t City or re ceiving servicces from the C
City, which arre owned
by, or
o entrusted to
o, the City and
d will be made available to
o the City’s em
mployees and
d third party
contrractors under contract to th
he City to provide Software
e as a Service
e consulting sservices. These
activities include, without limita
ation, accessin
ng the Interne
et, using e-ma
ail, accessing
g the City’s inttranet or
otherr networks, sy
ystems, or de
evices.
The term
t
“informa
ation assets” also
a
includes the personal information o
of the City’s e
employees an
nd any
otherr related orga
anizations whiile those asse
ets are under the City’s con
ntrol. Securitty measures w
will be
desig
gned, implemented, and maintained
m
to ensure
e
that o nly authorized persons willl enjoy accesss to the
inform
mation assets
s. The City’s staff
s
will act to
o protect its in
nformation asssets from the
eft, damage, loss,
comp
promise, and inappropriate
e disclosure or
o alteration. T
The City will p
plan, design, implement an
nd
main
ntain informatiion managem
ment systems, networks an
nd processes in order to asssure the appropriate
confidentiality, inte
egrity, and av
vailability of its
s information assets to the
e City’s emplo
oyees and autthorized
third parties.
B) PERSONAL INFFORMATION AN
ND CHOICE
Exce
ept as permitte
ed or provided by applicab
ble laws, the C
City will not sh
hare the Inforrmation of anyy person
doing
g business wiith the City, or receiving se
ervices from th
he City, in vio
olation of this Policy, unlesss that
perso
on has conse
ented to the City’s
C
sharing of
o such inform
mation during the conduct of the City’s b
business
as a local governm
ment agency with third parrties under co
ontract to the C
City to provide services.

Information Privacy
P
Policy
y
Version 2.2

Pa
age 5 of 8
31 Janua
ary, 2013

City of Palo Alto
In
nformation Technology
Informa
ation Security Services

C) METHODS OF COLLECTION OF
O PERSONAL INFORMATION
The City
C may gath
her the Inform
mation from a variety of sou
urces and ressources, provided that the
collection of such information is
s both necess
sary and apprropriate in ord
der for the Citty to conduct
busin
ness as a loca
al governmen
nt agency in itts governmen
ntal and proprrietary capacities. That infformation
may be gathered at service win
ndows and co
ontact centerss as well as a
at web sites, b
by mobile app
plications,
and with
act with perso
w other tec
chnologies, wh
herever the City
C may intera
ons who need
d to share succh
forma
ation in orderr to secure the
e City’s servic
ces.
The City’s
C
staff will inform the persons
p
whos
se Information
n are covered
d by this Policcy that the Citty’s web
site may
m use “cookies” to custo
omize the brow
wsing experie
ence with the
e City of Palo A
Alto web site. The
City will
w note that a cookie conttains unique information
i
th
hat a web site
e can use to trrack, among o
others,
the In
nternet Protoc
col address of
o the compute
er used to acccess the Cityy’s web sites, the identificattion of
the browser
b
softw
ware and operating systems
s used, the da
ate and time a user accesssed the site, a
and the
Internet address of
o the website
e from which the
t user linke
ed to the City’ss web sites. C
Cookies creatted on
the user’s
u
computter by using th
he City’s web site do not ccontain the Infformation, and
d thus do nott
comp
promise the user’s
u
privacy or security. Users
U
can refu
use the cookiies or delete tthe cookie file
es from
their computers by
y using any of
o the widely available
a
meth
hods. If the usser chooses n
not to accept a cookie
on hiis or her computer, it will not prevent or prohibit the u
user from gain
ning access tto or using the
e City’s
sites.
D) UTILITIES SERV
VICE
In the
e provision off utility service
es to persons
s located withiin Palo Alto, tthe City of Pa
alo Alto Utilitie
es
Depa
artment (“CPA
AU”) will colle
ect the Informa
ation in orderr to initiate an d manage utiility services tto
custo
omers. To the
e extent the management
m
of that inform
mation is not sspecifically ad
ddressed in th
he
Utilitiies Rules and
d Regulations or other ordinances, ruless, regulations or procedure
es, this Policyy will
apply
y; provided, however,
h
any such Rules and
a Regulatio ns must confform to this Po
olicy, unless
otherrwise directed
d or approved
d by the Coun
ncil. This inclu
udes the sharring of CPAU--collected Info
ormation
with other City dep
partments except as may be
b required b
by law.
Busin
nesses and re
esidents with standard utiliity meters and
d/or having non-metered m
monthly servicces will
have
e secure access through a CPAU website to their Info
ormation, inclluding, withou
ut limitation, th
heir
montthly utility usa
age and billing
g data. In add
dition to their rregular month
hly utilities billing, businessses and
resid
dents with non
n-standard or experimental electric, watter or natural gas meters m
may have theiir usage
and/o
or billing data
a provided to them
t
through non-City elecctronic portals at different intervals than
n with
the standard
s
monthly billing.
Busin
nesses and re
esidents with such non-sta
andard or exp
perimental me
etering will ha
ave their Inform
mation
covered by the sa
ame privacy protections and personal in
nformation excchange rules applicable to
o
Information underr applicable fe
ederal and Ca
alifornia laws.
E) PUBLIC DISCLO
OSURE
The Information th
hat is collecte
ed by the City in the ordina ry course and
d scope of co
onducting its b
business
could
d be incorpora
ated in a publlic record thatt may be subjject to inspecction and copyying by the pu
ublic,
unles
ss such inform
mation is exem
mpt from disc
closure to the public by Ca
alifornia law.
F)

ACCESS TO PERSONAL
E
INFO
ORMATION

The City
C will take reasonable steps to verify a person’s id
dentity before
e the City will g
grant anyone
e online
access to that perrson’s Informa
ation. Each City
C departmen
nt that collectts Information
n will afford acccess to
affec
cted persons who
w can revie
ew and updatte that informa
ation at reaso
onable times.
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G) SECURITY, CONFIDENTIALITY
Y AND NON-DIS
SCLOSURE
Exce
ept as otherwiise provided by
b applicable law or this Po
olicy, the Cityy will treat the
e Information o
of
perso
ons covered by
b this Policy as confidentiial and will no
ot disclose it, or permit it to
o be disclosed
d, to third
partie
es without the
e express writtten consent of
o the person
n affected. The
e City will devvelop and ma
aintain
reaso
onable contro
ols that are de
esigned to pro
otect the conffidentiality and
d security of tthe Informatio
on of
perso
ons covered by
b this Policy.
The City
C may auth
horize the City
y’s employee and or third p
party contracctors to access and/or use the
Information of perrsons who do business with
h the City or rreceive servicces from the C
City. In those
instances, the City
y will require the City’s employee and/o
or the third party contractorrs to agree to use
such Information only
o
in furtherrance of City--related busin
ness and in acccordance witth the Policy.
If the
e City become
es aware of a breach, or ha
as reasonable
e grounds to believe that a security breach has
occurred, with res
spect to the In
nformation of a person, the
e City will notiffy the affected person of ssuch
breac
ch in accorda
ance with applicable laws. The notice off breach will in
nclude the da
ate(s) or estim
mated
date((s) of the know
wn or suspec
cted breach, the nature of tthe Informatio
on that is the subject of the
e breach,
and the
t proposed action to be taken or the responsive
r
acction taken byy the City.
H) DATA RETENTIION / INFORMA
ATION RETENTIION
The City
C will store
e and secure all
a Information
n for a period
d of time as m
may be require
ed by law, or iif no
perio
od is establish
hed by law, fo
or seven (7) ye
ears, and the
ereafter such iinformation w
will be scheduled for
destrruction.
I)

SOFTWARE AS A SERVICE (S
SAAS) OVERSIGHT

The City
C may engage third partty contractors
s and vendorss to provide ssoftware application and da
atabase
services, common
nly known as Software-as-a-Service (Sa
aaS).
In ord
der to assure the privacy and
a security of
o the Informa
ation of those who do busin
ness with the City and
those
e who receive
ed services fro
om the City, as
a a condition
n of selling go
oods and/or services to the
e City,
the SaaS
S
services
s provider and
d its subcontrractors, if anyy, including an
ny IT infrastructure services
proviider, shall des
sign, install, provide,
p
and maintain
m
a seccure IT enviro
onment, while
e it performs ssuch
services and/or fu
urnishes good
ds to the City, to the extentt any scope off work or servvices implicattes the
confidentiality and
d privacy of th
he Information
n.
Thes
se requiremen
nts include infformation sec
curity directive
es pertaining to: (a) the IT infrastructure
e, by
which the services
s are provided
d to the City, including con
nnection to the City's IT systems; (b) the
e SaaS
services provider’s operations and maintena
ance process es needed to
o support the IT environme
ent,
including disaster recovery and
d business co
ontinuity plann
ning; and (c) tthe IT infrastrructure perforrmance
moniitoring service
es to ensure a secure and reliable envirronment and service availa
ability to the C
City. The
term “IT infrastruc
cture” refers to
o the integrate
ed frameworkk, including, w
without limitattion, data centers,
comp
puters, and da
atabase management dev
vices, upon wh
hich digital ne
etworks opera
ate.
Priorr to entering in
nto an agreem
ment to provid
de services to
o the City, the
e City’s staff w
will require the
e SaaS
services provider to complete and
a submit an
n Information Security and Privacy Que
estionnaire. In
n the
even
nt that the Saa
aS services provider
p
reaso
onably determ
mines that it ca
annot fulfill the information
n security
uire the SaaS
requirements during the course
e of providing services, the
e City will requ
S services pro
ovider to
prom
mptly inform th
he ISM.
J) FAIR AND ACCURATE CREDITT TRANSACTIO
ON ACT OF 200
03
CPAU will require utility custom
mers to provid
de their Inform
mation in orde
er for the City to initiate and
d
mana
age utility serrvices to them
m.
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Fede
eral regulation
ns, implementting the Fair and
a Accurate Credit Transsactions Act o
of 2003 (Public Law
108-159), includin
ng the Red Fla
ag Rules, req
quire that CPA
AU, as a “covered financial institution orr
ovides service
es in advance
e of payment and which ca
an affect conssumer credit, develop
crediitor” which pro
and implement
i
pro
ocedures for an identity theft program fo
for new and e
existing accou
unts to detect,,
preve
ent, respond and mitigate potential iden
ntity theft of itss customers’ Information.
CPAU procedures
s for potential identity theft will be review
wed independ
dently by the ISM annuallyy or
when
never significa
ant changes to
t security implementation
n have occurre
ed. The ISM w
will recommend
chan
nges to CPAU
U identity theftt procedures, or as approp
priate, so as to
o conform to this Policy.
There are Californ
nia laws which
h are applicab
ble to identityy theft; they arre set forth in California Civil Code
§ 179
98.92.

4.

CONTACTS
O
Information Secu
urity Managerr: Patel, Raj <Raj.Patel@C
CityofPaloAlto.org>
Chie
ef Information
n Officer: Reichental, Jona
athan <Jonath
han.Reichenttal@CityofPalloAlto.org>
Utilities Department: Auzenne
e, Tom <Tom
m.Auzenne@C
CityofPaloAlto
o.org
City
y Attorney’s Office:
O
Kolling, Grant <Gran
nt.Kolling@Ci tyofPaloAlto.o
org>
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Palo Alto Police Department

446

Policy Manual

Mobile Audio Video
446.1 PURPOSE AND SCOPE
The Palo Alto Police Department has equipped marked patrol cars with Mobile Audio Video (MAV)
recording systems to provide records of events and assist officers in the performance of their
duties. This policy provides guidance on the use of these systems.
446.1.1 DEFINITIONS
Definitions related to this policy include:
Activate - Any process that causes the MAV system to transmit or store video or audio data in
an active mode.
In-car camera system and Mobile Audio Video (MAV) system - Synonymous terms which refer
to any system that captures audio and video signals, that is capable of installation in a vehicle,
and that includes at minimum, a camera, microphone, recorder and monitor.
MAV technician - Personnel certified or trained in the operational use and repair of MAVs,
duplicating methods, storage and retrieval methods and procedures, and who have a working
knowledge of video forensics and evidentiary procedures.
Recorded media - Audio-video signals recorded or digitally stored on a storage device or portable
media.
446.2 POLICY
It is the policy of the Palo Alto Police Department to use mobile audio and video technology to
more effectively fulfill the department's mission and to ensure these systems are used securely
and efficiently.
446.3 OFFICER RESPONSIBILITIES
(a)

The use of the MAV system is mandatory as outlined in this policy.

(b)

Each officer shall sign onto the system by selecting their name from the drop down menu
on the MAV system. Prior to going into service, each officer will ensure that the equipment
is functioning properly.

(c)

Required procedures include checking the power source, checking connections to the
recording equipment AND checking that the system is recording both audio and visual
information (including a remote activation test).

(d)

Any malfunction of the MAV shall be reported immediately to a supervisor. If a vehicle is
kept in service without an operational MAV, a notation shall be made to Dispatch via radio
transmission.

(e)

The supervisor will ensure that Technical Services Staff is notified of any system malfunction
that requires repair or maintenance.
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(f)

The officer may view MAV recordings in the field during their shift.

(g)

There may be some situations where the officer desires to have a particular recording
flagged with a case number, but that recording is of something other than one of the
scenarios listed in Policy Manual §446.61. In that case, the officer shall notify the authorized
Department personnel to mark video recording for retention, and authorized Department
personnel will mark the recording to be held.

(h)

MAV recordings containing arrests, assaults, physical or verbal confrontations, vehicle
pursuits, vehicle searches in which contraband is recovered, driving while intoxicated or
under the influence arrests, or any prisoner transport shall be treated as evidence and held
for use in criminal prosecution.

(i)

Officers shall not erase, alter, reuse, modify or tamper with MAV recordings. Only a MAV
custodian or designee may erase and reissue previously media.

446.3.1 BODY WORN CAMERAS
When assigned for use, body worn cameras shall be used in accordance with all aspects of the
Department's MAV policy. The video and audio captured by these devices will be retained in a
similar manner and for the same amount of time as video and audio files captured under the incar MAV system.
446.4 ACTIVATION OF THE MAV
(a) Activation of the MAV is automatice when:
•

The patrol vehicle's emergency lights (position #2 or #3), siren, or PA (public address
system) are activated.

•

The rear door of a K9 vehicle is opened.

•

The rear door of a patrol vehicle is opened.

•

The crash indicator is activated.

•

The patrol vehicle attains a speed of 80 MPH.

(b) The system remains on until turned off manually while the ignition is on. Turning off the ignition
will initiate the system's shutdown 30 minute timer which will have to be bypassed if a longer
recording is desired with the ignition off.
(c) The officer worn microphone automatically turns on when the system is activated, recording
both audio and video. The microphone will be worn at or above the waist on the outer layer of
the uniform (ie. duty belt or epaulet).
(d) The MAV system has pre-event recording capability and will record events prior to manual
or automatice activation of the MAV into a memory buffer. 30 seconds of video only pre-event
recording is saved upon activation of the system. Additional "after the fact" video only is recorded
onto the system's hard drive. It is available for retrieval until overwritten.
Mobile Audio Video - 350
Adoption Date: 2014/10/02
© 1995-2014 Lexipol, LLC

Palo Alto Police Department
Policy Manual

Mobile Audio Video

(e) The in-car microphone is automatically activated when a recording is activated.
446.4.1 REQUIRED ACTIVATION OF MAV
This policy is not intended to describe every possible situation in which the MAV system may be
used, although there are many situations where its use is appropriate. An officer may activate the
system any time the officer believes it would be appropriate or valuable to document an incident.
In some circumstances it is not possible to capture images of the incident due to conditions or
the location of the camera. However, the audio portion can be valuable evidence and is subject
to the same activation requirements as the MAV. The MAV system should be activated in any of
the following situations:
(a)

All field contacts involving actual or potential criminal conduct within video or audio range:
1.

Traffic stops (to include, but not limited to, traffic violations, stranded motorist
assistance and all crime interdiction stops)

2.

Code 3 responses

3.

Vehicle pursuits

4.

Suspicious vehicles

5.

Arrests

6.

Vehicle searches

7.

Physical or verbal confrontations or use of force

8.

Pedestrian checks

9.

DWI/DUI investigations including field sobriety tests

10.

Consensual encounters

11.

Crimes in progress

12.

Responding to an in-progress call

(b)

All self-initiated activity in which an officer would normally notify the Communications Center

(c)

Surveillance for law enforcement purposes during the course of an ongoing or potential
investigation.

(d)

Any other contact that becomes adversarial after the initial contact in a situation that would
not otherwise require recording

(e)

Any other circumstance where the officer believes that a recording of an incident would be
appropriate

446.4.2 CESSATION OF RECORDING
Once activated, the MAV system should remain on until the the officer's involvement in the incident
has concluded. For purposes of this section, conclusion of an incident has occurred when all
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arrests have been made, arrestees have been transported and all witnesses and victims have
been interviewed. Recording may cease if an officer is simply waiting for a tow truck or a family
member to arrive, or in other similar situations.
446.4.3 WHEN ACTIVATION IS NOT REQUIRED
Activation of the MAV system is not required when exchanging information with other officers or
during breaks, lunch periods, when not in service or actively on patrol.
No member of this department may surreptitiously record a conversation of any other member of
this department except with a court order or when lawfully authorized by the Chief of Police or the
authorized designee for the purpose of conducting a criminal or administrative investigation.
446.4.4 SUPERVISOR RESPONSIBILITIES
Supervisors should determine if vehicles with non-functioning MAV systems should be placed into
service. If these vehicles are placed into service, the appropriate documentation should be made,
including notification of the Communications Center and MAV technician
At reasonable intervals, supervisors should validate that:
(a)

Beginning and end-of-shift recording procedures are followed.

(b)

Videos are marked as required.

(c)

The operation of MAV systems by new employees is assessed and reviewed no less than
biweekly.

When an incident arises that requires the immediate retrieval of the recorded media (e.g.,
serious crime scenes, officer-involved shootings, department-involved collisions), a supervisor
shall respond to the scene and ensure that the appropriate supervisor, MAV technician or crime
scene investigator properly retrieves the recorded media. The media may need to be treated as
evidence and should be handled in accordance with current evidence procedures for recorded
media.
Supervisors may activate the MAV system remotely to monitor a developing situation, such as a
chase, riot or an event that may threaten public safety, officer safety or both, when the purpose is to
obtain tactical information to assist in managing the event. Supervisors shall not remotely activate
the MAV system for the purpose of monitoring the conversations or actions of an officer. Any
time remote viewing is activated, a visual indicator will appear on the in-car video screen and the
supervisor who initiated the activation will direct dispatch to notify all units that remote viewing
is in progress.
446.5 REVIEW OF MAV RECORDINGS
All recording media, recorded images and audio recordings are the property of the Department.
Dissemination outside of the agency is strictly prohibited, except to the extent permitted or required
by law.
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To prevent damage to, or alteration of, the original recorded media, it shall not be copied, viewed
or otherwise inserted into any device not approved by the department MAV technician or forensic
media staff. A copy of the original media shall be used for viewing (unless otherwise directed by
the courts) to preserve the original media. The original media is stored and maintained on the
Department's server.
Recordings may be reviewed in any of the following situations:
(a)

By the officer themselves for preparation of written reports or follow-up investigations.

(b)

By a supervisor or manager investigating a specific act of officer conduct or to mitigate a
potential citizen complaint

(c)

By a supervisor for purposes of improving officer performance

(d)

By a Department employee after approval of a supervisor who is participating in an
official investigation, such as a personnel complaint, administrative inquiry or a criminal
investigation

(e)

By department personnel who request to review their own recordings in preparation for court
testimony

(f)

By an officer who is captured on or referenced in the video or audio data and reviews and
uses such data for any purpose relating to his/her employment

(g)

By authorized personnel (e.g. District Attorney, supervisor, manger) during discovery/court
process. Recordings must be accessed through the proper process (Penal Code 1054.5 discovery or court order)

(h)

Recordings may be shown for training purposes. If an involved officer objects to showing a
recording, his/her objection will be submitted to the Chief of Police to determine if the training
value outweighs the officer's objection for not showing the recording. Recordings shown for
training purposes will be presented in a fair and unbiased manner.

(i)

In no event shall any recording be used or shown for the purpose of ridiculing or
embarrassing any employee.

A first time infraction discovered during routine review of recorded material that is deemed minor
in nature by Management, will generally be handled through training and counseling.
The MAV system as configured with five cameras and high quality audio has the capability
to capture a significant amount of video and audio when in operation. An individual officer's
experience may not include everything captured by the system.
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446.6 DOCUMENTING MAV USE
(a)

If any incident is recorded with either the video or audio system, the existence of that
recording shall be documented in the officer's report.

(b)

If a citation is issued, the officer shall make a notation on the back of the officer's copy of
the citation, indicating that the incident was recorded.

(c)

In the event of accidental recording, the officer shall submit a request to the MAV custodian
for the deletion of the accidentally recorded data.

446.7 RECORDING MEDIA STORAGE AND INTEGRITY
All MAV recordings will be retained in accordance with the established records retention
schedule. (Government Code § 34090.6).
446.7.1 COPIES OF ORIGINAL RECORDING MEDIA
A copy of the original recording media will be made for use as authorized in this policy.
446.7.2 MAV RECORDINGS AS EVIDENCE
Officers who reasonably believe that a MAV recording is likely to contain evidence relevant to
a criminal offense, potential claim against the officer or against the Palo Alto Police Department
should indicate this in an appropriate report. Officers should ensure relevant recordings are
preserved.
446.8 SYSTEM OPERATIONAL STANDARDS
(a)

MAV system vehicle installations should be based on officer safety requirements and the
vehicle and device manufacturer's recommendations.

(b)

The MAV system shall be configured to minimally record for 30 seconds prior to an event.

(c)

The MAV system shall not be configured to record audio data occurring prior to activation.

(d)

Officers shall not erase, alter, reuse, modify or tamper with MAV recordings. Only a
supervisor, MAV technician or other authorized designee may erase and reissue previous
recordings and may only do so pursuant to the provisions of this policy.

446.9 MAV CUSTODIAN RESPONSIBILITIES
(a)

The Technical Services Division (TSD) has overall responsibility for the MAV system and
shall serve as custodian of these records.

(b)

All Police MAV recordings, excepting test recordings or accidental activations, shall be
retained in accordance with California Government Code (CGC) §34090 and CGC §34090.6
for a period of not less than one year.
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(c)

Release of MAV recordings shall be conducted in accordance with Penal Code §1054.5
(discovery requests for criminal prosecution), CGC §6250 (California Public Records Act)
and in accordance with Policy Manual §810 (Release of Records and Information).

(d)

All retrieved MAV recordings will be uploaded into the MAV server within the same day as
the recording unless hindered by equipment or network malfunction or availability.

(e)

Routine and evidentiary MAV recordings on the server are backed up daily on a redundant
server so that recordings are accessible online by officers for a period of not less than 365
days from the date of recording.

(f)

All routine requests by authorized department personnel for online access to MAV
recordings for court preparation or other official business, outside of the normal online
access period will be handled within 2-3 business days of the request.

(g)

If an emergency need to access these recordings is required, the Technical Services
Division On Call Technician can be contacted for immediate restoration and access.

(h)

The MAV custodian or their designee shall be responsible for the retrieval, storage, backup
and duplication of all MAV recordings in addition to the ongoing maintenance of the sytems
and association components.

(i)

All MAV recordings will be retained in accordance with the established records retention
schedule (Governement Code 34090.6)

(j)

MAV recordings will be stored on a separate and secure server.

446.10 TRAINING
All members who are authorized to use the MAV system shall successfully complete an approved
course of instruction prior to its use.
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POLICY AND PROCEDURES 1-35/UTL
Revised: December 1997
INTERIM GUIDELINES & PROCEDURES FOR
PROTECTING CONFIDENTIAL UTILITIES INFORMATION
POLICY STATEMENT
The City of Palo Alto must balance its utility business enterprises with public records
disclosure laws. As a custodian of customer records, the City needs to safeguard its
customer records to protect individual customer privacy as well as corporate customers’
proprietary operations. In its competitive enterprises, especially under energy utility
deregulation, the City needs to maintain a competitive edge by ensuring that its own
proprietary and confidential information is not given to competitors.
Until policies and/or legislation are formally adopted to protect specific records from
disclosure, it is imperative for the City to adopt interim operational procedures to
safeguard information assets and to prevent the unauthorized disclosure of customer and
other confidential records. These procedures apply to requests for information from
members of the public as well as between City departments.
PROCEDURE
A.

Classification of Information
1. City enterprise records shall be classified into “public” and “confidential”
categories. Appendix 1 is a list of information that has been so classified.
2. Items on the classification list shall be updated as needed by the custodial
department.

B.

Guidelines for Disclosure of Information

In general, information may be released only under the following conditions:
1. When the record is determined to be public information, including already
published documents (e.g., the Utilities Department’s Fingertip Facts brochure,
City staff reports or CMRs, budget documents, annual reports).
2. To journalists, researchers, students, revenue bond rating agencies and others
with no material interest in the data, and only for statistical or reporting
purposes, provided that:
a. The data is released only in summary, aggregate or other form where no
individual customer can be identified through the data AND
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b. The summary record already exists.
3. To law enforcement agencies conducting a lawful investigation or when
supported by subpoena or to judicial agencies pursuant to a court order.
4. For customer-specific information (including utilities usage, utility program
participation records, and credit and payment histories):
a. To the customer itself with properly verified identification, i.e., account
number
b. To a third party only after the subject customer provides express, written
consent to disclose their information to that third party.
c. To law enforcement or judicial agency pursuant to a lawful request for the
information.
5. To all other requestors pursuant to advice of the City Attorney including requests
made under public records laws.
C.

Review of City Manager Reports (CMRs)
1. The City Manager’s office and department heads shall provide final review of
staff reports or CMRs prior to publication.
2. This review shall assess conformance to confidentiality guidelines and
procedures while still fulfilling requirements for reporting to governing agencies.

D. Processing Requests for Information
These procedures generally apply to requests for information from City departments,
utility customers, the media, researchers, businesses and other members of the public. No
information shall be released unless it meets the criteria for disclosure from Section B
above. Procedures for completing requests will differ depending on the classification of
the record requested, as outlined below. For non-judicial requests, refer to Appendix 1 as
a guide to determine whether the information requested is a public record, confidential or
unclassified.
1. Receiving Requests for Information
a. A request to inspect or obtain a copy of a record may be made orally or in
writing to the department, division or group where the record is kept. The
request must specify an identifiable record. Records may be inspected or
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copied only at City offices.
b. Oral requests shall be recorded by staff on a request log, message pad (i.e.,
with NCR duplicate) or other means to register the request in writing.
c. The date that the request was received shall also be recorded, preferably with
a date-stamping machine.
2. Responding to Requests for Information
a. General
i. All responses to requests from the public shall comply with public records
laws including a response within 10 calendar-days or requested extension
of additional 10 days.
ii. The response may be made orally (and then noted on the request log) or,
preferably, in writing (staff discretion shall be used to determine the best
method of response based on the type and form of the request).
iii. The response shall indicate the City’s contact name and phone number
and whether the request will be completed or not. If the request will not
be completed, the response shall provide the reason for denial. If it will be
completed, the response shall provide the anticipated completion date.
iv. Fees for duplication of records may be assessed (see Section G below);
requestors shall be notified of any applicable charges as part of the
response to their request.
b. Law Enforcement and Judicial Requests
i. The Senior Assistant City Attorney shall be notified of requests related to
subpoenas, court orders, or other judicial matters and shall provide
instructions for receipt and handling.
ii. The department, division or group responsible for managing the requested
records would then comply with the request as directed by the Senior
Assistant City Attorney.
iii. The responsible department’s records custodian (i.e., Administrator) shall
maintain a log of these requests and their completion.
c. Public Records Requests
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i. Requests for public records may be immediately completed and the
information provided to the requestor once any applicable fees are paid.
ii. If the record contains both public and confidential portions (a “mixed”
record1), the confidential portions shall be first deleted before the
remainder of the record can be provided to the requestor.
d. Utility Customer Records Requests
i. Utility customer records shall not be disclosed without proper
identification or authorization.
ii. Specific customer records may be immediately provided once the
requestor has properly identified themselves as the subject customer (i.e.,
account number and/or other personal identification).
iii. Requests from parties other than the customer (third parties) may be
completed only if the customer has provided express, written consent to
disclose their data to that third party or as pursuant to a lawful request
from a law enforcement or judicial agency.
iv. Unauthorized requests for customer records shall be considered a request
for confidential information.
v. Hand routing or mailing are the preferred delivery methods; customer
records shall not be transmitted via fax, electronic mail or Internet except
as expressly permitted by the customer.
e. Confidential or Unclassified Records Requests
i. Requests for records which are classified as confidential or which do not
have a classification shall be in writing. If the original request was made
orally, have the requestor resubmit it in writing. The request should
clearly state the information requested.
ii. All requests for confidential or unclassified information shall be mailed or
hand-routed to the City Attorney.
iii. The City Attorney shall determine whether the request should be denied
or completed.
1

Mixed records should be avoided as much as possible in the ordinary course of business. Ideally, segregation of
public from confidential information should be done when the record or document is first created. This results in less
complicated records management as well as disclosure.
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iv. If the City Attorney determines that the request should be denied, he shall
respond to the requestor directly, citing, as applicable, the unavailability
of the record, the public records law exemption, or the balancing test
criteria used for denial.
v. If the City Attorney advises disclosure, he shall route the request to the
responsible department’s records custodian or their designee to respond to
the request.
vi. The records custodian or designee shall oversee completion of the request
by:
(a) obtaining the record or summary of the data, as appropriate, from the
pertinent division or group and providing the record to the requestor
upon collection of applicable fees; or
(b) delegating the request to the pertinent division or group to obtain the
record, collect applicable fees and provide the record to the requestor.
The responsible staff person shall then inform the records custodian or
designee of the request’s completion.
vii.The records custodian shall maintain a log of these requests along with
the completion date and the name of the staff person responsible for
completing the request. The records custodian then will also ensure that
the disclosable record is added to Appendix 1.
3. Completing Requests for Information
a. Any applicable fees for duplication shall be collected before the information
is provided to the requestor.
b. Release of data shall be on hard copy, although staff retains the discretion to
provide the record through other media if the record is already available in
that format.
c. Staff shall not be required to provide records in an electronic format (e.g., on
floppy disk) nor to create a record that does not exist (i.e., a “customized” set
of data, additional analysis of data) to meet the request for information.
d. Standard postal mail shall be used as the default means for delivering
information to requestors. Upon request, non-customer records may be
released through direct electronic transfer (i.e., via fax, e-mail or Internet).
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Electronic transfers for customer records may be made only if expressly
authorized by the subject customer.
E.

Retaining Requests for Information
1. Retention of requests for information shall conform to department retention
schedules and the City’s records management procedures.
2. The completion date and any pertinent notes shall be recorded on the completed
request (and/or request log) and a copy of the receipt for fees, as applicable, shall
be attached to the request.
3. The completed request shall be filed in a designated folder in the central
administrative files of the respective group.
4. On a periodic basis, the contents of each group’s folders of information requests
shall be routed to the records custodian (Administrator) upon the custodian’s
request for central retention filing or storage, following current records
management procedures.

F.

Customer Notification
1. Except in law enforcement investigations, individual customers shall be notified
if any disclosure of information mandated through the City Attorney, court order
or other lawful edict would specifically identify them.
2. Depending on the volume of customers, notification may consist of a phone call
and/or a written notice to each customer and shall attempt to maximize the time
between notification and expected publication of their data.
3. For Utilities Department records:
a. Customers assigned to the key and major customer representatives from the
Utility Marketing Services group shall be notified by their respective
representatives where feasible.
b. Any other notification shall be directed through the Public Relations
Coordinator and/or the Utility Marketing Services group as appropriate.
4. For Public Works Department records, the Administrator or designee shall be
responsible for notification.

G.

Fees for Duplication of Information
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1. Fees may be assessed for duplicating the requested information. Staff shall refer
to the current Municipal Fee Schedule for the appropriate fees to be charged.
2. If the specific record is not listed in the Municipal Fee Schedule, staff may
charge the default 10 cents per copied page.
3. The requestor shall be notified of the expected total charges as part of the
response to their request.
4. Information may be released to the requestor once payment of any applicable
fees is received; non-payment shall result in withholding of the record until this
payment is received.
5. Staff maintains the discretion to waive fees if the cost of processing payments
could exceed the actual fees collected or if based on other mitigating factors.
H.

Processing Payments for Duplication Fees
1. Staff shall collect any applicable fees from the requestor. Check payments shall
be made to the “City of Palo Alto.”
2. The City’s Revenue Collections receipt form appropriate to the department shall
be used to initiate the payment process. These forms are available through
Revenue Collections and may be completed at the Revenue Collections counter.
3. Staff shall assist the requestor in completing the form and processing the
payment as needed according to the department’s adopted practices.
4. The payment shall be attached to the receipt form and then processed by
Revenue Collections staff.
5. Copies of the receipt form shall be distributed as follows:
a. The top sheet of the form shall be retained by Revenue Collections.
b. A copy shall be provided to the requestor.
c. A copy shall be filed in the respective group’s information request folder and
attached to the request log, as applicable.

I.

Records Management and Security
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Reasonable precautions shall be taken to protect information from unwanted disclosure.
The following are basic internal records management and security measures to be taken:
1. Confidential information shall be distributed only to employees or the City’s
retained contractors or consultants who need that information as part of their role
in conducting utility or City business, following appropriate security and records
management measures.
2. Paper Files
a. Hard-copy memos, files, folders, etc. containing confidential information
shall be clearly labeled “CONFIDENTIAL” (e.g., as a header in the top right
corner of each page).
b. These shall be kept in a locked drawer or cabinet when not in use or during
non-office hours. Ideally, confidential records should be segregated from
other records (e.g., different file drawers); color-coding may be adopted to
more clearly identify these records.
c. These shall not be left out in the open or readily accessible to any passerby
during office hours.
d. Copies shall be made only for internal utility or City use, for the subject
customer or authorized third party. Care should be taken not to leave masters
or copies at the copy machines.
3. Computers & Electronic Files
a. Computers containing confidential information shall be password-protected
at startup. Notify the appropriate information systems technician of any
password creation or changes.
b. Electronic files may be individually password-protected as deemed
appropriate for additional security.
c. Floppy disks, removable hard disks, tape backups and other electronic media
containing confidential information shall be clearly labeled “confidential”
and kept in a locked file drawer or cabinet when not in use or during nonoffice hours.
d. Laptop computers
i. Laptop computers shall be especially protected against theft.
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ii. Staff shall use personal discretion in employing reasonable, necessary
precautions for securing, locked storage, etc. of laptops within the office
and out in the field.
iii. Electronic files containing confidential information should not be stored
on laptop hard drives unless necessary for the work at hand.
4. Routing and Transfers
a. For internal requestors, routing of hard copies and electronic media shall be
conducted by using folders or envelopes labeled “CONFIDENTIAL” to
contain the confidential data. Hand routing shall be used wherever possible.
b. For external requestors, postal mailing of confidential information is the
preferred method.
c. Transmission of confidential information via fax, e-mail, internet or other
means of direct electronic transfer is strongly discouraged as these methods
are not secure means of transmission. Exceptions may be made if the
authorized requestor provides express permission to use one of these
methods.
5. Staff shall refer to the City’s records management manual and the Utilities’
records retention schedules for managing and retaining records, including
confidential information.
J.

Reclassification of Confidential Records
1. Records that were initially labeled confidential may be reclassified as public
upon written approval by the responsible department head or designee under
certain conditions including:
a. The information contained is already available to the public from another
source.
b. The information is so dated as to no longer be considered a commercial or
strategic asset but still has some significance to the public interest.
c. The public’s interest in disclosure outweighs the need for confidentiality,
pursuant to advice from the City Attorney.

Page 9 of 16

POLICY AND PROCEDURES 1-35/UTL
Revised: December 1997
2. Reclassification of confidential records may be addressed at the same time as the
records retention schedules (i.e., on an annual basis) and their
retention/destruction schedule reviewed and adjusted accordingly.
3. Department records custodians shall initiate reclassifications as needed and
Appendix 1 shall be updated and redistributed accordingly.
K. Disposal of Confidential Information
1. Confidential records (including preliminary drafts, previous versions of updated
reports, outdated information) shall be disposed by cross-shredding paper files or
microfiche or reformatting electronic media according to the guidelines in the
records management manual and retention schedules.

NOTE: Questions and/or clarification of this policy should be directed to the Utilities
Department.
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APPENDIX 1
Information Classifications
A.

General Classifications

A matrix of classifications and lists of specific documents are provided in section B. Note
that “customer information” refers to data retained in the utility billing system, other
databases and files that are related to electric, gas, water, wastewater, refuse and storm
drain utility customers of the City of Palo Alto Utilities and Public Works Departments.
1. Public Information
Public information may be disclosed to requestors. Copies of the documents
should be made and sent to the requestor upon payment of any applicable fees.
a. Administrative & Internal Records
These would include completed minutes from or reports to the UAC or City
Council, budget documents, administrative policies and procedures, annual
reports or other documents that have been “officially” published by the
department or the City. This also includes rules and regulations. These
documents do NOT include any draft memos/reports, attorney-client
communications between the City Attorney and staff, and any document that
is designated “confidential.”
b. Summary Data
This would include aggregate utilities statistics (i.e., summaries of sales or
utility program results) or information that is not related to a specific
customer or does not identify an individual customer. Typically, the Utilities’
Fingertip Facts publication or information in the City’s annual reports is
sufficient to cover general inquiries.
c. Engineering Documents
This includes engineering standards and specifications. Geophysical and
block book maps also may be disclosed, although we are not obligated to
provide these in electronic format (i.e., via floppy disk).
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2. Confidential Information
Generally, confidential information should NOT be disclosed except when
authorization is obtained through: (a) a customer’s explicit, written permission to
disclose their data; (b) a lawful request as part of a law enforcement
investigation or judicial mandate; or (c) written advice of the City Attorney.
Other exceptions are detailed below.
a. Administrative & Internal Records
Any record pertaining to specific personnel, including home addresses and
phone numbers, performance appraisals and driver’s licenses or other
identification, is generally confidential. In general, drafts of memoranda,
reports or other internal documents as well as interagency arbitration and
negotiations (“pre-decisional” records) are not considered public information
until they are “officially” published or the decisions have been announced.
Communications between the City Attorney and staff are considered
attorney-client correspondence which is strictly confidential.
b. Customer Names, Addresses & Phone Numbers
Residential customer names, addresses and phone numbers are strictly
confidential. The names, mailing addresses and phone/fax numbers of
business contacts (i.e., facilities managers) are also considered confidential
information. However, exceptions have been made in the past for other City
departments for single-time use of mailing labels generated from the billing
system or other contact databases in order to facilitate City business. City
departments would still need to issue a formal request for this information.
c. Utilities Usage
This data would include histories of utilities usage and costs pertaining to a
specific customer or where the individual customer can be identified. Tabular
reports and graphic summaries are typical formats for assembling this data.
This data is considered proprietary information and confidential and should
not be disclosed except to the subject customer itself or authorized third
party. Other exceptions are made for educational, research or journalistic
purposes where the data is aggregated or otherwise presented so that an
individual customer cannot be implicitly or explicitly identified in the data
(summary data).
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d. Marketing & Demand-Side Management Services & Programs
This pertains to energy efficiency, rebate and other services or programs
provided to utility customers. While summary program statistics may be
disclosed, individual customer participation data may not, except to the
subject customer or authorized party. Confidential program information
includes the type of equipment installed, energy savings or rebates received,
financing, or loan data on a customer-by-customer basis. Detailed strategic
and marketing plans (related to specific customers or customer segments) are
considered confidential, although summary information on goals and
objectives may be presented as public information, i.e., in reports to UAC
and Council.
e. Consultant Studies/Reports
Consultants provide a wide range of paid services to the City including
market and operational research (i.e., customer-specific energy or power
quality audits, attitudinal surveys, cost-of-service study). In general, the
detailed data contained in these studies or reports is considered proprietary
and confidential. However, non-customer-specific, summary information
may be provided as public record, i.e., in UAC or Council reports on the
results of these studies.
f. Information Received in Confidence
Information received in confidence from any person is not to be disclosed.
This includes oral and/or written communications received under a request
for confidentiality.
3. “Grey Areas”
Of course, all information cannot be easily classified. In particular, the line
between the City’s operational domain over public assets and customer sites
(i.e., before and beyond the meter) doesn’t readily define what is public
versus confidential information. New state legislation and/or City policies
could help to provide some of this definition.
Until legislation or policies provide some clarification, staff discretion needs
to be applied before any decision to disclose any “gray area” information.
This judgment needs to weigh the public’s interest in disclosure versus the
public’s interest in non-disclosure (including any invasion of customer
privacy and proprietary concerns). For example, this assessment could weigh
one’s “right-to-know” versus the Palo Alto resident-owners’ interests in a
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competitively and financially healthy utility. The City Attorney would
provide assistance in these areas.
a. Operational Statistics
Some of the Utilities Department’s summary operational statistics have
already been published in Fingertip Facts (i.e., peak loads, total energy sales,
miles of distribution lines/mains) as well as in reports to the UAC and
Council. Other, more detailed utility data could be considered proprietary and
confidential, i.e., if they could cause the utility competitive or financial harm
(“trade secrets”) or if they pertained to a specific part of customer service
where the customer’s operational practices or vulnerabilities (and potentially
their own proprietary data) could be exposed.
b. Other gray areas
i. Internal working files related to projects
ii. Studies/detailed reports of utilities systems and operations, including
customer- or site-specific outages and leaks
iii. Customer- or site-specific emergency plans.
B. Information Classifications Matrix
The following records have been classified as “public” or “confidential.” Any record not
in this list (i.e., unclassified or “gray area” information) should be referred for an opinion
by the City Attorney as to which category is appropriate. That record should then be
added to this list as soon after the ruling has been made by the responsible department’s
records custodian or designee. Updated copies of this Appendix will be distributed on a
periodic basis as needed.
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GENERAL DESCRIPTION

PUBLIC

CONFIDENTIAL

Administrative or Internal Documents
Memos, Reports,
Correspondence, Publications

Completed or published
documents, i.e.,
• minutes of UAC meetings
• staff reports to UAC/Council
• budget documents
• City’s annual reports
• Utilities Rules & Regulations
• Other non-confidential
documents related to City
business

Preliminary drafts of documents

Interagency negotiations, arbitration and other “pre-decisional”
records
Any memo, report or correspondence labeled “confidential”
Attorney-client communications
(i.e., correspondence between the
City Attorney and City staff)

Contracts

Personnel

Contracts
provisions

with

no

confidential

Contracts with confidential provisions
excluded
Employment
verification
(route
inquiry to Human Resources

Confidential
provisions
in
contracts, i.e., utility commodity
supply
and
transmission
agreements between the City and
customers or suppliers
Employees’ personal info, i.e.:
• home address
• home phone number
• driver’s license number
Performance appraisals

Utility Billing System
Account Information:
--Residential
-- Commercial/Industrial
Utilities Usage

Other Billing System Data

Business address, general mailing
address, general phone and fax
numbers
Summary of aggregate customer
information, i.e., sales or revenues by
customer class, where individual
customers cannot be implicitly or
explicitly identified in the date and
where the summary record already
exists

Name, address, phone/fax numbers
Account or meter numbers
Individual contact’s name, mailing
address, phone/fax numbers
Account or meter numbers
Customer-specific data including:
• number of metered facilities
• demand
• usage
• revenue
• taxes
• discounts (incl. rate assistance)
• meter readings
• load factor
• load profiles
• service voltage
• ancillary services
• rate schedule
• supply contract terms
Customer credit rating and
payment history
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Utility DSM & Marketing Programs
Participation Data

Summary program evaluation results,
i.e., number of participants, total
items installed, total costs and total
rebates, or total loans or financing

Marketing Plans

General goals and objectives of
marketing plans for DSM and
marketing services

Customer-specific preparation data
including:
• equipment installed
• rebate received
• utilities savings
• financing/loans received and
payment history
• donations made or received
(i.e., to assist low-income
residents with bills)
Promotional strategies for retaining
customers; customer-specific goals
and objectives

Computer Information Systems
Source codes of computer systems;
passwords
Inputs/outputs of computer data
models
System backups
Databases or data warehouses

Utility Operations
Engineering Documents:
Utility Costs:
Avoided/Marginal

Engineering standards and specs.
Summary information on utility’s
avoided costs

-- Inputs to Rate Design

Summary pricing data for determining
rates or tariffs

--Commodity Purchases

Summary cost data for purchasing
commodities

--Stranded Costs
Forecasts

Summary data on stranded costs
Summary information on forecasts
related to commodity acquisitions or
sales

Specific data inputs including:
• breakdowns of avoided / margInal costs for energy / capacity
• inputs to avoided and marginal
costs calculations
• avoided and marginal costs for
individual customers or third
parties
Detailed marginal cost and pricing
data for determining rates or tariffs
(i.e., cost-of-service studies)
Purchase costs and/or adjustments
from
individual
wholesale
suppliers or transactions
Stranded costs of individual assets
Detailed forecasts/ projections for:
• customer loads
• customer commodity usage
• rates
• market potential of products,
services, technologies

Other
Summary results of consultant
studies/reports

Detailed information from
consultant studies/reports
Any other information obtained in
confidence from any person,
business or agency
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Introduction and PCI Data Security Standard Overview
The Payment Card Industry Data Security Standard (PCI DSS) was developed to encourage and enhance cardholder data security and facilitate
the broad adoption of consistent data security measures globally. PCI DSS provides a baseline of technical and operational requirements
designed to protect account data. PCI DSS applies to all entities involved in payment card processing—including merchants, processors,
acquirers, issuers, and service providers. PCI DSS also applies to all other entities that store, process or transmit cardholder data (CHD) and/or
sensitive authentication data (SAD). Below is a high-level overview of the 12 PCI DSS requirements.

PCI Data Security Standard – High Level Overview
Build and Maintain a Secure
Network and Systems
Protect Cardholder Data
Maintain a Vulnerability
Management Program
Implement Strong Access
Control Measures

1.
2.

Install and maintain a firewall configuration to protect cardholder data
Do not use vendor-supplied defaults for system passwords and other
security parameters

3.
4.

Protect stored cardholder data
Encrypt transmission of cardholder data across open, public networks

5.
6.

Protect all systems against malware and regularly update anti-virus
software or programs
Develop and maintain secure systems and applications

7.
8.
9.

Restrict access to cardholder data by business need to know
Identify and authenticate access to system components
Restrict physical access to cardholder data

Regularly Monitor and Test
Networks

10.
11.

Track and monitor all access to network resources and cardholder data
Regularly test security systems and processes

Maintain an Information
Security Policy

12.

Maintain a policy that addresses information security for all personnel

This document, PCI Data Security Standard Requirements and Security Assessment Procedures, combines the 12 PCI DSS requirements and
corresponding testing procedures into a security assessment tool. It is designed for use during PCI DSS compliance assessments as part of an
entity’s validation process. The following sections provide detailed guidelines and best practices to assist entities prepare for, conduct, and report
the results of a PCI DSS assessment. The PCI DSS Requirements and Testing Procedures begin on page 15.
PCI DSS comprises a minimum set of requirements for protecting account data, and may be enhanced by additional controls and practices to
further mitigate risks, as well as local, regional and sector laws and regulations. Additionally, legislation or regulatory requirements may require
specific protection of personal information or other data elements (for example, cardholder name). PCI DSS does not supersede local or regional
laws, government regulations, or other legal requirements.
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PCI DSS Resources
The PCI Security Standards Council (PCI SSC) website (www.pcisecuritystandards.org) contains a number of additional resources to assist
organizations with their PCI DSS assessments and validations, including:


Document Library, including:
o

PCI DSS – Summary of Changes from PCI DSS version 2.0 to 3.0

o

PCI DSS Quick Reference Guide

o

PCI DSS and PA-DSS Glossary of Terms, Abbreviations, and Acronyms

o

Information Supplements and Guidelines

o

Prioritized Approach for PCI DSS

o

Report on Compliance (ROC) Reporting Template and Reporting Instructions

o

Self-assessment Questionnaires (SAQs) and SAQ Instructions and Guidelines

o

Attestations of Compliance (AOCs)



Frequently Asked Questions (FAQs)



PCI for Small Merchants website



PCI training courses and informational webinars



List of Qualified Security Assessors (QSAs) and Approved Scanning Vendors (ASVs)



List of PTS approved devices and PA-DSS validated payment applications

Note: Information Supplements
complement the PCI DSS and identify
additional considerations and
recommendations for meeting PCI DSS
requirements—they do not supersede,
replace or extend the PCI DSS or any of its
requirements.

Please refer to www.pcisecuritystandards.org for information about these and other resources.

Payment Card Industry (PCI) Data Security Standard, v3.1
© 2006-2015 PCI Security Standards Council, LLC. All Rights Reserved.

Page 6
April 2015

PCI DSS Applicability Information
PCI DSS applies to all entities involved in payment card processing—including merchants, processors, acquirers, issuers, and service providers.
PCI DSS also applies to all other entities that store, process, or transmit cardholder data and/or sensitive authentication data.
Cardholder data and sensitive authentication data are defined as follows:

Account Data
Cardholder Data includes:


Primary Account Number (PAN)



Cardholder Name




Sensitive Authentication Data includes:


Full track data (magnetic-stripe data or
equivalent on a chip)

Expiration Date



CAV2/CVC2/CVV2/CID

Service Code



PINs/PIN blocks

The primary account number is the defining factor for cardholder data. If cardholder name, service code, and/or expiration date are
stored, processed or transmitted with the PAN, or are otherwise present in the cardholder data environment, they must be protected in
accordance with applicable PCI DSS requirements.
PCI DSS requirements apply to organizations where account data (cardholder data and/or sensitive authentication data) is stored, processed or
transmitted. Some PCI DSS requirements may also be applicable to organizations that have outsourced their payment operations or
1
management of their CDE . Additionally, organizations that outsource their CDE or payment operations to third parties are responsible for
ensuring that the account data is protected by the third party per the applicable PCI DSS requirements.
The table on the following page illustrates commonly used elements of cardholder and sensitive authentication data, whether storage of each
data element is permitted or prohibited, and whether each data element must be protected. This table is not exhaustive, but is presented to
illustrate the different types of requirements that apply to each data element.

1

In accordance with individual payment brand compliance programs
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Account Data

Cardholder
Data

Data Element

Storage
Permitted

Render Stored Data Unreadable per
Requirement 3.4

Primary Account Number (PAN)

Yes

Yes

Cardholder Name

Yes

No

Service Code

Yes

No

Expiration Date

Yes

No

No

Cannot store per Requirement 3.2

No

Cannot store per Requirement 3.2

No

Cannot store per Requirement 3.2

3

Sensitive
Authentication
2
Data

Full Track Data

CAV2/CVC2/CVV2/CID
PIN/PIN Block

4

5

PCI DSS Requirements 3.3 and 3.4 apply only to PAN. If PAN is stored with other elements of cardholder data, only the PAN must be rendered
unreadable according to PCI DSS Requirement 3.4.
Sensitive authentication data must not be stored after authorization, even if encrypted. This applies even where there is no PAN in the
environment. Organizations should contact their acquirer or the individual payment brands directly to understand whether SAD is permitted to be
stored prior to authorization, for how long, and any related usage and protection requirements.

2
3
4
5

Sensitive authentication data must not be stored after authorization (even if encrypted).
Full track data from the magnetic stripe, equivalent data on the chip, or elsewhere
The three- or four-digit value printed on the front or back of a payment card
Personal identification number entered by cardholder during a card-present transaction, and/or encrypted PIN block present within the transaction message
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Relationship between PCI DSS and PA-DSS
Applicability of PCI DSS to PA-DSS Applications
Use of a Payment Application Data Security Standard (PA-DSS) compliant application by itself does not make an entity PCI DSS compliant, since
that application must be implemented into a PCI DSS compliant environment and according to the PA-DSS Implementation Guide provided by the
payment application vendor.
All applications that store, process, or transmit cardholder data are in scope for an entity’s PCI DSS assessment, including applications that have
been validated to PA-DSS. The PCI DSS assessment should verify the PA-DSS validated payment application is properly configured and securely
implemented per PCI DSS requirements. If the payment application has undergone any customization, a more in-depth review will be required
during the PCI DSS assessment, as the application may no longer be representative of the version that was validated to PA-DSS.
The PA-DSS requirements are derived from the PCI DSS Requirements and Security Assessment Procedures (defined in this document). The
PA-DSS details the requirements a payment application must meet in order to facilitate a customer’s PCI DSS compliance.
Secure payment applications, when implemented in a PCI DSS-compliant environment, will minimize the potential for security breaches leading to
compromises of PAN, full track data, card verification codes and values (CAV2, CID, CVC2, CVV2), and PINs and PIN blocks, along with the
damaging fraud resulting from these breaches.
To determine whether PA-DSS applies to a given payment application, please refer to the PA-DSS Program Guide, which can be found at
www.pcisecuritystandards.org.

Applicability of PCI DSS to Payment Application Vendors
PCI DSS may apply to payment application vendors if the vendor stores, processes, or transmits cardholder data, or has access to their
customers’ cardholder data (for example, in the role of a service provider).
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Scope of PCI DSS Requirements
The PCI DSS security requirements apply to all system components included in or connected to the cardholder data environment. The cardholder
data environment (CDE) is comprised of people, processes and technologies that store, process , or transmit cardholder data or sensitive
authentication data. “System components” include network devices, servers, computing devices, and applications. Examples of system
components include but are not limited to the following:


Systems that provide security services (for example, authentication servers), facilitate segmentation (for example, internal firewalls), or
may impact the security of (for example, name resolution or web redirection servers) the CDE.



Virtualization components such as virtual machines, virtual switches/routers, virtual appliances, virtual applications/desktops, and
hypervisors.



Network components including but not limited to firewalls, switches, routers, wireless access points, network appliances, and other
security appliances.



Server types including but not limited to web, application, database, authentication, mail, proxy, Network Time Protocol (NTP), and
Domain Name System (DNS).



Applications including all purchased and custom applications, including internal and external (for example, Internet) applications.



Any other component or device located within or connected to the CDE.

The first step of a PCI DSS assessment is to accurately determine the scope of the review. At least annually and prior to the annual assessment,
the assessed entity should confirm the accuracy of their PCI DSS scope by identifying all locations and flows of cardholder data, and identify all
systems that are connected to or, if compromised, could impact the CDE (for example, authentication servers) to ensure they are included in the
PCI DSS scope.
To confirm the accuracy of the defined CDE, perform the following:


The assessed entity identifies and documents the existence of all cardholder data in their environment, to verify that no cardholder data
exists outside of the currently defined CDE.



Once all locations of cardholder data are identified and documented, the entity uses the results to verify that PCI DSS scope is appropriate
(for example, the results may be a diagram or an inventory of cardholder data locations).



The entity considers any cardholder data found to be in scope of the PCI DSS assessment and part of the CDE. If the entity identifies data
that is not currently included in the CDE, such data should be securely deleted, migrated into the currently defined CDE, or the CDE
redefined to include this data.

The entity retains documentation that shows how PCI DSS scope was determined. The documentation is retained for assessor review and/or for
reference during the next annual PCI DSS scope confirmation activity.
For each PCI DSS assessment, the assessor is required to validate that the scope of the assessment is accurately defined and documented.
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Network Segmentation
Network segmentation of, or isolating (segmenting), the cardholder data environment from the remainder of an entity’s network is not a PCI DSS
requirement. However, it is strongly recommended as a method that may reduce:


The scope of the PCI DSS assessment



The cost of the PCI DSS assessment



The cost and difficulty of implementing and maintaining PCI DSS controls



The risk to an organization (reduced by consolidating cardholder data into fewer, more controlled locations)

Without adequate network segmentation (sometimes called a "flat network") the entire network is in scope of the PCI DSS assessment. Network
segmentation can be achieved through a number of physical or logical means, such as properly configured internal network firewalls, routers with
strong access control lists, or other technologies that restrict access to a particular segment of a network. To be considered out of scope for PCI
DSS, a system component must be properly isolated (segmented) from the CDE, such that even if the out-of-scope system component was
compromised it could not impact the security of the CDE.
An important prerequisite to reduce the scope of the cardholder data environment is a clear understanding of business needs and processes
related to the storage, processing or transmission of cardholder data. Restricting cardholder data to as few locations as possible by elimination of
unnecessary data, and consolidation of necessary data, may require reengineering of long-standing business practices.
Documenting cardholder data flows via a dataflow diagram helps fully understand all cardholder data flows and ensures that any network
segmentation is effective at isolating the cardholder data environment.
If network segmentation is in place and being used to reduce the scope of the PCI DSS assessment, the assessor must verify that the
segmentation is adequate to reduce the scope of the assessment. At a high level, adequate network segmentation isolates systems that store,
process, or transmit cardholder data from those that do not. However, the adequacy of a specific implementation of network segmentation is highly
variable and dependent upon a number of factors, such as a given network's configuration, the technologies deployed, and other controls that may
be implemented.
Appendix D: Segmentation and Sampling of Business Facilities/System Components provides more information on the effect of network
segmentation and sampling on the scope of a PCI DSS assessment.

Wireless
If wireless technology is used to store, process, or transmit cardholder data (for example, point-of-sale transactions, “line-busting”), or if a wireless
local area network (WLAN) is part of, or connected to the cardholder data environment, the PCI DSS requirements and testing procedures for
wireless environments apply and must be performed (for example, Requirements 1.2.3, 2.1.1, and 4.1.1). Before wireless technology is
implemented, an entity should carefully evaluate the need for the technology against the risk. Consider deploying wireless technology only for nonsensitive data transmission.
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Use of Third-Party Service Providers / Outsourcing
A service provider or merchant may use a third-party service provider to store, process, or transmit cardholder data on their behalf, or to manage
components such as routers, firewalls, databases, physical security, and/or servers. If so, there may be an impact on the security of the cardholder
data environment.
Parties should clearly identify the services and system components which are included in the scope of the service provider’s PCI DSS
assessment, the specific PCI DSS requirements covered by the service provider, and any requirements which are the responsibility of the service
provider’s customers to include in their own PCI DSS reviews. For example, a managed hosting provider should clearly define which of their IP
addresses are scanned as part of their quarterly vulnerability scan process and which IP addresses are their customer’s responsibility to include in
their own quarterly scans.
Service providers are responsible for demonstrating their PCI DSS compliance, and may be required to do so by the payment brands. Service
providers should contact their acquirer and/or payment brand to determine the appropriate compliance validation.
There are two options for third-party service providers to validate compliance:
1) Annual assessment: Service providers can undergo an annual PCI DSS assessment(s) on their own and provide evidence to their
customers to demonstrate their compliance; or
2) Multiple, on-demand assessments: If they do not undergo their own annual PCI DSS assessments, service providers must undergo
assessments upon request of their customers and/or participate in each of their customer’s PCI DSS reviews, with the results of each
review provided to the respective customer(s)
If the third party undergoes their own PCI DSS assessment, they should provide sufficient evidence to their customers to verify that the scope of
the service provider’s PCI DSS assessment covered the services applicable to the customer and that the relevant PCI DSS requirements were
examined and determined to be in place. The specific type of evidence provided by the service provider to their customers will depend on the
agreements/contracts in place between those parties. For example, providing the AOC and/or relevant sections of the service provider’s ROC
(redacted to protect any confidential information) could help provide all or some of the information.
Additionally, merchants and service providers must manage and monitor the PCI DSS compliance of all associated third-party service providers
with access to cardholder data. Refer to Requirement 12.8 in this document for details.
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Best Practices for Implementing PCI DSS into Business-as-Usual Processes
To ensure security controls continue to be properly implemented, PCI DSS should be implemented into business-as-usual (BAU) activities as part
of an entity’s overall security strategy. This enables an entity to monitor the effectiveness of their security controls on an ongoing basis, and
maintain their PCI DSS compliant environment in between PCI DSS assessments. Examples of how to incorporate PCI DSS into BAU activities
include but are not limited to:
1. Monitoring of security controls—such as firewalls, intrusion-detection systems/intrusion-prevention systems (IDS/IPS), file-integrity
monitoring (FIM), anti-virus, access controls, etc.—to ensure they are operating effectively and as intended.
2. Ensuring that all failures in security controls are detected and responded to in a timely manner. Processes to respond to security control
failures should include:


Restoring the security control



Identifying the cause of failure



Identifying and addressing any security issues that arose during the failure of the security control



Implementing mitigation (such as process or technical controls) to prevent the cause of the failure recurring



Resuming monitoring of the security control, perhaps with enhanced monitoring for a period of time, to verify the control is operating
effectively

3. Reviewing changes to the environment (for example, addition of new systems, changes in system or network configurations) prior to
completion of the change, and perform the following:


Determine the potential impact to PCI DSS scope (for example, a new firewall rule that permits connectivity between a system in the
CDE and another system could bring additional systems or networks into scope for PCI DSS).



Identify PCI DSS requirements applicable to systems and networks affected by the changes (for example, if a new system is in scope
for PCI DSS, it would need to be configured per system configuration standards, including FIM, AV, patches, audit logging, etc., and
would need to be added to the quarterly vulnerability scan schedule).



Update PCI DSS scope and implement security controls as appropriate.

4. Changes to organizational structure (for example, a company merger or acquisition) resulting in formal review of the impact to PCI DSS
scope and requirements.
5. Performing periodic reviews and communications to confirm that PCI DSS requirements continue to be in place and personnel are following
secure processes. These periodic reviews should cover all facilities and locations, including retail outlets, data centers, etc., and include
reviewing system components (or samples of system components), to verify that PCI DSS requirements continue to be in place—for
example, configuration standards have been applied, patches and AV are up to date, audit logs are being reviewed, and so on. The
frequency of periodic reviews should be determined by the entity as appropriate for the size and complexity of their environment.
These reviews can also be used to verify that appropriate evidence is being maintained—for example, audit logs, vulnerability scan reports,
firewall reviews, etc.—to assist the entity’s preparation for their next compliance assessment.
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6. Reviewing hardware and software technologies at least annually to confirm that they continue to be supported by the vendor and can meet
the entity’s security requirements, including PCI DSS. If it is discovered that technologies are no longer supported by the vendor or cannot
meet the entity’s security needs, the entity should prepare a remediation plan, up to and including replacement of the technology, as
necessary.
In addition to the above practices, organizations may also wish to consider implementing separation of duties for their security functions so that
security and/or audit functions are separated from operational functions. In environments where one individual performs multiple roles (for
example, administration and security operations), duties may be assigned such that no single individual has end-to-end control of a process
without an independent checkpoint. For example, responsibility for configuration and responsibility for approving changes could be assigned to
separate individuals.

Note: These best practices for implementing PCI DSS into business-as-usual processes are provided as
recommendations and guidance only, and they do not replace or extend any PCI DSS requirement.
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For Assessors: Sampling of Business Facilities/System Components
Sampling is an option for assessors to facilitate the assessment process where there are large numbers of business facilities and/or system
components.
While it is acceptable for an assessor to sample business facilities/system components as part of their review of an entity’s PCI DSS compliance, it
is not acceptable for an entity to apply PCI DSS requirements to only a sample of their environment (for example, requirements for quarterly
vulnerability scans apply to all system components). Similarly, it is not acceptable for an assessor to only review a sample of PCI DSS
requirements for compliance.
After considering the overall scope and complexity of the environment being assessed, the assessor may independently select representative
samples of business facilities/system components in order to assess the entity’s compliance with PCI DSS requirements. These samples must be
defined first for business facilities and then for system components within each selected business facility. Samples must be a representative
selection of all of the types and locations of business facilities, as well as all of the types of system components within selected business facilities.
Samples must be sufficiently large to provide the assessor with assurance that controls are implemented as expected.
Examples of business facilities include but are not limited to: corporate offices, stores, franchise locations, processing facilities, data centers, and
other facility types in different locations. Sampling should include system components within each selected business facility. For example, for each
business facility selected, include a variety of operating systems, functions, and applications that are applicable to the area under review.
As an example, the assessor may define a sample at a business facility to include Sun servers running Apache, Windows servers running Oracle,
mainframe systems running legacy card processing applications, data-transfer servers running HP-UX, and Linux Servers running MySQL. If all
applications run from a single version of an OS (for example, Windows 7 or Solaris 10), the sample should still include a variety of applications (for
example, database servers, web servers, data-transfer servers).
When independently selecting samples of business facilities/system components, assessors should consider the following:


If there are standardized, centralized PCI DSS security and operational processes and controls in place that ensure consistency and that
each business facility/system component must follow, the sample can be smaller than if there are no standard processes/controls in place.
The sample must be large enough to provide the assessor with reasonable assurance that all business facilities/system components are
configured per the standard processes. The assessor must verify that the standardized, centralized controls are implemented and working
effectively.



If there is more than one type of standard security and/or operational process in place (for example, for different types of business
facilities/system components), the sample must be large enough to include business facilities/system components secured with each type
of process.



If there are no standard PCI DSS processes/controls in place and each business facility/system component is managed through nonstandard processes, the sample must be larger for the assessor to be assured that each business facility/system component has
implemented PCI DSS requirements appropriately.
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Samples of system components must include every type and combination that is in use. For example, where applications are sampled, the
sample must include all versions and platforms for each type of application.

For each instance where sampling is used, the assessor must:


Document the rationale behind the sampling technique and sample size,



Document and validate the standardized PCI DSS processes and controls used to determine sample
size, and



Explain how the sample is appropriate and representative of the overall population.

Please also refer to:
Appendix D: Segmentation
and Sampling of Business
Facilities/System
Components.

Assessors must revalidate the sampling rationale for each assessment. If sampling is to be used, different samples of business facilities and
system components must be selected for each assessment.

Compensating Controls
On an annual basis, any compensating controls must be documented, reviewed and validated by the assessor and included with the Report on
Compliance submission, per Appendix B: Compensating Controls and Appendix C: Compensating Controls Worksheet.
For each and every compensating control, the Compensating Controls Worksheet (Appendix C) must be completed. Additionally, compensating
control results should be documented in the ROC in the corresponding PCI DSS requirement section.
See the above-mentioned Appendices B and C for more details on “compensating controls.”

Payment Card Industry (PCI) Data Security Standard, v3.1
© 2006-2015 PCI Security Standards Council, LLC. All Rights Reserved.

Page 16
April 2015

Instructions and Content for Report on Compliance
Instructions and content for the Report on Compliance (ROC) are now provided in the PCI DSS ROC Reporting Template.
The PCI DSS ROC Reporting Template must be used as the template for creating the Report on Compliance. The assessed entity should follow
each payment brand’s respective reporting requirements to ensure each payment brand acknowledges the entity’s compliance status. Contact
each payment brand or the acquirer to determine reporting requirements and instructions.

PCI DSS Assessment Process
1. Confirm the scope of the PCI DSS assessment.
2. Perform the PCI DSS assessment of the environment, following the testing procedures for each requirement.
3. Complete the applicable report for the assessment (i.e., Self-Assessment Questionnaire (SAQ) or Report on Compliance (ROC)),
including documentation of all compensating controls, according to the applicable PCI guidance and instructions.
4. Complete the Attestation of Compliance for Service Providers or Merchants, as applicable, in its entirety. Attestations of Compliance are
available on the PCI SSC website.
5. Submit the SAQ or ROC, and the Attestation of Compliance, along with any other requested documentation—such as ASV scan reports—
to the acquirer (for merchants) or to the payment brand or other requester (for service providers).
6. If required, perform remediation to address requirements that are not in place, and provide an updated report.
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Detailed PCI DSS Requirements and Security Assessment Procedures
The following defines the column headings for the PCI DSS Requirements and Security Assessment Procedures:


PCI DSS Requirements – This column defines the Data Security Standard requirements; PCI DSS compliance is validated against these
requirements.



Testing Procedures – This column shows processes to be followed by the assessor to validate that PCI DSS requirements have been
met and are “in place.”



Guidance – This column describes the intent or security objective behind each of the PCI DSS requirements. This column contains
guidance only, and is intended to assist understanding of the intent of each requirement. The guidance in this column does not replace or
extend the PCI DSS Requirements and Testing Procedures.

Note: PCI DSS requirements are not considered to be in place if controls are not yet implemented or are scheduled to be completed at a future
date. After any open or not-in-place items are addressed by the entity, the assessor will then reassess to validate that the remediation is
completed and that all requirements are satisfied.
Please refer to the following resources (available on the PCI SSC website) to document the PCI DSS assessment:
 For instructions on completing reports on compliance (ROC), refer to the PCI DSS ROC Reporting Template.


For instructions on completing self-assessment questionnaires (SAQ), refer to the PCI DSS SAQ Instructions and Guidelines.



For instructions on submitting PCI DSS compliance validation reports, refer to the PCI DSS Attestations of Compliance.
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Build and Maintain a Secure Network and Systems
Requirement 1: Install and maintain a firewall configuration to protect cardholder data
Firewalls are devices that control computer traffic allowed between an entity’s networks (internal) and untrusted networks (external), as well as
traffic into and out of more sensitive areas within an entity’s internal trusted networks. The cardholder data environment is an example of a more
sensitive area within an entity’s trusted network.
A firewall examines all network traffic and blocks those transmissions that do not meet the specified security criteria.
All systems must be protected from unauthorized access from untrusted networks, whether entering the system via the Internet as e-commerce,
employee Internet access through desktop browsers, employee e-mail access, dedicated connections such as business-to-business connections,
via wireless networks, or via other sources. Often, seemingly insignificant paths to and from untrusted networks can provide unprotected pathways
into key systems. Firewalls are a key protection mechanism for any computer network.
Other system components may provide firewall functionality, as long as they meet the minimum requirements for firewalls as defined in
Requirement 1. Where other system components are used within the cardholder data environment to provide firewall functionality, these devices
must be included within the scope and assessment of Requirement 1.
PCI DSS Requirements
1.1 Establish and implement firewall and
router configuration standards that
include the following:

Testing Procedures
1.1 Inspect the firewall and router configuration standards and
other documentation specified below and verify that standards
are complete and implemented as follows:

Guidance
Firewalls and routers are key components of the
architecture that controls entry to and exit from the
network. These devices are software or hardware
devices that block unwanted access and manage
authorized access into and out of the network.
Configuration standards and procedures will help
to ensure that the organization’s first line of
defense in the protection of its data remains
strong.

1.1.1 A formal process for approving
and testing all network connections
and changes to the firewall and router
configurations

1.1.1.a Examine documented procedures to verify there is a
formal process for testing and approval of all:
 Network connections and
 Changes to firewall and router configurations
1.1.1.b For a sample of network connections, interview
responsible personnel and examine records to verify that
network connections were approved and tested.
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approving and testing all connections and
changes to the firewalls and routers will help
prevent security problems caused by
misconfiguration of the network, router, or firewall.
Without formal approval and testing of changes,
records of the changes might not be updated,
which could lead to inconsistencies between
network documentation and the actual
configuration.
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PCI DSS Requirements

Testing Procedures

Guidance

1.1.1.c Identify a sample of actual changes made to firewall
and router configurations, compare to the change records, and
interview responsible personnel to verify the changes were
approved and tested.
1.1.2 Current network diagram that
identifies all connections between the
cardholder data environment and other
networks, including any wireless
networks

1.1.2.a Examine diagram(s) and observe network
configurations to verify that a current network diagram exists
and that it documents all connections to cardholder data,
including any wireless networks.

1.1.3 Current diagram that shows all
cardholder data flows across systems
and networks

1.1.3 Examine data-flow diagram and interview personnel to
verify the diagram:

1.1.2.b Interview responsible personnel to verify that the
diagram is kept current.

 Shows all cardholder data flows across systems and
networks.
 Is kept current and updated as needed upon changes to
the environment.

1.1.4 Requirements for a firewall at
each Internet connection and between
any demilitarized zone (DMZ) and the
internal network zone

1.1.4.a Examine the firewall configuration standards and verify
that they include requirements for a firewall at each Internet
connection and between any DMZ and the internal network
zone.
1.1.4.b Verify that the current network diagram is consistent
with the firewall configuration standards.

Network diagrams describe how networks are
configured, and identify the location of all network
devices.
Without current network diagrams, devices could
be overlooked and be unknowingly left out of the
security controls implemented for PCI DSS and
thus be vulnerable to compromise.
Cardholder data-flow diagrams identify the
location of all cardholder data that is stored,
processed, or transmitted within the network.
Network and cardholder data-flow diagrams help
an organization to understand and keep track of
the scope of their environment, by showing how
cardholder data flows across networks and
between individual systems and devices.
Using a firewall on every Internet connection
coming into (and out of) the network, and between
any DMZ and the internal network, allows the
organization to monitor and control access and
minimizes the chances of a malicious individual
obtaining access to the internal network via an
unprotected connection.

1.1.4.c Observe network configurations to verify that a firewall
is in place at each Internet connection and between any
demilitarized zone (DMZ) and the internal network zone, per
the documented configuration standards and network
diagrams.
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PCI DSS Requirements

Testing Procedures

Guidance

1.1.5 Description of groups, roles, and
responsibilities for management of
network components

1.1.5.a Verify that firewall and router configuration standards
include a description of groups, roles, and responsibilities for
management of network components.

This description of roles and assignment of
responsibilities ensures that personnel are aware
of who is responsible for the security of all
network components, and that those assigned to
manage components are aware of their
responsibilities. If roles and responsibilities are not
formally assigned, devices could be left
unmanaged.

1.1.5.b Interview personnel responsible for management of
network components to confirm that roles and responsibilities
are assigned as documented.

1.1.6 Documentation and business
justification for use of all services,
protocols, and ports allowed, including
documentation of security features
implemented for those protocols
considered to be insecure.

1.1.6.a Verify that firewall and router configuration standards
include a documented list of all services, protocols and ports,
including business justification for each—for example,
hypertext transfer protocol (HTTP) and Secure Sockets Layer
(SSL), Secure Shell (SSH), and Virtual Private Network (VPN)
protocols.

Examples of insecure services,
protocols, or ports include but are not
limited to FTP, Telnet, POP3, IMAP,
and SNMP v1 and v2.

1.1.6.b Identify insecure services, protocols, and ports
allowed; and verify that security features are documented for
each service.
1.1.6.c Examine firewall and router configurations to verify that
the documented security features are implemented for each
insecure service, protocol, and port.
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Compromises often happen due to unused or
insecure service and ports, since these often have
known vulnerabilities and many organizations
don’t patch vulnerabilities for the services,
protocols, and ports they don't use (even though
the vulnerabilities are still present). By clearly
defining and documenting the services, protocols,
and ports that are necessary for business,
organizations can ensure that all other services,
protocols, and ports are disabled or removed.
If insecure services, protocols, or ports are
necessary for business, the risk posed by use of
these protocols should be clearly understood and
accepted by the organization, the use of the
protocol should be justified, and the security
features that allow these protocols to be used
securely should be documented and
implemented. If these insecure services,
protocols, or ports are not necessary for business,
they should be disabled or removed.
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Testing Procedures

1.1.7 Requirement to review firewall
and router rule sets at least every six
months

1.1.7.a Verify that firewall and router configuration standards
require review of firewall and router rule sets at least every six
months.
1.1.7.b Examine documentation relating to rule set reviews
and interview responsible personnel to verify that the rule sets
are reviewed at least every six months.

1.2 Build firewall and router
configurations that restrict connections
between untrusted networks and any
system components in the cardholder
data environment.

1.2 Examine firewall and router configurations and perform the
following to verify that connections are restricted between
untrusted networks and system components in the cardholder
data environment:

Note: An “untrusted network” is any
network that is external to the networks
belonging to the entity under review,
and/or which is out of the entity's ability
to control or manage.
1.2.1 Restrict inbound and outbound
traffic to that which is necessary for the
cardholder data environment, and
specifically deny all other traffic.

Guidance
This review gives the organization an opportunity
at least every six months to clean up any
unneeded, outdated, or incorrect rules, and
ensure that all rule sets allow only authorized
services and ports that match the documented
business justifications.
Organizations with a high volume of changes to
firewall and router rule sets may wish to consider
performing reviews more frequently, to ensure
that the rule sets continue to meet the needs of
the business.
It is essential to install network protection between
the internal, trusted network and any untrusted
network that is external and/or out of the entity’s
ability to control or manage. Failure to implement
this measure correctly results in the entity being
vulnerable to unauthorized access by malicious
individuals or software.
For firewall functionality to be effective, it must be
properly configured to control and/or limit traffic
into and out of the entity’s network.

1.2.1.a Examine firewall and router configuration standards to
verify that they identify inbound and outbound traffic
necessary for the cardholder data environment.
1.2.1.b Examine firewall and router configurations to verify
that inbound and outbound traffic is limited to that which is
necessary for the cardholder data environment.
1.2.1.c Examine firewall and router configurations to verify that
all other inbound and outbound traffic is specifically denied, for
example by using an explicit “deny all” or an implicit deny after
allow statement.
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This requirement is intended to prevent malicious
individuals from accessing the entity’s network via
unauthorized IP addresses or from using services,
protocols, or ports in an unauthorized manner (for
example, to send data they've obtained from
within your network out to an untrusted server).
Implementing a rule that denies all inbound and
outbound traffic that is not specifically needed
helps to prevent inadvertent holes that would
allow unintended and potentially harmful traffic in
or out.
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1.2.2 Secure and synchronize router
configuration files.

Testing Procedures
1.2.2.a Examine router configuration files to verify they are
secured from unauthorized access.
1.2.2.b Examine router configurations to verify they are
synchronized—for example, the running (or active)
configuration matches the start-up configuration (used when
machines are booted).

1.2.3 Install perimeter firewalls
between all wireless networks and the
cardholder data environment, and
configure these firewalls to deny or, if
traffic is necessary for business
purposes, permit only authorized traffic
between the wireless environment and
the cardholder data environment.

1.2.3.a Examine firewall and router configurations to verify that
there are perimeter firewalls installed between all wireless
networks and the cardholder data environment.
1.2.3.b Verify that the firewalls deny or, if traffic is necessary
for business purposes, permit only authorized traffic between
the wireless environment and the cardholder data
environment.

Guidance
While the running (or active) router configuration
files include the current, secure settings, the startup files (which are used when routers are restarted or booted) must be updated with the same
secure settings to ensure these settings are
applied when the start-up configuration is run.
Because they only run occasionally, start-up
configuration files are often forgotten and are not
updated. When a router re-starts and loads a
start-up configuration that has not been updated
with the same secure settings as those in the
running configuration, it may result in weaker rules
that allow malicious individuals into the network.
The known (or unknown) implementation and
exploitation of wireless technology within a
network is a common path for malicious
individuals to gain access to the network and
cardholder data. If a wireless device or network is
installed without the entity’s knowledge, a
malicious individual could easily and “invisibly”
enter the network. If firewalls do not restrict
access from wireless networks into the CDE,
malicious individuals that gain unauthorized
access to the wireless network can easily connect
to the CDE and compromise account information.
Firewalls must be installed between all wireless
networks and the CDE, regardless of the purpose
of the environment to which the wireless network
is connected. This may include, but is not limited
to, corporate networks, retail stores, guest
networks, warehouse environments, etc.
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Testing Procedures

Guidance

1.3 Examine firewall and router configurations—including but
not limited to the choke router at the Internet, the DMZ router
and firewall, the DMZ cardholder segment, the perimeter router,
and the internal cardholder network segment—and perform the
following to determine that there is no direct access between the
Internet and system components in the internal cardholder
network segment:

A firewall's intent is to manage and control all
connections between public systems and internal
systems, especially those that store, process or
transmit cardholder data. If direct access is
allowed between public systems and the CDE, the
protections offered by the firewall are bypassed,
and system components storing cardholder data
may be exposed to compromise.

1.3.1 Implement a DMZ to limit
inbound traffic to only system
components that provide authorized
publicly accessible services, protocols,
and ports.

1.3.1 Examine firewall and router configurations to verify that a
DMZ is implemented to limit inbound traffic to only system
components that provide authorized publicly accessible
services, protocols, and ports.

The DMZ is that part of the network that manages
connections between the Internet (or other
untrusted networks), and services that an
organization needs to have available to the public
(like a web server).

1.3.2 Limit inbound Internet traffic to IP
addresses within the DMZ.

1.3.2 Examine firewall and router configurations to verify that
inbound Internet traffic is limited to IP addresses within the
DMZ.

This functionality is intended to prevent malicious
individuals from accessing the organization's
internal network from the Internet, or from using
services, protocols, or ports in an unauthorized
manner.

1.3.3 Do not allow any direct
connections inbound or outbound for
traffic between the Internet and the
cardholder data environment.

1.3.3 Examine firewall and router configurations to verify direct
connections inbound or outbound are not allowed for traffic
between the Internet and the cardholder data environment.

Examination of all inbound and outbound
connections allows for inspection and restriction of
traffic based on the source and/or destination
address, as well as inspection and blocking of
unwanted content, thus preventing unfiltered
access between untrusted and trusted
environments. This helps prevent, for example,
malicious individuals from sending data they've
obtained from within your network out to an
external untrusted server in an untrusted network.

1.3 Prohibit direct public access
between the Internet and any system
component in the cardholder data
environment.

Payment Card Industry (PCI) Data Security Standard, v3.1
© 2006-2015 PCI Security Standards Council, LLC. All Rights Reserved.

Page 24
April 2015

PCI DSS Requirements

Testing Procedures

Guidance

1.3.4 Implement anti-spoofing
measures to detect and block forged
source IP addresses from entering the
network.

1.3.4 Examine firewall and router configurations to verify that
anti-spoofing measures are implemented, for example internal
addresses cannot pass from the Internet into the DMZ.

Normally a packet contains the IP address of the
computer that originally sent it so other computers
in the network know where the packet came from.
Malicious individuals will often try to spoof (or
imitate) the sending IP address so that the target
system believes the packet is from a trusted
source.

(For example, block traffic originating
from the Internet with an internal
source address.)

Filtering packets coming into the network helps to,
among other things, ensure packets are not
“spoofed” to look like they are coming from an
organization’s own internal network.
1.3.5 Do not allow unauthorized
outbound traffic from the cardholder
data environment to the Internet.

1.3.5 Examine firewall and router configurations to verify that
outbound traffic from the cardholder data environment to the
Internet is explicitly authorized.

All traffic outbound from the cardholder data
environment should be evaluated to ensure that it
follows established, authorized rules. Connections
should be inspected to restrict traffic to only
authorized communications (for example by
restricting source/destination addresses/ports,
and/or blocking of content).

1.3.6 Implement stateful inspection,
also known as dynamic packet
filtering. (That is, only “established”
connections are allowed into the
network.)

1.3.6 Examine firewall and router configurations to verify that
the firewall performs stateful inspection (dynamic packet
filtering). (Only established connections should be allowed in,
and only if they are associated with a previously established
session.)

A firewall that performs stateful packet inspection
maintains the "state" (or the status) for each
connection through the firewall. By maintaining
the “state,” the firewall knows whether an
apparent response to a previous connection is
actually a valid, authorized response (since it
retains each connection’s status) or is malicious
traffic trying to trick the firewall into allowing the
connection.
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1.3.7 Place system components that
store cardholder data (such as a
database) in an internal network zone,
segregated from the DMZ and other
untrusted networks.

1.3.7 Examine firewall and router configurations to verify that
system components that store cardholder data are on an
internal network zone, segregated from the DMZ and other
untrusted networks.

Guidance
If cardholder data is located within the DMZ, it is
easier for an external attacker to access this
information, since there are fewer layers to
penetrate. Securing system components that
store cardholder data in an internal network zone
that is segregated from the DMZ and other
untrusted networks by a firewall can prevent
unauthorized network traffic from reaching the
system component.
Note: This requirement is not intended to apply to
temporary storage of cardholder data in volatile
memory.

1.3.8 Do not disclose private IP
addresses and routing information to
unauthorized parties.
Note: Methods to obscure IP addressing
may include, but are not limited to:
 Network Address Translation
(NAT)
 Placing servers containing
cardholder data behind proxy
servers/firewalls,
 Removal or filtering of route
advertisements for private
networks that employ registered
addressing,
 Internal use of RFC1918 address
space instead of registered
addresses.

1.3.8.a Examine firewall and router configurations to verify that
methods are in place to prevent the disclosure of private IP
addresses and routing information from internal networks to
the Internet.

1.3.8.b Interview personnel and examine documentation to
verify that any disclosure of private IP addresses and routing
information to external entities is authorized.
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Restricting the disclosure of internal or private IP
addresses is essential to prevent a hacker
“learning” the IP addresses of the internal
network, and using that information to access the
network.
Methods used to meet the intent of this
requirement may vary depending on the specific
networking technology being used. For example,
the controls used to meet this requirement may be
different for IPv4 networks than for IPv6 networks.
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1.4 Install personal firewall software on
any mobile and/or employee-owned
devices that connect to the Internet
when outside the network (for example,
laptops used by employees), and which
are also used to access the network.
Firewall configurations include:





Specific configuration settings are
defined for personal firewall
software.
Personal firewall software is actively
running.
Personal firewall software is not
alterable by users of mobile and/or
employee-owned devices.

Testing Procedures
1.4.a Examine policies and configuration standards to verify:






1.4.b Inspect a sample of mobile and/or employee-owned
devices to verify that:




1.5 Ensure that security policies and
operational procedures for managing
firewalls are documented, in use, and
known to all affected parties.

Personal firewall software is required for all mobile and/or
employee-owned devices that connect to the Internet when
outside the network (for example, laptops used by
employees), and which are also used to access the
network.
Specific configuration settings are defined for personal
firewall software.
Personal firewall software is configured to actively run.
Personal firewall software is configured to not be alterable
by users of mobile and/or employee-owned devices.

Personal firewall software is installed and configured per
the organization’s specific configuration settings.
Personal firewall software is actively running.
Personal firewall software is not alterable by users of
mobile and/or employee-owned devices.

1.5 Examine documentation and interview personnel to verify
that security policies and operational procedures for managing
firewalls are:




Documented,
In use, and
Known to all affected parties.
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Guidance
Portable computing devices that are allowed to
connect to the Internet from outside the corporate
firewall are more vulnerable to Internet-based
threats. Use of a personal firewall helps to protect
devices from Internet-based attacks, which could
use the device to gain access the organization’s
systems and data once the device is re-connected
to the network.
The specific firewall configuration settings are
determined by the organization.
Note: The intent of this requirement applies to
employee-owned and company-owned
computers. Systems that cannot be managed by
corporate policy introduce weaknesses to the
perimeter and provide opportunities that malicious
individuals may exploit. Allowing untrusted
systems to connect to an organization’s network
could result in access being granted to attackers
and other malicious users.
Personnel need to be aware of and following
security policies and operational procedures to
ensure firewalls and routers are continuously
managed to prevent unauthorized access to the
network.

Page 27
April 2015

Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters
Malicious individuals (external and internal to an entity) often use vendor default passwords and other vendor default settings to compromise
systems. These passwords and settings are well known by hacker communities and are easily determined via public information.

PCI DSS Requirements
2.1 Always change vendor-supplied
defaults and remove or disable
unnecessary default accounts before
installing a system on the network.
This applies to ALL default passwords,
including but not limited to those used by
operating systems, software that
provides security services, application
and system accounts, point-of-sale
(POS) terminals, Simple Network
Management Protocol (SNMP)
community strings, etc.).

Testing Procedures
2.1.a Choose a sample of system components, and attempt
to log on (with system administrator help) to the devices and
applications using default vendor-supplied accounts and
passwords, to verify that ALL default passwords (including
those on operating systems, software that provides security
services, application and system accounts, POS terminals,
and Simple Network Management Protocol (SNMP)
community strings) have been changed. (Use vendor
manuals and sources on the Internet to find vendor-supplied
accounts/passwords.)
2.1.b For the sample of system components, verify that all
unnecessary default accounts (including accounts used by
operating systems, security software, applications, systems,
POS terminals, SNMP, etc.) are removed or disabled.

Guidance
Malicious individuals (external and internal to an
organization) often use vendor default settings,
account names, and passwords to compromise
operating system software, applications, and the
systems on which they are installed. Because these
default settings are often published and are well
known in hacker communities, changing these
settings will leave systems less vulnerable to attack.
Even if a default account is not intended to be used,
changing the default password to a strong unique
password and then disabling the account will prevent
a malicious individual from re-enabling the account
and gaining access with the default password.

2.1.c Interview personnel and examine supporting
documentation to verify that:




All vendor defaults (including default passwords on
operating systems, software providing security services,
application and system accounts, POS terminals,
Simple Network Management Protocol (SNMP)
community strings, etc.) are changed before a system is
installed on the network.
Unnecessary default accounts (including accounts used
by operating systems, security software, applications,
systems, POS terminals, SNMP, etc.) are removed or
disabled before a system is installed on the network.
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2.1.1 For wireless environments
connected to the cardholder data
environment or transmitting cardholder
data, change ALL wireless vendor
defaults at installation, including but not
limited to default wireless encryption
keys, passwords, and SNMP
community strings.

Testing Procedures
2.1.1.a Interview responsible personnel and examine
supporting documentation to verify that:
 Encryption keys were changed from default at
installation
 Encryption keys are changed anytime anyone with
knowledge of the keys leaves the company or
changes positions.
2.1.1.b Interview personnel and examine policies and
procedures to verify:

Guidance
If wireless networks are not implemented with
sufficient security configurations (including changing
default settings), wireless sniffers can eavesdrop on
the traffic, easily capture data and passwords, and
easily enter and attack the network.
In addition, the key-exchange protocol for older
versions of 802.11x encryption (Wired Equivalent
Privacy, or WEP) has been broken and can render
the encryption useless. Firmware for devices should
be updated to support more secure protocols.

 Default SNMP community strings are required to be
changed upon installation.
 Default passwords/phrases on access points are
required to be changed upon installation.
2.1.1.c Examine vendor documentation and login to
wireless devices, with system administrator help, to verify:
 Default SNMP community strings are not used.
 Default passwords/passphrases on access points are
not used.
2.1.1.d Examine vendor documentation and observe
wireless configuration settings to verify firmware on
wireless devices is updated to support strong encryption
for:
 Authentication over wireless networks
 Transmission over wireless networks.
2.1.1.e Examine vendor documentation and observe
wireless configuration settings to verify other securityrelated wireless vendor defaults were changed, if
applicable.
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Testing Procedures

Guidance

2.2 Develop configuration standards for
all system components. Assure that
these standards address all known
security vulnerabilities and are consistent
with industry-accepted system hardening
standards.

2.2.a Examine the organization’s system configuration
standards for all types of system components and verify the
system configuration standards are consistent with industryaccepted hardening standards.

There are known weaknesses with many operating
systems, databases, and enterprise applications, and
there are also known ways to configure these
systems to fix security vulnerabilities. To help those
that are not security experts, a number of security
organizations have established system-hardening
guidelines and recommendations, which advise how
to correct these weaknesses.

Sources of industry-accepted system
hardening standards may include, but
are not limited to:





Center for Internet Security (CIS)
International Organization for
Standardization (ISO)
SysAdmin Audit Network Security
(SANS) Institute
National Institute of Standards
Technology (NIST).

2.2.b Examine policies and interview personnel to verify that
system configuration standards are updated as new
vulnerability issues are identified, as defined in Requirement
6.1.
2.2.c Examine policies and interview personnel to verify that
system configuration standards are applied when new
systems are configured and verified as being in place before
a system is installed on the network.
2.2.d Verify that system configuration standards include the
following procedures for all types of system components:









Changing of all vendor-supplied defaults and elimination
of unnecessary default accounts
Implementing only one primary function per server to
prevent functions that require different security levels
from co-existing on the same server
Enabling only necessary services, protocols, daemons,
etc., as required for the function of the system
Implementing additional security features for any
required services, protocols or daemons that are
considered to be insecure
Configuring system security parameters to prevent
misuse
Removing all unnecessary functionality, such as scripts,
drivers, features, subsystems, file systems, and
unnecessary web servers.
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Examples of sources for guidance on configuration
standards include, but are not limited to:
www.nist.gov, www.sans.org, and
www.cisecurity.org, www.iso.org, and product
vendors.
System configuration standards must be kept up to
date to ensure that newly identified weaknesses are
corrected prior to a system being installed on the
network.
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2.2.1 Implement only one primary
function per server to prevent functions
that require different security levels
from co-existing on the same server.
(For example, web servers, database
servers, and DNS should be
implemented on separate servers.)
Note: Where virtualization technologies
are in use, implement only one primary
function per virtual system component.

2.2.2 Enable only necessary services,
protocols, daemons, etc., as required
for the function of the system.

Testing Procedures
2.2.1.a Select a sample of system components and
inspect the system configurations to verify that only one
primary function is implemented per server.
2.2.1.b If virtualization technologies are used, inspect the
system configurations to verify that only one primary
function is implemented per virtual system component or
device.

2.2.2.a Select a sample of system components and
inspect enabled system services, daemons, and protocols
to verify that only necessary services or protocols are
enabled.
2.2.2.b Identify any enabled insecure services, daemons,
or protocols and interview personnel to verify they are
justified per documented configuration standards.
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Guidance
If server functions that need different security levels
are located on the same server, the security level of
the functions with higher security needs would be
reduced due to the presence of the lower-security
functions. Additionally, the server functions with a
lower security level may introduce security
weaknesses to other functions on the same server.
By considering the security needs of different server
functions as part of the system configuration
standards and related processes, organizations can
ensure that functions requiring different security
levels don’t co-exist on the same server.
As stated in Requirement 1.1.6, there are many
protocols that a business may need (or have enabled
by default) that are commonly used by malicious
individuals to compromise a network. Including this
requirement as part of an organization's configuration
standards and related processes ensures that only
the necessary services and protocols are enabled.
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2.2.3 Implement additional security
features for any required services,
protocols, or daemons that are
considered to be insecure—for
example, use secured technologies
such as SSH, S-FTP, TLS, or IPSec
VPN to protect insecure services such
as NetBIOS, file-sharing, Telnet, FTP,
etc.
Note: SSL and early TLS are not
considered strong cryptography and
cannot be used as a security control
after June 30, 2016. Prior to this date,
existing implementations that use SSL
and/or early TLS must have a formal
Risk Mitigation and Migration Plan in
place.
Effective immediately, new
implementations must not use SSL or
early TLS.
POS POI terminals (and the SSL/TLS
termination points to which they
connect) that can be verified as not
being susceptible to any known exploits
for SSL and early TLS may continue
using these as a security control after
June 30, 2016.

Testing Procedures

Guidance

2.2.3.a Inspect configuration settings to verify that security
features are documented and implemented for all insecure
services, daemons, or protocols.

Enabling security features before new servers are
deployed will prevent servers being installed into the
environment with insecure configurations.

2.2.3.b For POS POI terminals (and the SSL/TLS
termination points to which they connect) using SSL
and/or early TLS and for which the entity asserts are not
susceptible to any known exploits for those protocols:

Ensuring that all insecure services, protocols, and
daemons are adequately secured with appropriate
security features makes it more difficult for malicious
individuals to take advantage of commonly used
points of compromise within a network.

Confirm the entity has documentation (for example,
vendor documentation, system/network configuration
details, etc.) that verifies the devices are not susceptible to
any known exploits for SSL/early TLS.
2.2.3.c For all other environments using SSL and/or early
TLS:

Refer to industry standards and best practices for
information on strong cryptography and secure
protocols (e.g., NIST SP 800-52 and SP 800-57,
OWASP, etc.).



Description of usage, including what data is being
transmitted, types and number of systems that use
and/or support SSL/early TLS, type of environment;



Risk-assessment results and risk-reduction controls in
place;



Description of processes to monitor for new
vulnerabilities associated with SSL/early TLS;

Regarding use of SSL/early TLS: Entities using
SSL and early TLS must work towards upgrading to a
strong cryptographic protocol as soon as possible.
Additionally, SSL and/or early TLS must not be
introduced into environments where they don’t
already exist. At the time of publication, the known
vulnerabilities are difficult to exploit in POS POI
payment environments. However, new vulnerabilities
could emerge at any time, and it is up to the
organization to remain up-to-date with vulnerability
trends and determine whether or not they are
susceptible to any known exploits.



Description of change control processes that are
implemented to ensure SSL/early TLS is not
implemented into new environments;

Refer to the PCI SSC Information Supplement
Migrating from SSL and Early TLS for further
guidance on the use of SSL/early TLS.



Overview of migration project plan including target
migration completion date no later than June 30,
2016.

Review the documented Risk Mitigation and Migration
Plan to verify it includes:
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2.2.4 Configure system security
parameters to prevent misuse.

Testing Procedures
2.2.4.a Interview system administrators and/or security
managers to verify that they have knowledge of common
security parameter settings for system components.
2.2.4.b Examine the system configuration standards to
verify that common security parameter settings are
included.
2.2.4.c Select a sample of system components and
inspect the common security parameters to verify that they
are set appropriately and in accordance with the
configuration standards.

2.2.5 Remove all unnecessary
functionality, such as scripts, drivers,
features, subsystems, file systems, and
unnecessary web servers.

2.2.5.a Select a sample of system components and
inspect the configurations to verify that all unnecessary
functionality (for example, scripts, drivers, features,
subsystems, file systems, etc.) is removed.
2.2.5.b. Examine the documentation and security
parameters to verify enabled functions are documented
and support secure configuration.
2.2.5.c. Examine the documentation and security
parameters to verify that only documented functionality is
present on the sampled system components.

2.3 Encrypt all non-console
administrative access using strong
cryptography. Use technologies such as
SSH, VPN, or TLS for web-based
management and other non-console
administrative access.

2.3 Select a sample of system components and verify that
non-console administrative access is encrypted by
performing the following:

Guidance
System configuration standards and related
processes should specifically address security
settings and parameters that have known security
implications for each type of system in use.
In order for systems to be configured securely,
personnel responsible for configuration and/or
administering systems must be knowledgeable in the
specific security parameters and settings that apply to
the system.

Unnecessary functions can provide additional
opportunities for malicious individuals to gain access
to a system. By removing unnecessary functionality,
organizations can focus on securing the functions
that are required and reduce the risk that unknown
functions will be exploited.
Including this in server-hardening standards and
processes addresses the specific security
implications associated with unnecessary functions
(for example, by removing/disabling FTP or the web
server if the server will not be performing those
functions).

2.3.a Observe an administrator log on to each system and
examine system configurations to verify that a strong
encryption method is invoked before the administrator’s
password is requested.

If non-console (including remote) administration does
not use secure authentication and encrypted
communications, sensitive administrative or
operational level information (like administrator’s IDs
and passwords) can be revealed to an eavesdropper.
A malicious individual could use this information to
access the network, become administrator, and steal
data.

2.3.b Review services and parameter files on systems to
determine that Telnet and other insecure remote-login
commands are not available for non-console access.

Clear-text protocols (such as HTTP, telnet, etc.) do
not encrypt traffic or logon details, making it easy for
an eavesdropper to intercept this information.

(Continued on next page)
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Note: SSL and early TLS are not
considered strong cryptography and
cannot be used as a security control after
June 30, 2016. Prior to this date, existing
implementations that use SSL and/or
early TLS must have a formal Risk
Mitigation and Migration Plan in place.
Effective immediately, new
implementations must not use SSL or
early TLS.
POS POI terminals (and the SSL/TLS
termination points to which they connect)
that can be verified as not being
susceptible to any known exploits for SSL
and early TLS may continue using these
as a security control after June 30, 2016.

Testing Procedures
2.3.c Observe an administrator log on to each system to
verify that administrator access to any web-based
management interfaces is encrypted with strong
cryptography.
2.3.d Examine vendor documentation and interview
personnel to verify that strong cryptography for the
technology in use is implemented according to industry best
practices and/or vendor recommendations.
2.3.e For POS POI terminals (and the SSL/TLS termination
points to which they connect) using SSL and/or early TLS
and for which the entity asserts are not susceptible to any
known exploits for those protocols:
Confirm the entity has documentation (for example, vendor
documentation, system/network configuration details, etc.)
that verifies the devices are not susceptible to any known
exploits for SSL/early TLS.
2.3.f For all other environments using SSL and/or early TLS:
Review the documented Risk Mitigation and Migration Plan
to verify it includes:


Description of usage, including what data is being
transmitted, types and number of systems that use
and/or support SSL/early TLS, type of environment;



Risk-assessment results and risk-reduction controls in
place;



Description of processes to monitor for new
vulnerabilities associated with SSL/early TLS;



Description of change control processes that are
implemented to ensure SSL/early TLS is not
implemented into new environments;



Overview of migration project plan including target
migration completion date no later than June 30, 2016.
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Guidance
To be considered “strong cryptography,” industryrecognized protocols with appropriate key strengths
and key management should be in place as
applicable for the type of technology in use. (Refer to
"strong cryptography” in the PCI DSS and PA-DSS
Glossary of Terms, Abbreviations, and Acronyms,
and industry standards and best practices such as
NIST SP 800-52 and SP 800-57, OWASP, etc.)
Regarding use of SSL/early TLS: Entities using
SSL and early TLS must work towards upgrading to a
strong cryptographic protocol as soon as possible.
Additionally, SSL and/or early TLS must not be
introduced into environments where they don’t
already exist. At the time of publication, the known
vulnerabilities are difficult to exploit in POS POI
payment environments. However, new vulnerabilities
could emerge at any time, and it is up to the
organization to remain up-to-date with vulnerability
trends and determine whether or not they are
susceptible to any known exploits.
Refer to the PCI SSC Information Supplement
Migrating from SSL and Early TLS for further
guidance on the use of SSL/early TLS.
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2.4 Maintain an inventory of system
components that are in scope for PCI
DSS.

Testing Procedures
2.4.a Examine system inventory to verify that a list of
hardware and software components is maintained and
includes a description of function/use for each.
2.4.b Interview personnel to verify the documented inventory
is kept current.

2.5 Ensure that security policies and
operational procedures for managing
vendor defaults and other security
parameters are documented, in use, and
known to all affected parties.

2.5 Examine documentation and interview personnel to
verify that security policies and operational procedures for
managing vendor defaults and other security parameters
are:

2.6 Shared hosting providers must
protect each entity’s hosted environment
and cardholder data. These providers
must meet specific requirements as
detailed in Appendix A: Additional PCI
DSS Requirements for Shared Hosting
Providers.

2.6 Perform testing procedures A.1.1 through A.1.4 detailed
in Appendix A: Additional PCI DSS Requirements for
Shared Hosting Providers for PCI DSS assessments of
shared hosting providers, to verify that shared hosting
providers protect their entities’ (merchants and service
providers) hosted environment and data.





Documented,
In use, and
Known to all affected parties.
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Guidance
Maintaining a current list of all system components
will enable an organization to accurately and
efficiently define the scope of their environment for
implementing PCI DSS controls. Without an
inventory, some system components could be
forgotten, and be inadvertently excluded from the
organization’s configuration standards.
Personnel need to be aware of and following security
policies and daily operational procedures to ensure
vendor defaults and other security parameters are
continuously managed to prevent insecure
configurations.

This is intended for hosting providers that provide
shared hosting environments for multiple clients on
the same server. When all data is on the same server
and under control of a single environment, often the
settings on these shared servers are not manageable
by individual clients. This allows clients to add
insecure functions and scripts that impact the security
of all other client environments; and thereby make it
easy for a malicious individual to compromise one
client's data and thereby gain access to all other
clients' data. See Appendix A for details of
requirements.

Page 35
April 2015

Protect Cardholder Data
Requirement 3: Protect stored cardholder data
Protection methods such as encryption, truncation, masking, and hashing are critical components of cardholder data protection. If an intruder
circumvents other security controls and gains access to encrypted data, without the proper cryptographic keys, the data is unreadable and
unusable to that person. Other effective methods of protecting stored data should also be considered as potential risk mitigation opportunities. For
example, methods for minimizing risk include not storing cardholder data unless absolutely necessary, truncating cardholder data if full PAN is not
needed, and not sending unprotected PANs using end-user messaging technologies, such as e-mail and instant messaging.
Please refer to the PCI DSS and PA-DSS Glossary of Terms, Abbreviations, and Acronyms for definitions of “strong cryptography” and other PCI
DSS terms.
PCI DSS Requirements
3.1 Keep cardholder data storage to a
minimum by implementing data retention
and disposal policies, procedures and
processes that include at least the
following for all cardholder data (CHD)
storage:






Limiting data storage amount and
retention time to that which is
required for legal, regulatory, and/or
business requirements
Specific retention requirements for
cardholder data
Processes for secure deletion of
data when no longer needed
A quarterly process for identifying
and securely deleting stored
cardholder data that exceeds
defined retention.

Testing Procedures
3.1.a Examine the data retention and disposal policies,
procedures and processes to verify they include the following
for all cardholder data (CHD) storage:
 Limiting data storage amount and retention time to that
which is required for legal, regulatory, and/or business
requirements.
 Specific requirements for retention of cardholder data (for
example, cardholder data needs to be held for X period for
Y business reasons).
 Processes for secure deletion of cardholder data when no
longer needed for legal, regulatory, or business reasons.
 A quarterly process for identifying and securely deleting
stored cardholder data that exceeds defined retention
requirements.
3.1.b Interview personnel to verify that:

Guidance
A formal data retention policy identifies what data
needs to be retained, and where that data resides
so it can be securely destroyed or deleted as
soon as it is no longer needed.
The only cardholder data that may be stored after
authorization is the primary account number or
PAN (rendered unreadable), expiration date,
cardholder name, and service code.
Understanding where cardholder data is located
is necessary so it can be properly retained or
disposed of when no longer needed. In order to
define appropriate retention requirements, an
entity first needs to understand their own
business needs as well as any legal or regulatory
obligations that apply to their industry, and/or that
apply to the type of data being retained.

 All locations of stored cardholder data are included in the
data retention and disposal processes.
 Either a quarterly automatic or manual process is in place to
identify and securely delete stored cardholder data.
 The quarterly automatic or manual process is performed for
all locations of cardholder data.
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Testing Procedures

Guidance

3.1.c For a sample of system components that store cardholder
data:

Identifying and deleting stored data that has
exceeded its specified retention period prevents
unnecessary retention of data that is no longer
needed. This process may be automated or
manual or a combination of both. For example, a
programmatic procedure (automatic or manual) to
locate and remove data and/or a manual review
of data storage areas could be performed.





Examine files and system records to verify that the data
stored does not exceed the requirements defined in the
data retention policy
Observe the deletion mechanism to verify data is deleted
securely.

Implementing secure deletion methods ensure
that the data cannot be retrieved when it is no
longer needed.
Remember, if you don't need it, don't store it!
3.2 Do not store sensitive authentication
data after authorization (even if
encrypted). If sensitive authentication
data is received, render all data
unrecoverable upon completion of the
authorization process.
It is permissible for issuers and
companies that support issuing services
to store sensitive authentication data if:
 There is a business justification and
 The data is stored securely.
Sensitive authentication data includes
the data as cited in the following
Requirements 3.2.1 through 3.2.3:

3.2.a For issuers and/or companies that support issuing
services and store sensitive authentication data, review policies
and interview personnel to verify there is a documented
business justification for the storage of sensitive authentication
data.

Sensitive authentication data consists of full track
data, card validation code or value, and PIN data.
Storage of sensitive authentication data after
authorization is prohibited! This data is very
valuable to malicious individuals as it allows them
to generate counterfeit payment cards and create
fraudulent transactions.

3.2.b For issuers and/or companies that support issuing
services and store sensitive authentication data, examine data
stores and system configurations to verify that the sensitive
authentication data is secured.

Entities that issue payment cards or that perform
or support issuing services will often create and
control sensitive authentication data as part of the
issuing function. It is allowable for companies that
perform, facilitate, or support issuing services to
store sensitive authentication data ONLY IF they
have a legitimate business need to store such
data.

3.2.c For all other entities, if sensitive authentication data is
received, review policies and procedures, and examine system
configurations to verify the data is not retained after
authorization.
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It should be noted that all PCI DSS requirements
apply to issuers, and the only exception for
issuers and issuer processors is that sensitive
authentication data may be retained if there is a
legitimate reason to do so. A legitimate reason is
one that is necessary for the performance of the
function being provided for the issuer and not one
of convenience. Any such data must be stored
securely and in accordance with all PCI DSS and
specific payment brand requirements.
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Testing Procedures
3.2.d For all other entities, if sensitive authentication data is
received, review procedures and examine the processes for
securely deleting the data to verify that the data is
unrecoverable.

3.2.1 Do not store the full contents of
any track (from the magnetic stripe
located on the back of a card,
equivalent data contained on a chip, or
elsewhere) after authorization. This
data is alternatively called full track,
track, track 1, track 2, and magneticstripe data.
Note: In the normal course of business,
the following data elements from the
magnetic stripe may need to be retained:

The cardholder’s name

Primary account number (PAN)

Expiration date

Service code
To minimize risk, store only these data
elements as needed for business.
3.2.2 Do not store the card verification
code or value (three-digit or four-digit
number printed on the front or back of
a payment card used to verify card-notpresent transactions) after
authorization.

3.2.1 For a sample of system components, examine data
sources including but not limited to the following, and verify
that the full contents of any track from the magnetic stripe on
the back of card or equivalent data on a chip are not stored
after authorization:

Guidance
For non-issuing entities, retaining sensitive
authentication data post-authorization is not
permitted.
If full track data is stored, malicious individuals
who obtain that data can use it to reproduce
payment cards and complete fraudulent
transactions.

 Incoming transaction data
 All logs (for example, transaction, history, debugging,
error)
 History files
 Trace files
 Several database schemas
 Database contents.

3.2.2 For a sample of system components, examine data
sources, including but not limited to the following, and verify
that the three-digit or four-digit card verification code or value
printed on the front of the card or the signature panel (CVV2,
CVC2, CID, CAV2 data) is not stored after authorization:
 Incoming transaction data
 All logs (for example, transaction, history, debugging,
error)

The purpose of the card validation code is to
protect "card-not-present" transactions—Internet
or mail order/telephone order (MO/TO)
transactions—where the consumer and the card
are not present.
If this data is stolen, malicious individuals can
execute fraudulent Internet and MO/TO
transactions.

 History files
 Trace files
 Several database schemas
 Database contents.
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3.2.3 Do not store the personal
identification number (PIN) or the
encrypted PIN block after
authorization.

Testing Procedures
3.2.3 For a sample of system components, examine data
sources, including but not limited to the following and verify
that PINs and encrypted PIN blocks are not stored after
authorization:
 Incoming transaction data

Guidance
These values should be known only to the card
owner or bank that issued the card. If this data is
stolen, malicious individuals can execute
fraudulent PIN-based debit transactions (for
example, ATM withdrawals).

 All logs (for example, transaction, history, debugging,
error)
 History files
 Trace files
 Several database schemas
 Database contents.
3.3 Mask PAN when displayed (the first
six and last four digits are the maximum
number of digits to be displayed), such
that only personnel with a legitimate
business need can see the full PAN.
Note: This requirement does not
supersede stricter requirements in place
for displays of cardholder data—for
example, legal or payment card brand
requirements for point-of-sale (POS)
receipts.

3.3.a Examine written policies and procedures for masking the
display of PANs to verify:






A list of roles that need access to displays of full PAN is
documented, together with a legitimate business need for
each role to have such access.
PAN must be masked when displayed such that only
personnel with a legitimate business need can see the full
PAN.
All other roles not specifically authorized to see the full
PAN must only see masked PANs.

3.3.b Examine system configurations to verify that full PAN is
only displayed for users/roles with a documented business
need, and that PAN is masked for all other requests.

The display of full PAN on items such as
computer screens, payment card receipts, faxes,
or paper reports can result in this data being
obtained by unauthorized individuals and used
fraudulently. Ensuring that full PAN is only
displayed for those with a legitimate business
need to see the full PAN minimizes the risk of
unauthorized persons gaining access to PAN
data.
This requirement relates to protection of PAN
displayed on screens, paper receipts, printouts,
etc., and is not to be confused with Requirement
3.4 for protection of PAN when stored in files,
databases, etc.

3.3.c Examine displays of PAN (for example, on screen, on
paper receipts) to verify that PANs are masked when displaying
cardholder data, and that only those with a legitimate business
need are able to see full PAN.
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Testing Procedures

Guidance

3.4 Render PAN unreadable anywhere it
is stored (including on portable digital
media, backup media, and in logs) by
using any of the following approaches:

3.4.a Examine documentation about the system used to protect
the PAN, including the vendor, type of system/process, and the
encryption algorithms (if applicable) to verify that the PAN is
rendered unreadable using any of the following methods:

PANs stored in primary storage (databases, or flat
files such as text files spreadsheets) as well as
non-primary storage (backup, audit logs,
exception or troubleshooting logs) must all be
protected.








One-way hashes based on strong
cryptography, (hash must be of the
entire PAN)
Truncation (hashing cannot be used
to replace the truncated segment of
PAN)
Index tokens and pads (pads must
be securely stored)
Strong cryptography with associated
key-management processes and
procedures.

Note: It is a relatively trivial effort for a
malicious individual to reconstruct
original PAN data if they have access to
both the truncated and hashed version of
a PAN. Where hashed and truncated
versions of the same PAN are present in
an entity’s environment, additional
controls must be in place to ensure that
the hashed and truncated versions
cannot be correlated to reconstruct the
original PAN.






One-way hashes based on strong cryptography,
Truncation
Index tokens and pads, with the pads being securely
stored
Strong cryptography, with associated key-management
processes and procedures.

3.4.b Examine several tables or files from a sample of data
repositories to verify the PAN is rendered unreadable (that is,
not stored in plain-text).
3.4.c Examine a sample of removable media (for example,
back-up tapes) to confirm that the PAN is rendered unreadable.
3.4.d Examine a sample of audit logs to confirm that the PAN is
rendered unreadable or removed from the logs.
3.4.e If hashed and truncated versions of the same PAN are
present in the environment, examine implemented controls to
verify that the hashed and truncated versions cannot be
correlated to reconstruct the original PAN.

One-way hash functions based on strong
cryptography can be used to render cardholder
data unreadable. Hash functions are appropriate
when there is no need to retrieve the original
number (one-way hashes are irreversible). It is
recommended, but not currently a requirement,
that an additional, random input value be added to
the cardholder data prior to hashing to reduce the
feasibility of an attacker comparing the data
against (and deriving the PAN from) tables of precomputed hash values.
The intent of truncation is to permanently remove
a segment of PAN data so that only a portion
(generally not to exceed the first six and last four
digits) of the PAN is stored.
An index token is a cryptographic token that
replaces the PAN based on a given index for an
unpredictable value. A one-time pad is a system
in which a randomly generated private key is used
only once to encrypt a message that is then
decrypted using a matching one-time pad and
key.
The intent of strong cryptography (as defined in
the PCI DSS and PA-DSS Glossary of Terms,
Abbreviations, and Acronyms) is that the
encryption be based on an industry-tested and
accepted algorithm (not a proprietary or "homegrown" algorithm) with strong cryptographic keys.
By correlating hashed and truncated versions of a
given PAN, a malicious individual may easily
derive the original PAN value. Controls that
prevent the correlation of this data will help ensure
that the original PAN remains unreadable.
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Testing Procedures

Guidance

3.4.1 If disk encryption is used (rather
than file- or column-level database
encryption), logical access must be
managed separately and
independently of native operating
system authentication and access
control mechanisms (for example, by
not using local user account databases
or general network login credentials).
Decryption keys must not be
associated with user accounts.

3.4.1.a If disk encryption is used, inspect the configuration
and observe the authentication process to verify that logical
access to encrypted file systems is implemented via a
mechanism that is separate from the native operating
system’s authentication mechanism (for example, not using
local user account databases or general network login
credentials).

The intent of this requirement is to address the
acceptability of disk-level encryption for rendering
cardholder data unreadable. Disk-level encryption
encrypts the entire disk/partition on a computer
and automatically decrypts the information when
an authorized user requests it. Many diskencryption solutions intercept operating system
read/write operations and carry out the
appropriate cryptographic transformations without
any special action by the user other than
supplying a password or pass phrase upon
system startup or at the beginning of a session.
Based on these characteristics of disk-level
encryption, to be compliant with this requirement,
the method cannot:

3.4.1.b Observe processes and interview personnel to verify
that cryptographic keys are stored securely (for example,
stored on removable media that is adequately protected with
strong access controls).
3.4.1.c Examine the configurations and observe the
processes to verify that cardholder data on removable media
is encrypted wherever stored.
Note: If disk encryption is not used to encrypt removable
media, the data stored on this media will need to be rendered
unreadable through some other method.

1)
2)

Use the same user account authenticator as
the operating system, or
Use a decryption key that is associated with
or derived from the system’s local user
account database or general network login
credentials.

Full disk encryption helps to protect data in the
event of physical loss of a disk and therefore may
be appropriate for portable devices that store
cardholder data.
3.5 Document and implement
procedures to protect keys used to
secure stored cardholder data against
disclosure and misuse:
Note: This requirement applies to keys
used to encrypt stored cardholder data,
and also applies to key-encrypting keys
used to protect data-encrypting keys—
such key-encrypting keys must be at
least as strong as the data-encrypting
key.

3.5 Examine key-management policies and procedures to verify
processes are specified to protect keys used for encryption of
cardholder data against disclosure and misuse and include at
least the following:





Access to keys is restricted to the fewest number of
custodians necessary.
Key-encrypting keys are at least as strong as the dataencrypting keys they protect.
Key-encrypting keys are stored separately from dataencrypting keys.
Keys are stored securely in the fewest possible locations
and forms.
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Cryptographic keys must be strongly protected
because those who obtain access will be able to
decrypt data. Key-encrypting keys, if used, must
be at least as strong as the data-encrypting key in
order to ensure proper protection of the key that
encrypts the data as well as the data encrypted
with that key.
The requirement to protect keys from disclosure
and misuse applies to both data-encrypting keys
and key-encrypting keys. Because one keyencrypting key may grant access to many dataencrypting keys, the key-encrypting keys require
strong protection measures.
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3.5.1 Restrict access to cryptographic
keys to the fewest number of
custodians necessary.

3.5.1 Examine user access lists to verify that access to keys
is restricted to the fewest number of custodians necessary.

There should be very few who have access to
cryptographic keys (reducing the potential for
rending cardholder data visible by unauthorized
parties), usually only those who have key
custodian responsibilities.

3.5.2 Store secret and private keys
used to encrypt/decrypt cardholder
data in one (or more) of the following
forms at all times:

3.5.2.a Examine documented procedures to verify that
cryptographic keys used to encrypt/decrypt cardholder data
must only exist in one (or more) of the following forms at all
times.

Cryptographic keys must be stored securely to
prevent unauthorized or unnecessary access that
could result in the exposure of cardholder data.

 Encrypted with a key-encrypting
key that is at least as strong as the
data-encrypting key, and that is
stored separately from the dataencrypting key
 Within a secure cryptographic
device (such as a hardware (host)
security module (HSM) or PTSapproved point-of-interaction
device)
 As at least two full-length key
components or key shares, in
accordance with an industryaccepted method
Note: It is not required that public keys
be stored in one of these forms.

 Encrypted with a key-encrypting key that is at least as
strong as the data-encrypting key, and that is stored
separately from the data-encrypting key
 Within a secure cryptographic device (such as a
hardware (host) security module (HSM) or PTS-approved
point-of-interaction device)
 As key components or key shares, in accordance with an
industry-accepted method

Guidance

It is not intended that the key-encrypting keys be
encrypted, however they are to be protected
against disclosure and misuse as defined in
Requirement 3.5. If key-encrypting keys are used,
storing the key-encrypting keys in physically
and/or logically separate locations from the dataencrypting keys reduces the risk of unauthorized
access to both keys.

3.5.2.b Examine system configurations and key storage
locations to verify that cryptographic keys used to
encrypt/decrypt cardholder data exist in one (or more) of the
following form at all times.
 Encrypted with a key-encrypting key
 Within a secure cryptographic device (such as a
hardware (host) security module (HSM) or PTS-approved
point-of-interaction device)
 As key components or key shares, in accordance with an
industry-accepted method
3.5.2.c Wherever key-encrypting keys are used, examine
system configurations and key storage locations to verify:
 Key-encrypting keys are at least as strong as the dataencrypting keys they protect
 Key-encrypting keys are stored separately from dataencrypting keys.
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Testing Procedures

Guidance

3.5.3 Store cryptographic keys in the
fewest possible locations.

3.5.3 Examine key storage locations and observe processes
to verify that keys are stored in the fewest possible locations.

Storing cryptographic keys in the fewest locations
helps an organization to keep track and monitor
all key locations, and minimizes the potential for
keys to be exposed to unauthorized parties.

3.6 Fully document and implement all
key-management processes and
procedures for cryptographic keys used
for encryption of cardholder data,
including the following:
Note: Numerous industry standards for
key management are available from
various resources including NIST, which
can be found at http://csrc.nist.gov.

3.6.a Additional testing procedure for service provider
assessments only: If the service provider shares keys with
their customers for transmission or storage of cardholder data,
examine the documentation that the service provider provides
to their customers to verify that it includes guidance on how to
securely transmit, store, and update customers’ keys, in
accordance with Requirements 3.6.1 through 3.6.8 below.

The manner in which cryptographic keys are
managed is a critical part of the continued security
of the encryption solution. A good keymanagement process, whether it is manual or
automated as part of the encryption product, is
based on industry standards and addresses all
key elements at 3.6.1 through 3.6.8.

3.6.b Examine the key-management procedures and processes
for keys used for encryption of cardholder data and perform the
following:

Providing guidance to customers on how to
securely transmit, store and update cryptographic
keys can help prevent keys from being
mismanaged or disclosed to unauthorized entities.
This requirement applies to keys used to encrypt
stored cardholder data, and any respective keyencrypting keys.
Note: Testing Procedure 3.6.a is an additional
procedure that only applies if the entity being
assessed is a service provider.

3.6.1 Generation of strong
cryptographic keys

3.6.1.a Verify that key-management procedures specify how
to generate strong keys.
3.6.1.b Observe the method for generating keys to verify that
strong keys are generated.

3.6.2 Secure cryptographic key
distribution

3.6.2.a Verify that key-management procedures specify how
to securely distribute keys.
3.6.2.b Observe the method for distributing keys to verify that
keys are distributed securely.
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The encryption solution must generate strong
keys, as defined in the PCI DSS and PA-DSS
Glossary of Terms, Abbreviations, and Acronyms
under "strong cryptography." Use of strong
cryptographic keys significantly increases the
level of security of encrypted cardholder data.
The encryption solution must distribute keys
securely, meaning the keys are distributed only to
custodians identified in 3.5.1, and are never
distributed in the clear.
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Testing Procedures

Guidance

3.6.3.a Verify that key-management procedures specify how
to securely store keys.

The encryption solution must store keys securely,
for example, by encrypting them with a keyencrypting key. Storing keys without proper
protection could provide access to attackers,
resulting in the decryption and exposure of
cardholder data.

3.6.3.b Observe the method for storing keys to verify that
keys are stored securely.

3.6.4 Cryptographic key changes for
keys that have reached the end of their
cryptoperiod (for example, after a
defined period of time has passed
and/or after a certain amount of ciphertext has been produced by a given
key), as defined by the associated
application vendor or key owner, and
based on industry best practices and
guidelines (for example, NIST Special
Publication 800-57).

3.6.5 Retirement or replacement (for
example, archiving, destruction, and/or
revocation) of keys as deemed
necessary when the integrity of the key
has been weakened (for example,
departure of an employee with
knowledge of a clear-text key
component), or keys are suspected of
being compromised.
Note: If retired or replaced cryptographic
keys need to be retained, these keys
must be securely archived (for example,
by using a key-encryption key). Archived
cryptographic keys should only be used
for decryption/verification purposes.

3.6.4.a Verify that key-management procedures include a
defined cryptoperiod for each key type in use and define a
process for key changes at the end of the defined
cryptoperiod(s).
3.6.4.b Interview personnel to verify that keys are changed at
the end of the defined cryptoperiod(s).

A cryptoperiod is the time span during which a
particular cryptographic key can be used for its
defined purpose. Considerations for defining the
cryptoperiod include, but are not limited to, the
strength of the underlying algorithm, size or length
of the key, risk of key compromise, and the
sensitivity of the data being encrypted.
Periodic changing of encryption keys when the
keys have reached the end of their cryptoperiod is
imperative to minimize the risk of someone’s
obtaining the encryption keys, and using them to
decrypt data.

3.6.5.a Verify that key-management procedures specify
processes for the following:
 The retirement or replacement of keys when the integrity
of the key has been weakened
 The replacement of known or suspected compromised
keys.
 Any keys retained after retiring or replacing are not used
for encryption operations
3.6.5.b Interview personnel to verify the following processes
are implemented:

Keys that are no longer used or needed, or keys
that are known or suspected to be compromised,
should be revoked and/or destroyed to ensure
that the keys can no longer be used. If such keys
need to be kept (for example, to support archived,
encrypted data) they should be strongly protected.
The encryption solution should provide for and
facilitate a process to replace keys that are due
for replacement or that are known to be, or
suspected of being, compromised.

 Keys are retired or replaced as necessary when the
integrity of the key has been weakened, including when
someone with knowledge of the key leaves the company.
 Keys are replaced if known or suspected to be
compromised.
 Any keys retained after retiring or replacing are not used
for encryption operations.
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3.6.6 If manual clear-text cryptographic
key-management operations are used,
these operations must be managed
using split knowledge and dual control.

Testing Procedures
3.6.6.a Verify that manual clear-text key-management
procedures specify processes for the use of the following:
 Split knowledge of keys, such that key components are
under the control of at least two people who only have
knowledge of their own key components; AND

Note: Examples of manual keymanagement operations include, but are
not limited to: key generation,
transmission, loading, storage and
destruction.

 Dual control of keys, such that at least two people are
required to perform any key-management operations and
no one person has access to the authentication materials
(for example, passwords or keys) of another.
3.6.6 b Interview personnel and/or observe processes to
verify that manual clear-text keys are managed with:
 Split knowledge, AND
 Dual control

3.6.7 Prevention of unauthorized
substitution of cryptographic keys.

3.6.7.a Verify that key-management procedures specify
processes to prevent unauthorized substitution of keys.
3.6.7.b Interview personnel and/or observe processes to
verify that unauthorized substitution of keys is prevented.

3.6.8 Requirement for cryptographic
key custodians to formally
acknowledge that they understand and
accept their key-custodian
responsibilities.

3.7 Ensure that security policies and
operational procedures for protecting
stored cardholder data are documented,
in use, and known to all affected parties.

3.6.8.a Verify that key-management procedures specify
processes for key custodians to acknowledge (in writing or
electronically) that they understand and accept their keycustodian responsibilities.

Guidance
Split knowledge and dual control of keys are used
to eliminate the possibility of one person having
access to the whole key. This control is applicable
for manual key-management operations, or where
key management is not implemented by the
encryption product.
Split knowledge is a method in which two or more
people separately have key components, where
each person knows only their own key
component, and the individual key components
convey no knowledge of the original cryptographic
key).
Dual control requires two or more people to
perform a function, and no single person can
access or use the authentication materials of
another.
The encryption solution should not allow for or
accept substitution of keys coming from
unauthorized sources or unexpected processes.

This process will help ensure individuals that act
as key custodians commit to the key-custodian
role and understand and accept the
responsibilities.

3.6.8.b Observe documentation or other evidence showing
that key custodians have acknowledged (in writing or
electronically) that they understand and accept their keycustodian responsibilities.
3.7 Examine documentation and interview personnel to verify
that security policies and operational procedures for protecting
stored cardholder data are:




Documented,
In use, and
Known to all affected parties.
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Personnel need to be aware of and following
security policies and documented operational
procedures for managing the secure storage of
cardholder data on a continuous basis.
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Requirement 4: Encrypt transmission of cardholder data across open, public networks
Sensitive information must be encrypted during transmission over networks that are easily accessed by malicious individuals. Misconfigured
wireless networks and vulnerabilities in legacy encryption and authentication protocols continue to be targets of malicious individuals who exploit
these vulnerabilities to gain privileged access to cardholder data environments.
Testing Procedures

PCI DSS Requirements
4.1 Use strong cryptography and security
protocols (for example, TLS, IPSEC, SSH,
etc.) to safeguard sensitive cardholder data
during transmission over open, public
networks, including the following:


Only trusted keys and certificates are
accepted.
 The protocol in use only supports
secure versions or configurations.
 The encryption strength is appropriate
for the encryption methodology in use.
Note: SSL and early TLS are not considered
strong cryptography and cannot be used as a
security control after June 30, 2016. Prior to
this date, existing implementations that use
SSL and/or early TLS must have a formal
Risk Mitigation and Migration Plan in place.
Effective immediately, new implementations
must not use SSL or early TLS.
POS POI terminals (and the SSL/TLS
termination points to which they connect) that
can be verified as not being susceptible to
any known exploits for SSL and early TLS
may continue using these as a security
control after June 30, 2016.

(Continued on next page)

4.1.a Identify all locations where cardholder data is
transmitted or received over open, public networks. Examine
documented standards and compare to system
configurations to verify the use of security protocols and
strong cryptography for all locations.
4.1.b Review documented policies and procedures to verify
processes are specified for the following:



For acceptance of only trusted keys and/or certificates
For the protocol in use to only support secure versions
and configurations (that insecure versions or
configurations are not supported)
For implementation of proper encryption strength per
the encryption methodology in use

Guidance
Sensitive information must be encrypted during
transmission over public networks, because it is
easy and common for a malicious individual to
intercept and/or divert data while in transit.
Secure transmission of cardholder data requires
using trusted keys/certificates, a secure protocol
for transport, and proper encryption strength to
encrypt cardholder data. Connection requests
from systems that do not support the required
encryption strength, and that would result in an
insecure connection, should not be accepted.

4.1.d Examine keys and certificates to verify that only
trusted keys and/or certificates are accepted.

Note that some protocol implementations (such as
SSL, SSH v1.0, and early TLS) have known
vulnerabilities that an attacker can use to gain
control of the affected system. Whichever security
protocol is used, ensure it is configured to use
only secure versions and configurations to prevent
use of an insecure connection—for example, by
using only trusted certificates and supporting only
strong encryption (not supporting weaker,
insecure protocols or methods).

4.1.e Examine system configurations to verify that the
protocol is implemented to use only secure configurations
and does not support insecure versions or configurations.

Verifying that certificates are trusted (for example,
have not expired and are issued from a trusted
source) helps ensure the integrity of the secure
connection.



4.1.c Select and observe a sample of inbound and outbound
transmissions as they occur to verify that all cardholder data
is encrypted with strong cryptography during transit.

4.1.f Examine system configurations to verify that the proper
encryption strength is implemented for the encryption
methodology in use. (Check vendor recommendations/best
practices.)
(Continued on next page)
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Examples of open, public networks include
but are not limited to:

The Internet

Wireless technologies, including 802.11
and Bluetooth

Cellular technologies, for example,
Global System for Mobile
communications (GSM), Code division
multiple access (CDMA)

General Packet Radio Service (GPRS)

Satellite communications

4.1.g For TLS implementations, examine system
configurations to verify that TLS is enabled whenever
cardholder data is transmitted or received.
For example, for browser-based implementations:



“HTTPS” appears as the browser Universal Record
Locator (URL) protocol, and
Cardholder data is only requested if “HTTPS” appears
as part of the URL.

4.1.h For POS POI terminals (and the SSL/TLS termination
points to which they connect) using SSL and/or early TLS
and for which the entity asserts are not susceptible to any
known exploits for those protocols:
Confirm the entity has documentation (for example, vendor
documentation, system/network configuration details, etc.)
that verifies the devices are not susceptible to any known
exploits for SSL/early TLS.
4.1.i For all other environments using SSL and/or early TLS:
Review the documented Risk Mitigation and Migration Plan
to verify it includes:


Description of usage, including what data is being
transmitted, types and number of systems that use
and/or support SSL/early TLS, type of environment;



Risk-assessment results and risk-reduction controls in
place;



Description of processes to monitor for new
vulnerabilities associated with SSL/early TLS;



Description of change control processes that are
implemented to ensure SSL/early TLS is not
implemented into new environments;



Overview of migration project plan including target
migration completion date no later than June 30, 2016.
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Guidance
Generally, the web page URL should begin with
"HTTPS" and/or the web browser display a
padlock icon somewhere in the window of the
browser. Many TLS certificate vendors also
provide a highly visible verification seal—
sometimes referred to as a “security seal,”
"secure site seal," or “secure trust seal”)—which
may provide the ability to click on the seal to
reveal information about the website.
Refer to industry standards and best practices for
information on strong cryptography and secure
protocols (e.g. NIST SP 800-52 and SP 800-57,
OWASP, etc.)
Regarding use of SSL/early TLS: Entities using
SSL and early TLS must work towards upgrading
to a strong cryptographic protocol as soon as
possible. Additionally, SSL and/or early TLS must
not be introduced into environments where they
don’t already exist. At the time of publication, the
known vulnerabilities are difficult to exploit in POS
POI payment environments. However, new
vulnerabilities could emerge at any time, and it is
up to the organization to remain up-to-date with
vulnerability trends and determine whether or not
they are susceptible to any known exploits.
Refer to the PCI SSC Information Supplement:
Migrating from SSL and Early TLS for further
guidance on the use of SSL/early TLS.
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Testing Procedures

Guidance

4.1.1 Ensure wireless networks transmitting
cardholder data or connected to the
cardholder data environment, use industry
best practices (for example, IEEE 802.11i)
to implement strong encryption for
authentication and transmission.

4.1.1 Identify all wireless networks transmitting cardholder
data or connected to the cardholder data environment.
Examine documented standards and compare to system
configuration settings to verify the following for all wireless
networks identified:

Malicious users use free and widely available
tools to eavesdrop on wireless communications.
Use of strong cryptography can help limit
disclosure of sensitive information across wireless
networks.

 Industry best practices (for example, IEEE 802.11i)
are used to implement strong encryption for
authentication and transmission.

Strong cryptography for authentication and
transmission of cardholder data is required to
prevent malicious users from gaining access to
the wireless network or utilizing wireless networks
to access other internal networks or data.

Note: The use of WEP as a security control
is prohibited.

 Weak encryption (for example, WEP, SSL) is not
used as a security control for authentication or
transmission.
4.2 Never send unprotected PANs by enduser messaging technologies (for example, email, instant messaging, SMS, chat, etc.).

4.3 Ensure that security policies and
operational procedures for encrypting
transmissions of cardholder data are
documented, in use, and known to all
affected parties.

4.2.a If end-user messaging technologies are used to send
cardholder data, observe processes for sending PAN and
examine a sample of outbound transmissions as they occur
to verify that PAN is rendered unreadable or secured with
strong cryptography whenever it is sent via end-user
messaging technologies.

E-mail, instant messaging, SMS, and chat can be
easily intercepted by packet-sniffing during
delivery across internal and public networks. Do
not utilize these messaging tools to send PAN
unless they are configured to provide strong
encryption.

4.2.b Review written policies to verify the existence of a
policy stating that unprotected PANs are not to be sent via
end-user messaging technologies.

Additionally, if an entity requests PAN via enduser messaging technologies, the entity should
provide a tool or method to protect these PANs
using strong cryptography or render PANs
unreadable before transmission.

4.3 Examine documentation and interview personnel to
verify that security policies and operational procedures for
encrypting transmissions of cardholder data are:

Personnel need to be aware of and following
security policies and operational procedures for
managing the secure transmission of cardholder
data on a continuous basis.





Documented,
In use, and
Known to all affected parties.
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Maintain a Vulnerability Management Program
Requirement 5: Protect all systems against malware and regularly update anti-virus software or programs
Malicious software, commonly referred to as “malware”—including viruses, worms, and Trojans—enters the network during many businessapproved activities including employee e-mail and use of the Internet, mobile computers, and storage devices, resulting in the exploitation of
system vulnerabilities. Anti-virus software must be used on all systems commonly affected by malware to protect systems from current and
evolving malicious software threats. Additional anti-malware solutions may be considered as a supplement to the anti-virus software; however,
such additional solutions do not replace the need for anti-virus software to be in place.
PCI DSS Requirements

Testing Procedures

Guidance

5.1 Deploy anti-virus software on all
systems commonly affected by malicious
software (particularly personal computers
and servers).

5.1 For a sample of system components including all operating
system types commonly affected by malicious software, verify
that anti-virus software is deployed if applicable anti-virus
technology exists.

There is a constant stream of attacks using widely
published exploits, often called "zero day" (an
attack that exploits a previously unknown
vulnerability), against otherwise secured systems.
Without an anti-virus solution that is updated
regularly, these new forms of malicious software
can attack systems, disable a network, or lead to
compromise of data.

5.1.1 Ensure that anti-virus programs
are capable of detecting, removing,
and protecting against all known types
of malicious software.

5.1.1 Review vendor documentation and examine anti-virus
configurations to verify that anti-virus programs;

It is important to protect against ALL types and
forms of malicious software.

 Detect all known types of malicious software,
 Remove all known types of malicious software, and
 Protect against all known types of malicious software.
Examples of types of malicious software include viruses,
Trojans, worms, spyware, adware, and rootkits.
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5.1.2 For systems considered to be not
commonly affected by malicious
software, perform periodic evaluations
to identify and evaluate evolving
malware threats in order to confirm
whether such systems continue to not
require anti-virus software.

5.1.2 Interview personnel to verify that evolving malware
threats are monitored and evaluated for systems not currently
considered to be commonly affected by malicious software, in
order to confirm whether such systems continue to not require
anti-virus software.

Guidance
Typically, mainframes, mid-range computers
(such as AS/400) and similar systems may not
currently be commonly targeted or affected by
malware. However, industry trends for malicious
software can change quickly, so it is important for
organizations to be aware of new malware that
might affect their systems—for example, by
monitoring vendor security notices and anti-virus
news groups to determine whether their systems
might be coming under threat from new and
evolving malware.
Trends in malicious software should be included
in the identification of new security vulnerabilities,
and methods to address new trends should be
incorporated into the company's configuration
standards and protection mechanisms as needed

5.2 Ensure that all anti-virus mechanisms
are maintained as follows:




Are kept current,
Perform periodic scans
Generate audit logs which are
retained per PCI DSS Requirement
10.7.

5.2.a Examine policies and procedures to verify that anti-virus
software and definitions are required to be kept up to date.
5.2.b Examine anti-virus configurations, including the master
installation of the software to verify anti-virus mechanisms are:



Configured to perform automatic updates, and
Configured to perform periodic scans.

5.2.c Examine a sample of system components, including all
operating system types commonly affected by malicious
software, to verify that:



Even the best anti-virus solutions are limited in
effectiveness if they are not maintained and kept
current with the latest security updates, signature
files, or malware protections.
Audit logs provide the ability to monitor virus and
malware activity and anti-malware reactions.
Thus, it is imperative that anti-malware solutions
be configured to generate audit logs and that
these logs be managed in accordance with
Requirement 10.

The anti-virus software and definitions are current.
Periodic scans are performed.

5.2.d Examine anti-virus configurations, including the master
installation of the software and a sample of system
components, to verify that:



Anti-virus software log generation is enabled, and
Logs are retained in accordance with PCI DSS
Requirement 10.7.
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Guidance

5.3.a Examine anti-virus configurations, including the master
installation of the software and a sample of system
components, to verify the anti-virus software is actively running.

Anti-virus that continually runs and is unable to be
altered will provide persistent security against
malware.

5.3.b Examine anti-virus configurations, including the master
installation of the software and a sample of system
components, to verify that the anti-virus software cannot be
disabled or altered by users.

Use of policy-based controls on all systems to
ensure anti-malware protections cannot be altered
or disabled will help prevent system weaknesses
from being exploited by malicious software.

5.3.c Interview responsible personnel and observe processes to
verify that anti-virus software cannot be disabled or altered by
users, unless specifically authorized by management on a
case-by-case basis for a limited time period.

Additional security measures may also need to be
implemented for the period of time during which
anti-virus protection is not active—for example,
disconnecting the unprotected system from the
Internet while the anti-virus protection is disabled,
and running a full scan after it is re-enabled.

PCI DSS Requirements
5.3 Ensure that anti-virus mechanisms
are actively running and cannot be
disabled or altered by users, unless
specifically authorized by management
on a case-by-case basis for a limited
time period.
Note: Anti-virus solutions may be
temporarily disabled only if there is
legitimate technical need, as authorized
by management on a case-by-case
basis. If anti-virus protection needs to be
disabled for a specific purpose, it must
be formally authorized. Additional
security measures may also need to be
implemented for the period of time during
which anti-virus protection is not active.
5.4 Ensure that security policies and
operational procedures for protecting
systems against malware are
documented, in use, and known to all
affected parties.

5.4 Examine documentation and interview personnel to verify
that security policies and operational procedures for protecting
systems against malware are:




Documented,
In use, and
Known to all affected parties.
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Personnel need to be aware of and following
security policies and operational procedures to
ensure systems are protected from malware on a
continuous basis.
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Requirement 6: Develop and maintain secure systems and applications
Unscrupulous individuals use security vulnerabilities to gain privileged access to systems. Many of these vulnerabilities are fixed by vendorprovided security patches, which must be installed by the entities that manage the systems. All systems must have all appropriate software
patches to protect against the exploitation and compromise of cardholder data by malicious individuals and malicious software.
Note: Appropriate software patches are those patches that have been evaluated and tested sufficiently to determine that the patches do not
conflict with existing security configurations. For in-house developed applications, numerous vulnerabilities can be avoided by using standard
system development processes and secure coding techniques.
PCI DSS Requirements
6.1 Establish a process to identify security
vulnerabilities, using reputable outside
sources for security vulnerability information,
and assign a risk ranking (for example, as
“high,” “medium,” or “low”) to newly
discovered security vulnerabilities.
Note: Risk rankings should be based on
industry best practices as well as
consideration of potential impact. For
example, criteria for ranking vulnerabilities
may include consideration of the CVSS base
score, and/or the classification by the vendor,
and/or type of systems affected.
Methods for evaluating vulnerabilities and
assigning risk ratings will vary based on an
organization’s environment and riskassessment strategy. Risk rankings should,
at a minimum, identify all vulnerabilities
considered to be a “high risk” to the
environment. In addition to the risk ranking,
vulnerabilities may be considered “critical” if
they pose an imminent threat to the
environment, impact critical systems, and/or
would result in a potential compromise if not
addressed. Examples of critical systems may
include security systems, public-facing
devices and systems, databases, and other
systems that store, process, or transmit
cardholder data.

Testing Procedures
6.1.a Examine policies and procedures to verify that
processes are defined for the following:





To identify new security vulnerabilities
To assign a risk ranking to vulnerabilities that includes
identification of all “high risk” and “critical”
vulnerabilities.
To use reputable outside sources for security
vulnerability information.

6.1.b Interview responsible personnel and observe
processes to verify that:





New security vulnerabilities are identified.
A risk ranking is assigned to vulnerabilities that includes
identification of all “high” risk and “critical”
vulnerabilities.
Processes to identify new security vulnerabilities include
using reputable outside sources for security vulnerability
information.
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Guidance
The intent of this requirement is that organizations
keep up to date with new vulnerabilities that may
impact their environment.
Sources for vulnerability information should be
trustworthy and often include vendor websites,
industry news groups, mailing list, or RSS feeds.
Once an organization identifies a vulnerability that
could affect their environment, the risk that the
vulnerability poses must be evaluated and ranked.
The organization must therefore have a method in
place to evaluate vulnerabilities on an ongoing basis
and assign risk rankings to those vulnerabilities.
This is not achieved by an ASV scan or internal
vulnerability scan, rather this requires a process to
actively monitor industry sources for vulnerability
information.
Classifying the risks (for example, as “high,”
“medium,” or “low”) allows organizations to identify,
prioritize, and address the highest risk items more
quickly and reduce the likelihood that vulnerabilities
posing the greatest risk will be exploited.
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6.2 Ensure that all system components and
software are protected from known
vulnerabilities by installing applicable vendorsupplied security patches. Install critical
security patches within one month of release.
Note: Critical security patches should be
identified according to the risk ranking
process defined in Requirement 6.1.

Testing Procedures
6.2.a Examine policies and procedures related to securitypatch installation to verify processes are defined for:



6.2.b For a sample of system components and related
software, compare the list of security patches installed on
each system to the most recent vendor security-patch list, to
verify the following:



6.3 Develop internal and external software
applications (including web-based
administrative access to applications)
securely, as follows:





In accordance with PCI DSS (for
example, secure authentication and
logging)
Based on industry standards and/or best
practices.
Incorporating information security
throughout the software-development life
cycle

Installation of applicable critical vendor-supplied
security patches within one month of release.
Installation of all applicable vendor-supplied security
patches within an appropriate time frame (for example,
within three months).

That applicable critical vendor-supplied security patches
are installed within one month of release.
All applicable vendor-supplied security patches are
installed within an appropriate time frame (for example,
within three months).

6.3.a Examine written software-development processes to
verify that the processes are based on industry standards
and/or best practices.
6.3.b Examine written software-development processes to
verify that information security is included throughout the life
cycle.
6.3.c Examine written software-development processes to
verify that software applications are developed in
accordance with PCI DSS.

Guidance
There is a constant stream of attacks using widely
published exploits, often called "zero day" (an attack
that exploits a previously unknown vulnerability),
against otherwise secured systems. If the most
recent patches are not implemented on critical
systems as soon as possible, a malicious individual
can use these exploits to attack or disable a system,
or gain access to sensitive data.
Prioritizing patches for critical infrastructure ensures
that high-priority systems and devices are protected
from vulnerabilities as soon as possible after a patch
is released. Consider prioritizing patch installations
such that security patches for critical or at-risk
systems are installed within 30 days, and other
lower-risk patches are installed within 2-3 months.
This requirement applies to applicable patches for
all installed software.
Without the inclusion of security during the
requirements definition, design, analysis, and testing
phases of software development, security
vulnerabilities can be inadvertently or maliciously
introduced into the production environment.
Understanding how sensitive data is handled by the
application—including when stored, transmitted, and
when in memory—can help identify where data
needs to be protected.

6.3.d Interview software developers to verify that written
software-development processes are implemented.

Note: this applies to all software developed
internally as well as bespoke or custom
software developed by a third party.
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Testing Procedures

6.3.1 Remove development, test and/or
custom application accounts, user IDs, and
passwords before applications become
active or are released to customers.

6.3.1 Examine written software-development procedures
and interview responsible personnel to verify that preproduction and/or custom application accounts, user IDs
and/or passwords are removed before an application goes
into production or is released to customers.

Development, test and/or custom application
accounts, user IDs, and passwords should be
removed from production code before the
application becomes active or is released to
customers, since these items may give away
information about the functioning of the application.
Possession of such information could facilitate
compromise of the application and related
cardholder data.

6.3.2 Review custom code prior to release
to production or customers in order to
identify any potential coding vulnerability
(using either manual or automated
processes) to include at least the following:

6.3.2.a Examine written software-development procedures
and interview responsible personnel to verify that all
custom application code changes must be reviewed (using
either manual or automated processes) as follows:

Security vulnerabilities in custom code are
commonly exploited by malicious individuals to gain
access to a network and compromise cardholder
data.

 Code changes are reviewed by individuals other than
the originating code author, and by individuals who
are knowledgeable in code-review techniques and
secure coding practices.

An individual knowledgeable and experienced in
code-review techniques should be involved in the
review process. Code reviews should be performed
by someone other than the developer of the code to
allow for an independent, objective review.
Automated tools or processes may also be used in
lieu of manual reviews, but keep in mind that it may
be difficult or even impossible for an automated tool
to identify some coding issues.

 Code changes are reviewed by
individuals other than the originating
code author, and by individuals
knowledgeable about code-review
techniques and secure coding
practices.
 Code reviews ensure code is
developed according to secure coding
guidelines
 Appropriate corrections are
implemented prior to release.

 Code reviews ensure code is developed according to
secure coding guidelines (see PCI DSS Requirement
6.5).
 Appropriate corrections are implemented prior to
release.
 Code-review results are reviewed and approved by
management prior to release.

 Code-review results are reviewed and
approved by management prior to
release.

(Continued on next page)
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Guidance

Correcting coding errors before the code is deployed
into a production environment or released to
customers prevents the code exposing the
environments to potential exploit. Faulty code is also
far more difficult and expensive to address after it
has been deployed or released into production
environments.
Including a formal review and signoff by
management prior to release helps to ensure that
code is approved and has been developed in
accordance with policies and procedures.
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Note: This requirement for code reviews
applies to all custom code (both internal and
public-facing), as part of the system
development life cycle.

Testing Procedures

Guidance

6.3.2.b Select a sample of recent custom application
changes and verify that custom application code is
reviewed according to 6.3.2.a, above.

Code reviews can be conducted by
knowledgeable internal personnel or third
parties. Public-facing web applications are
also subject to additional controls, to address
ongoing threats and vulnerabilities after
implementation, as defined at PCI DSS
Requirement 6.6.
6.4 Follow change control processes and
procedures for all changes to system
components. The processes must include the
following:

6.4 Examine policies and procedures to verify the following
are defined:








6.4.1 Separate development/test
environments from production
environments, and enforce the separation
with access controls.

Development/test environments are separate from
production environments with access control in place to
enforce separation.
A separation of duties between personnel assigned to
the development/test environments and those assigned
to the production environment.
Production data (live PANs) are not used for testing or
development.
Test data and accounts are removed before a
production system becomes active.
Change control procedures related to implementing
security patches and software modifications are
documented.

6.4.1.a Examine network documentation and network
device configurations to verify that the development/test
environments are separate from the production
environment(s).
6.4.1.b Examine access controls settings to verify that
access controls are in place to enforce separation
between the development/test environments and the
production environment(s).
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Without properly documented and implemented
change controls, security features could be
inadvertently or deliberately omitted or rendered
inoperable, processing irregularities could occur, or
malicious code could be introduced.

Due to the constantly changing state of development
and test environments, they tend to be less secure
than the production environment. Without adequate
separation between environments, it may be
possible for the production environment, and
cardholder data, to be compromised due to lessstringent security configurations and possible
vulnerabilities in a test or development environment.

Page 55
April 2015

PCI DSS Requirements
6.4.2 Separation of duties between
development/test and production
environments

Testing Procedures
6.4.2 Observe processes and interview personnel
assigned to development/test environments and personnel
assigned to production environments to verify that
separation of duties is in place between development/test
environments and the production environment.

Guidance
Reducing the number of personnel with access to
the production environment and cardholder data
minimizes risk and helps ensure that access is
limited to those individuals with a business need to
know.
The intent of this requirement is to separate
development and test functions from production
functions. For example, a developer may use an
administrator-level account with elevated privileges
in the development environment, and have a
separate account with user-level access to the
production environment.

6.4.3 Production data (live PANs) are not
used for testing or development

6.4.3.a Observe testing processes and interview
personnel to verify procedures are in place to ensure
production data (live PANs) are not used for testing or
development.
6.4.3.b Examine a sample of test data to verify production
data (live PANs) is not used for testing or development.

6.4.4 Removal of test data and accounts
before production systems become active

6.4.4.a Observe testing processes and interview
personnel to verify test data and accounts are removed
before a production system becomes active.
6.4.4.b Examine a sample of data and accounts from
production systems recently installed or updated to verify
test data and accounts are removed before the system
becomes active.
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Security controls are usually not as stringent in test
or development environments. Use of production
data provides malicious individuals with the
opportunity to gain unauthorized access to
production data (cardholder data).

Test data and accounts should be removed from
production code before the application becomes
active, since these items may give away information
about the functioning of the application or system.
Possession of such information could facilitate
compromise of the system and related cardholder
data.
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6.4.5 Change control procedures for the
implementation of security patches and
software modifications must include the
following:

Testing Procedures

Guidance

6.4.5.a Examine documented change control procedures
related to implementing security patches and software
modifications and verify procedures are defined for:

If not properly managed, the impact of software
updates and security patches might not be fully
realized and could have unintended consequences.

 Documentation of impact
 Documented change approval by authorized parties
 Functionality testing to verify that the change does not
adversely impact the security of the system
 Back-out procedures
6.4.5.b For a sample of system components, interview
responsible personnel to determine recent
changes/security patches. Trace those changes back to
related change control documentation. For each change
examined, perform the following:

6.4.5.1 Documentation of impact.

6.4.5.1 Verify that documentation of impact is included in
the change control documentation for each sampled
change.

The impact of the change should be documented so
that all affected parties can plan appropriately for
any processing changes.

6.4.5.2 Documented change approval by
authorized parties.

6.4.5.2 Verify that documented approval by authorized
parties is present for each sampled change.

Approval by authorized parties indicates that the
change is a legitimate and approved change
sanctioned by the organization.

6.4.5.3 Functionality testing to verify that
the change does not adversely impact the
security of the system.

6.4.5.3.a For each sampled change, verify that
functionality testing is performed to verify that the
change does not adversely impact the security of the
system.

Thorough testing should be performed to verify that
the security of the environment is not reduced by
implementing a change. Testing should validate that
all existing security controls remain in place, are
replaced with equally strong controls, or are
strengthened after any change to the environment.

6.4.5.3.b For custom code changes, verify that all
updates are tested for compliance with PCI DSS
Requirement 6.5 before being deployed into production.
6.4.5.4 Back-out procedures.

6.4.5.4 Verify that back-out procedures are prepared for
each sampled change.
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For each change, there should be documented
back-out procedures in case the change fails or
adversely affects the security of an application or
system, to allow the system to be restored back to
its previous state.
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6.5 Address common coding vulnerabilities in
software-development processes as follows:




Train developers in secure coding
techniques, including how to avoid
common coding vulnerabilities, and
understanding how sensitive data is
handled in memory.
Develop applications based on secure
coding guidelines.

Note: The vulnerabilities listed at 6.5.1
through 6.5.10 were current with industry best
practices when this version of PCI DSS was
published. However, as industry best
practices for vulnerability management are
updated (for example, the OWASP Guide,
SANS CWE Top 25, CERT Secure Coding,
etc.), the current best practices must be used
for these requirements.

Testing Procedures
6.5.a Examine software-development policies and
procedures to verify that training in secure coding
techniques is required for developers, based on industry
best practices and guidance.
6.5.b Interview a sample of developers to verify that they are
knowledgeable in secure coding techniques.
6.5.c Examine records of training to verify that software
developers received training on secure coding techniques,
including how to avoid common coding vulnerabilities, and
understanding how sensitive data is handled in memory.
6.5.d. Verify that processes are in place to protect
applications from, at a minimum, the following
vulnerabilities:

Guidance
The application layer is high-risk and may be
targeted by both internal and external threats.
Requirements 6.5.1 through 6.5.10 are the minimum
controls that should be in place, and organizations
should incorporate the relevant secure coding
practices as applicable to the particular technology
in their environment.
Application developers should be properly trained to
identify and resolve issues related to these (and
other) common coding vulnerabilities. Having staff
knowledgeable of secure coding guidelines should
minimize the number of security vulnerabilities
introduced through poor coding practices. Training
for developers may be provided in-house or by third
parties and should be applicable for technology
used.
As industry-accepted secure coding practices
change, organizational coding practices and
developer training should likewise be updated to
address new threats—for example, memory
scraping attacks.
The vulnerabilities identified in 6.5.1 through 6.5.10
provide a minimum baseline. It is up to the
organization to remain up to date with vulnerability
trends and incorporate appropriate measures into
their secure coding practices.
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Testing Procedures

Guidance

Note: Requirements 6.5.1 through 6.5.6, below, apply to all applications (internal or external).
6.5.1 Injection flaws, particularly SQL
injection. Also consider OS Command
Injection, LDAP and XPath injection flaws
as well as other injection flaws.

6.5.1 Examine software-development policies and
procedures and interview responsible personnel to verify
that injection flaws are addressed by coding techniques
that include:
 Validating input to verify user data cannot modify
meaning of commands and queries.
 Utilizing parameterized queries.

Injection flaws, particularly SQL injection, are a
commonly used method for compromising
applications. Injection occurs when user-supplied
data is sent to an interpreter as part of a command
or query. The attacker's hostile data tricks the
interpreter into executing unintended commands or
changing data, and allows the attacker to attack
components inside the network through the
application, to initiate attacks such as buffer
overflows, or to reveal both confidential information
and server application functionality.
Information should be validated before being sent to
the application—for example, by checking for all
alpha characters, mix of alpha and numeric
characters, etc.

6.5.2 Buffer overflows

6.5.2 Examine software-development policies and
procedures and interview responsible personnel to verify
that buffer overflows are addressed by coding techniques
that include:
 Validating buffer boundaries.
 Truncating input strings.

6.5.3 Insecure cryptographic storage

6.5.3 Examine software-development policies and
procedures and interview responsible personnel to verify
that insecure cryptographic storage is addressed by
coding techniques that:
 Prevent cryptographic flaws.
 Use strong cryptographic algorithms and keys.
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Buffer overflows occur when an application does not
have appropriate bounds checking on its buffer
space. This can cause the information in the buffer
to be pushed out of the buffer’s memory space and
into executable memory space. When this occurs,
the attacker has the ability to insert malicious code
at the end of the buffer and then push that malicious
code into executable memory space by overflowing
the buffer. The malicious code is then executed and
often enables the attacker remote access to the
application and/or infected system.
Applications that do not utilize strong cryptographic
functions properly to store data are at increased risk
of being compromised, and exposing authentication
credentials and/or cardholder data. If an attacker is
able to exploit weak cryptographic processes, they
may be able to gain clear-text access to encrypted
data.
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Testing Procedures

Guidance

6.5.4 Insecure communications

6.5.4 Examine software-development policies and
procedures and interview responsible personnel to verify
that insecure communications are addressed by coding
techniques that properly authenticate and encrypt all
sensitive communications.

Applications that fail to adequately encrypt network
traffic using strong cryptography are at increased
risk of being compromised and exposing cardholder
data. If an attacker is able to exploit weak
cryptographic processes, they may be able to gain
control of an application or even gain clear-text
access to encrypted data.

6.5.5 Improper error handling

6.5.5 Examine software-development policies and
procedures and interview responsible personnel to verify
that improper error handling is addressed by coding
techniques that do not leak information via error messages
(for example, by returning generic rather than specific
error details).

Applications can unintentionally leak information
about their configuration or internal workings, or
expose privileged information through improper error
handling methods. Attackers use this weakness to
steal sensitive data or compromise the system
altogether. If a malicious individual can create errors
that the application does not handle properly, they
can gain detailed system information, create denialof-service interruptions, cause security to fail, or
crash the server. For example, the message
"incorrect password provided" tells an attacker the
user ID provided was accurate and that they should
focus their efforts only on the password. Use more
generic error messages, like "data could not be
verified."

6.5.6 All “high risk” vulnerabilities identified
in the vulnerability identification process (as
defined in PCI DSS Requirement 6.1).

6.5.6 Examine software-development policies and
procedures and interview responsible personnel to verify
that coding techniques address any “high risk”
vulnerabilities that could affect the application, as
identified in PCI DSS Requirement 6.1.

All vulnerabilities identified by an organization’s
vulnerability risk-ranking process (defined in
Requirement 6.1) to be “high risk” and that could
affect the application should be identified and
addressed during application development.

Note: Requirements 6.5.7 through 6.5.10, below, apply to web applications and application interfaces
(internal or external):
6.5.7 Cross-site scripting (XSS)

6.5.7 Examine software-development policies and
procedures and interview responsible personnel to verify
that cross-site scripting (XSS) is addressed by coding
techniques that include
 Validating all parameters before inclusion
 Utilizing context-sensitive escaping.
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Web applications, both internally and externally
(public) facing, have unique security risks based
upon their architecture as well as the relative ease
and occurrence of compromise.
XSS flaws occur whenever an application takes
user-supplied data and sends it to a web browser
without first validating or encoding that content. XSS
allows attackers to execute script in the victim's
browser, which can hijack user sessions, deface
web sites, possibly introduce worms, etc.
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6.5.8 Improper access control (such as
insecure direct object references, failure to
restrict URL access, directory traversal, and
failure to restrict user access to functions).

Testing Procedures

Guidance

6.5.8 Examine software-development policies and
procedures and interview responsible personnel to verify
that improper access control—such as insecure direct
object references, failure to restrict URL access, and
directory traversal—is addressed by coding technique that
includes:

A direct object reference occurs when a developer
exposes a reference to an internal implementation
object, such as a file, directory, database record, or
key, as a URL or form parameter. Attackers can
manipulate those references to access other objects
without authorization.

 Proper authentication of users
 Sanitizing input
 Not exposing internal object references to users
 User interfaces that do not permit access to
unauthorized functions.

Consistently enforce access control in presentation
layer and business logic for all URLs. Frequently,
the only way an application protects sensitive
functionality is by preventing the display of links or
URLs to unauthorized users. Attackers can use this
weakness to access and perform unauthorized
operations by accessing those URLs directly.
An attacker may be able to enumerate and navigate
the directory structure of a website (directory
traversal) thus gaining access to unauthorized
information as well as gaining further insight into the
workings of the site for later exploitation.
If user interfaces permit access to unauthorized
functions, this access could result in unauthorized
individuals gaining access to privileged credentials
or cardholder data. Only authorized users should be
permitted to access direct object references to
sensitive resources. Limiting access to data
resources will help prevent cardholder data from
being presented to unauthorized resources.

6.5.9 Cross-site request forgery (CSRF)

6.5.9 Examine software development policies and
procedures and interview responsible personnel to verify
that cross-site request forgery (CSRF) is addressed by
coding techniques that ensure applications do not rely on
authorization credentials and tokens automatically
submitted by browsers.
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A CSRF attack forces a logged-on victim's browser
to send a pre-authenticated request to a vulnerable
web application, which then enables the attacker to
perform any state-changing operations the victim is
authorized to perform (such as updating account
details, making purchases, or even authenticating to
the application).
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Testing Procedures

6.5.10 Broken authentication and session
management

6.5.10 Examine software development policies and
procedures and interview responsible personnel to verify
that broken authentication and session management are
addressed via coding techniques that commonly include:

Note: Requirement 6.5.10 is a best practice
until June 30, 2015, after which it becomes a
requirement.

 Flagging session tokens (for example cookies) as
“secure”

Guidance
Secure authentication and session management
prevents unauthorized individuals from
compromising legitimate account credentials, keys,
or session tokens that would otherwise enable the
intruder to assume the identity of an authorized
user.

 Not exposing session IDs in the URL
 Incorporating appropriate time-outs and rotation of
session IDs after a successful login.
6.6 For public-facing web applications,
address new threats and vulnerabilities on an
ongoing basis and ensure these applications
are protected against known attacks by either
of the following methods:


6.6 For public-facing web applications, ensure that either
one of the following methods is in place as follows:


Reviewing public-facing web
applications via manual or automated
application vulnerability security
assessment tools or methods, at least
annually and after any changes

Note: This assessment is not the same as the
vulnerability scans performed for
Requirement 11.2.


Installing an automated technical
solution that detects and prevents webbased attacks (for example, a webapplication firewall) in front of publicfacing web applications, to continually
check all traffic.



Examine documented processes, interview personnel,
and examine records of application security
assessments to verify that public-facing web
applications are reviewed—using either manual or
automated vulnerability security assessment tools or
methods—as follows:
- At least annually
- After any changes
- By an organization that specializes in application
security
- That, at a minimum, all vulnerabilities in
Requirement 6.5 are included in the assessment
- That all vulnerabilities are corrected
- That the application is re-evaluated after the
corrections.
Examine the system configuration settings and
interview responsible personnel to verify that an
automated technical solution that detects and prevents
web-based attacks (for example, a web-application
firewall) is in place as follows:
- Is situated in front of public-facing web applications
to detect and prevent web-based attacks.
- Is actively running and up to date as applicable.
- Is generating audit logs.
- Is configured to either block web-based attacks, or
generate an alert that is immediately investigated.
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Public-facing web applications are primary targets
for attackers, and poorly coded web applications
provide an easy path for attackers to gain access to
sensitive data and systems. The requirement for
reviewing applications or installing web-application
firewalls is intended to reduce the number of
compromises on public-facing web applications due
to poor coding or application management practices.




Manual or automated vulnerability security
assessment tools or methods review and/or
test the application for vulnerabilities
Web-application firewalls filter and block nonessential traffic at the application layer. Used in
conjunction with a network-based firewall, a
properly configured web-application firewall
prevents application-layer attacks if
applications are improperly coded or
configured. This can be achieved through a
combination of technology and process.
Process-based solutions must have
mechanisms that facilitate timely responses to
alerts in order to meet the intent of this
requirement, which is to prevent attacks.

Note: “An organization that specializes in
application security” can be either a third-party
company or an internal organization, as long as the
reviewers specialize in application security and can
demonstrate independence from the development
team.
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6.7 Ensure that security policies and
operational procedures for developing and
maintaining secure systems and applications
are documented, in use, and known to all
affected parties.

Testing Procedures
6.7 Examine documentation and interview personnel to
verify that security policies and operational procedures for
developing and maintaining secure systems and
applications are:




Documented,
In use, and
Known to all affected parties.
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Guidance
Personnel need to be aware of and following
security policies and operational procedures to
ensure systems and applications are securely
developed and protected from vulnerabilities on a
continuous basis.
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Implement Strong Access Control Measures
Requirement 7: Restrict access to cardholder data by business need to know
To ensure critical data can only be accessed by authorized personnel, systems and processes must be in place to limit access based on need to
know and according to job responsibilities.
“Need to know” is when access rights are granted to only the least amount of data and privileges needed to perform a job.
PCI DSS Requirements
7.1 Limit access to system
components and cardholder data to
only those individuals whose job
requires such access.

Testing Procedures
7.1 Examine written policy for access control, and verify that the
policy incorporates 7.1.1 through 7.1.4 as follows:
 Defining access needs and privilege assignments for each role
 Restriction of access to privileged user IDs to least privileges
necessary to perform job responsibilities
 Assignment of access based on individual personnel’s job
classification and function

Guidance
The more people who have access to cardholder
data, the more risk there is that a user’s account will
be used maliciously. Limiting access to those with a
legitimate business reason for the access helps an
organization prevent mishandling of cardholder data
through inexperience or malice.

 Documented approval (electronically or in writing) by
authorized parties for all access, including listing of specific
privileges approved.
7.1.1 Define access needs for
each role, including:
 System components and data
resources that each role
needs to access for their job
function

7.1.1 Select a sample of roles and verify access needs for each
role are defined and include:
 System components and data resources that each role
needs to access for their job function
 Identification of privilege necessary for each role to perform
their job function.

 Level of privilege required (for
example, user, administrator,
etc.) for accessing resources.
7.1.2 Restrict access to privileged
user IDs to least privileges
necessary to perform job
responsibilities.

7.1.2.a Interview personnel responsible for assigning access to
verify that access to privileged user IDs is:
 Assigned only to roles that specifically require such
privileged access
 Restricted to least privileges necessary to perform job
responsibilities.
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In order to limit access to cardholder data to only
those individuals who need such access, first it is
necessary to define access needs for each role (for
example, system administrator, call center
personnel, store clerk), the systems/devices/data
each role needs access to, and the level of privilege
each role needs to effectively perform assigned
tasks. Once roles and corresponding access needs
are defined, individuals can be granted access
accordingly.
When assigning privileged IDs, it is important to
assign individuals only the privileges they need to
perform their job (the “least privileges”). For
example, the database administrator or backup
administrator should not be assigned the same
privileges as the overall systems administrator.
(Continued on next page)
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Testing Procedures

Guidance

7.1.2.b Select a sample of user IDs with privileged access and
interview responsible management personnel to verify that
privileges assigned are:

Assigning least privileges helps prevent users
without sufficient knowledge about the application
from incorrectly or accidentally changing application
configuration or altering its security settings.
Enforcing least privilege also helps to minimize the
scope of damage if an unauthorized person gains
access to a user ID.

 Necessary for that individual’s job function
 Restricted to least privileges necessary to perform job
responsibilities.
7.1.3 Assign access based on
individual personnel’s job
classification and function.

7.1.3 Select a sample of user IDs and interview responsible
management personnel to verify that privileges assigned are
based on that individual’s job classification and function.

Once needs are defined for user roles (per PCI DSS
requirement 7.1.1), it is easy to grant individuals
access according to their job classification and
function by using the already-created roles.

7.1.4 Require documented
approval by authorized parties
specifying required privileges.

7.1.4 Select a sample of user IDs and compare with documented
approvals to verify that:

Documented approval (for example, in writing or
electronically) assures that those with access and
privileges are known and authorized by
management, and that their access is necessary for
their job function.

 Documented approval exists for the assigned privileges
 The approval was by authorized parties
 That specified privileges match the roles assigned to the
individual.

7.2 Establish an access control
system for systems components that
restricts access based on a user’s
need to know, and is set to “deny all”
unless specifically allowed.

7.2 Examine system settings and vendor documentation to verify
that an access control system is implemented as follows:

This access control system must
include the following:
7.2.1 Coverage of all system
components

7.2.1 Confirm that access control systems are in place on all
system components.

7.2.2 Assignment of privileges to
individuals based on job
classification and function.

7.2.2 Confirm that access control systems are configured to
enforce privileges assigned to individuals based on job
classification and function.

7.2.3 Default “deny-all” setting.

7.2.3 Confirm that the access control systems have a default
“deny-all” setting.
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Without a mechanism to restrict access based on
user’s need to know, a user may unknowingly be
granted access to cardholder data. An access
control system automates the process of restricting
access and assigning privileges. Additionally, a
default “deny-all” setting ensures no one is granted
access until and unless a rule is established
specifically granting such access.
Note: Some access control systems are set by
default to “allow-all,” thereby permitting access
unless/until a rule is written to specifically deny it.
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7.3 Ensure that security policies and
operational procedures for restricting
access to cardholder data are
documented, in use, and known to
all affected parties.

Testing Procedures
7.3 Examine documentation and interview personnel to verify that
security policies and operational procedures for restricting access
to cardholder data are:




Documented,
In use, and
Known to all affected parties.
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Guidance
Personnel need to be aware of and following
security policies and operational procedures to
ensure that access is controlled and based on needto-know and least privilege, on a continuous basis.
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Requirement 8: Identify and authenticate access to system components
Assigning a unique identification (ID) to each person with access ensures that each individual is uniquely accountable for their actions. When such
accountability is in place, actions taken on critical data and systems are performed by, and can be traced to, known and authorized users and
processes.
The effectiveness of a password is largely determined by the design and implementation of the authentication system—particularly, how
frequently password attempts can be made by an attacker, and the security methods to protect user passwords at the point of entry, during
transmission, and while in storage.
Note: These requirements are applicable for all accounts, including point-of-sale accounts, with administrative capabilities and all accounts used
to view or access cardholder data or to access systems with cardholder data. This includes accounts used by vendors and other third parties (for
example, for support or maintenance).
However, Requirements 8.1.1, 8.2, 8.5, 8.2.3 through 8.2.5, and 8.1.6 through 8.1.8 are not intended to apply to user accounts within a point-ofsale payment application that only have access to one card number at a time in order to facilitate a single transaction (such as cashier accounts).
PCI DSS Requirements
8.1 Define and implement policies and
procedures to ensure proper user
identification management for nonconsumer users and administrators on all
system components as follows:

Testing Procedures
8.1.a Review procedures and confirm they define processes for
each of the items below at 8.1.1 through 8.1.8
8.1.b Verify that procedures are implemented for user
identification management, by performing the following:

Guidance
By ensuring each user is uniquely identified—
instead of using one ID for several employees—an
organization can maintain individual responsibility
for actions and an effective audit trail per employee.
This will help speed issue resolution and
containment when misuse or malicious intent
occurs.

8.1.1 Assign all users a unique ID
before allowing them to access system
components or cardholder data.

8.1.1 Interview administrative personnel to confirm that all
users are assigned a unique ID for access to system
components or cardholder data.

8.1.2 Control addition, deletion, and
modification of user IDs, credentials,
and other identifier objects.

8.1.2 For a sample of privileged user IDs and general user IDs,
examine associated authorizations and observe system
settings to verify each user ID and privileged user ID has been
implemented with only the privileges specified on the
documented approval.

To ensure that user accounts granted access to
systems are all valid and recognized users, strong
processes must manage all changes to user IDs and
other authentication credentials, including adding
new ones and modifying or deleting existing ones.

8.1.3 Immediately revoke access for
any terminated users.

8.1.3.a Select a sample of users terminated in the past six
months, and review current user access lists—for both local
and remote access—to verify that their IDs have been
deactivated or removed from the access lists.

If an employee has left the company and still has
access to the network via their user account,
unnecessary or malicious access to cardholder data
could occur—either by the former employee or by a
malicious user who exploits the old and/or unused
account. To prevent unauthorized access, user
credentials and other authentication methods
therefore need to be revoked promptly (as soon as
possible) upon the employee’s departure.

8.1.3.b Verify all physical authentication methods—such as,
smart cards, tokens, etc.—have been returned or deactivated.
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Testing Procedures

Guidance

8.1.4 Remove/disable inactive user
accounts within 90 days.

8.1.4 Observe user accounts to verify that any inactive
accounts over 90 days old are either removed or disabled.

Accounts that are not used regularly are often
targets of attack since it is less likely that any
changes (such as a changed password) will be
noticed. As such, these accounts may be more
easily exploited and used to access cardholder data.

8.1.5 Manage IDs used by vendors to
access, support, or maintain system
components via remote access as
follows:

8.1.5.a Interview personnel and observe processes for
managing accounts used by vendors to access, support, or
maintain system components to verify that accounts used by
vendors for remote access are:

Allowing vendors to have 24/7 access into your
network in case they need to support your systems
increases the chances of unauthorized access,
either from a user in the vendor’s environment or
from a malicious individual who finds and uses this
always-available external entry point into your
network. Enabling access only for the time periods
needed, and disabling it as soon as it is no longer
needed, helps prevent misuse of these connections.

 Enabled only during the time
period needed and disabled when
not in use.
 Monitored when in use.

8.1.6 Limit repeated access attempts
by locking out the user ID after not
more than six attempts.

 Disabled when not in use
 Enabled only when needed by the vendor, and disabled
when not in use.
8.1.5.b Interview personnel and observe processes to verify
that vendor remote access accounts are monitored while being
used.

8.1.6.a For a sample of system components, inspect system
configuration settings to verify that authentication parameters
are set to require that user accounts be locked out after not
more than six invalid logon attempts.
8.1.6.b Additional testing procedure for service provider
assessments only: Review internal processes and
customer/user documentation, and observe implemented
processes to verify that non-consumer customer user accounts
are temporarily locked-out after not more than six invalid
access attempts.

8.1.7 Set the lockout duration to a
minimum of 30 minutes or until an
administrator enables the user ID.

8.1.7 For a sample of system components, inspect system
configuration settings to verify that password parameters are
set to require that once a user account is locked out, it remains
locked for a minimum of 30 minutes or until a system
administrator resets the account.
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Monitoring of vendor access provides assurance
that vendors are accessing only the systems
necessary and only during approved time frames.
Without account-lockout mechanisms in place, an
attacker can continually attempt to guess a
password through manual or automated tools (for
example, password cracking), until they achieve
success and gain access to a user’s account.
Note: Testing Procedure 8.1.6.b is an additional
procedure that only applies if the entity being
assessed is a service provider.

If an account is locked out due to someone
continually trying to guess a password, controls to
delay reactivation of these locked accounts stops
the malicious individual from continually guessing
the password (they will have to stop for a minimum
of 30 minutes until the account is reactivated).
Additionally, if reactivation must be requested, the
admin or help desk can validate that it is the actual
account owner requesting reactivation.
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8.1.8 If a session has been idle for
more than 15 minutes, require the user
to re-authenticate to re-activate the
terminal or session.

Testing Procedures
8.1.8 For a sample of system components, inspect system
configuration settings to verify that system/session idle time out
features have been set to 15 minutes or less.

Guidance
When users walk away from an open machine with
access to critical system components or cardholder
data, that machine may be used by others in the
user’s absence, resulting in unauthorized account
access and/or misuse.
The re-authentication can be applied either at the
system level to protect all sessions running on that
machine, or at the application level.

8.2 In addition to assigning a unique ID,
ensure proper user-authentication
management for non-consumer users
and administrators on all system
components by employing at least one of
the following methods to authenticate all
users:




Something you know, such as a
password or passphrase
Something you have, such as a
token device or smart card
Something you are, such as a
biometric.

8.2 To verify that users are authenticated using unique ID and
additional authentication (for example, a password/phrase) for
access to the cardholder data environment, perform the
following:



Examine documentation describing the authentication
method(s) used.
For each type of authentication method used and for each
type of system component, observe an authentication to
verify authentication is functioning consistent with
documented authentication method(s).
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These authentication methods, when used in
addition to unique IDs, help protect users’ IDs from
being compromised, since the one attempting the
compromise needs to know both the unique ID and
the password (or other authentication used). Note
that a digital certificate is a valid option for
“something you have” as long as it is unique for a
particular user.
Since one of the first steps a malicious individual will
take to compromise a system is to exploit weak or
nonexistent passwords, it is important to implement
good processes for authentication management.
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8.2.1 Using strong cryptography,
render all authentication credentials
(such as passwords/phrases)
unreadable during transmission and
storage on all system components.

Testing Procedures
8.2.1.a Examine vendor documentation and system
configuration settings to verify that passwords are protected
with strong cryptography during transmission and storage.
8.2.1.b For a sample of system components, examine
password files to verify that passwords are unreadable during
storage.
8.2.1.c For a sample of system components, examine data
transmissions to verify that passwords are unreadable during
transmission.
8.2.1.d Additional testing procedure for service provider
assessments only: Observe password files to verify that nonconsumer customer passwords are unreadable during storage.

Guidance
Many network devices and applications transmit
unencrypted, readable passwords across the
network and/or store passwords without encryption.
A malicious individual can easily intercept
unencrypted passwords during transmission using a
“sniffer,” or directly access unencrypted passwords
in files where they are stored, and use this data to
gain unauthorized access.
Note: Testing Procedures 8.2.1.d and 8.2.1.e are
additional procedures that only apply if the entity
being assessed is a service provider.

8.2.1.e Additional testing procedure for service provider
assessments only: Observe data transmissions to verify that
non-consumer customer passwords are unreadable during
transmission.
8.2.2 Verify user identity before
modifying any authentication
credential—for example, performing
password resets, provisioning new
tokens, or generating new keys.

8.2.2 Examine authentication procedures for modifying
authentication credentials and observe security personnel to
verify that, if a user requests a reset of an authentication
credential by phone, e-mail, web, or other non-face-to-face
method, the user’s identity is verified before the authentication
credential is modified.
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Many malicious individuals use "social
engineering”—for example, calling a help desk and
acting as a legitimate user—to have a password
changed so they can utilize a user ID. Consider use
of a “secret question” that only the proper user can
answer to help administrators identify the user prior
to re-setting or modifying authentication credentials.
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Testing Procedures

Guidance

8.2.3 Passwords/phrases must meet
the following:

8.2.3a For a sample of system components, inspect system
configuration settings to verify that user password parameters
are set to require at least the following strength/complexity:

Strong passwords/phrases are the first line of
defense into a network since a malicious individual
will often first try to find accounts with weak or nonexistent passwords. If passwords are short or simple
to guess, it is relatively easy for a malicious
individual to find these weak accounts and
compromise a network under the guise of a valid
user ID.

 Require a minimum length of at
least seven characters.
 Contain both numeric and
alphabetic characters.
Alternatively, the passwords/phrases
must have complexity and strength at
least equivalent to the parameters
specified above.

 Require a minimum length of at least seven characters.
 Contain both numeric and alphabetic characters.
8.2.3.b Additional testing procedure for service provider
assessments only: Review internal processes and
customer/user documentation to verify that non-consumer
customer passwords are required to meet at least the following
strength/complexity:
 Require a minimum length of at least seven characters.
 Contain both numeric and alphabetic characters.

This requirement specifies that a minimum of seven
characters and both numeric and alphabetic
characters should be used for passwords/phrases.
For cases where this minimum cannot be met due to
technical limitations, entities can use “equivalent
strength” to evaluate their alternative. NIST SP 80063-1 defines “entropy” as “a measure of the difficulty
of guessing or determining a password or key.” This
document and others that discuss “password
entropy” can be referred to for more information on
applicable entropy value and for understanding
equivalent password strength variability for
passwords/phrases of different formats.
Note: Testing Procedure 8.2.3.b is an additional
procedure that only applies if the entity being
assessed is a service provider.

8.2.4 Change user
passwords/passphrases at least once
every 90 days.

8.2.4.a For a sample of system components, inspect system
configuration settings to verify that user password parameters
are set to require users to change passwords at least once
every 90 days.
8.2.4.b Additional testing procedure for service provider
assessments only: Review internal processes and
customer/user documentation to verify that:

Passwords/phrases that are valid for a long time
without a change provide malicious individuals with
more time to work on breaking the password/phrase.
Note: Testing Procedure 8.2.4.b is an additional
procedure that only applies if the entity being
assessed is a service provider.

 Non-consumer customer user passwords are required to
change periodically; and
 Non-consumer customer users are given guidance as to
when, and under what circumstances, passwords must
change.
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8.2.5 Do not allow an individual to
submit a new password/phrase that is
the same as any of the last four
passwords/phrases he or she has
used.

8.2.6 Set passwords/phrases for firsttime use and upon reset to a unique
value for each user, and change
immediately after the first use.
8.3 Incorporate two-factor authentication
for remote network access originating
from outside the network by personnel
(including users and administrators) and
all third parties, (including vendor access
for support or maintenance).
Note: Two-factor authentication requires
that two of the three authentication
methods (see Requirement 8.2 for
descriptions of authentication methods)
be used for authentication. Using one
factor twice (for example, using two
separate passwords) is not considered
two-factor authentication.

Testing Procedures
8.2.5.a For a sample of system components, obtain and
inspect system configuration settings to verify that password
parameters are set to require that new passwords cannot be
the same as the four previously used passwords.
8.2.5.b Additional testing procedure for service provider
assessments only: Review internal processes and
customer/user documentation to verify that new non-consumer
customer user passwords cannot be the same as the previous
four passwords.
8.2.6 Examine password procedures and observe security
personnel to verify that first-time passwords for new users, and
reset passwords for existing users, are set to a unique value
for each user and changed after first use.
8.3.a Examine system configurations for remote access servers
and systems to verify two-factor authentication is required for:



All remote access by personnel
All third-party/vendor remote access (including access to
applications and system components for support or
maintenance purposes).

8.3.b Observe a sample of personnel (for example, users and
administrators) connecting remotely to the network and verify
that at least two of the three authentication methods are used.

Examples of two-factor technologies
include remote authentication and dial-in
service (RADIUS) with tokens; terminal
access controller access control system
(TACACS) with tokens; and other
technologies that facilitate two-factor
authentication.
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Guidance
If password history isn’t maintained, the
effectiveness of changing passwords is reduced, as
previous passwords can be reused over and over.
Requiring that passwords cannot be reused for a
period of time reduces the likelihood that passwords
that have been guessed or brute-forced will be used
in the future.
Note: Testing Procedure 8.2.5.b is an additional
procedure that only applies if the entity being
assessed is a service provider.
If the same password is used for every new user, an
internal user, former employee, or malicious
individual may know or easily discover this
password, and use it to gain access to accounts.
Two-factor authentication requires two forms of
authentication for higher-risk accesses, such as
those originating from outside the network
This requirement is intended to apply to all
personnel—including general users, administrators,
and vendors (for support or maintenance) with
remote access to the network—where that remote
access could lead to access to the cardholder data
environment.
If remote access is to an entity’s network that has
appropriate segmentation, such that remote users
cannot access or impact the cardholder data
environment, two-factor authentication for remote
access to that network would not be required.
However, two-factor authentication is required for
any remote access to networks with access to the
cardholder data environment, and is recommended
for all remote access to the entity’s networks.
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Testing Procedures

8.4 Document and communicate
authentication policies and procedures to
all users including:

8.4.a Examine procedures and interview personnel to verify that
authentication policies and procedures are distributed to all
users.







Guidance on selecting strong
authentication credentials
Guidance for how users should
protect their authentication
credentials
Instructions not to reuse previously
used passwords
Instructions to change passwords if
there is any suspicion the password
could be compromised.

8.4.b Review authentication policies and procedures that are
distributed to users and verify they include:





Guidance on selecting strong authentication credentials
Guidance for how users should protect their authentication
credentials.
Instructions for users not to reuse previously used
passwords
Instructions to change passwords if there is any suspicion
the password could be compromised.

8.4.c Interview a sample of users to verify that they are familiar
with authentication policies and procedures.

Guidance
Communicating password/authentication policies
and procedures to all users helps those users
understand and abide by the policies.
For example, guidance on selecting strong
passwords may include suggestions to help
personnel select hard-to-guess passwords that don’t
contain dictionary words, and that don’t contain
information about the user (such as the user ID,
names of family members, date of birth, etc.).
Guidance for protecting authentication credentials
may include not writing down passwords or saving
them in insecure files, and being alert for malicious
individuals who may attempt to exploit their
passwords (for example, by calling an employee and
asking for their password so the caller can
“troubleshoot a problem”).
Instructing users to change passwords if there is a
chance the password is no longer secure can
prevent malicious users from using a legitimate
password to gain unauthorized access.

8.5 Do not use group, shared, or generic
IDs, passwords, or other authentication
methods as follows:





Generic user IDs are disabled or
removed.
Shared user IDs do not exist for
system administration and other
critical functions.
Shared and generic user IDs are not
used to administer any system
components.

8.5.a For a sample of system components, examine user ID lists
to verify the following:




Generic user IDs are disabled or removed.
Shared user IDs for system administration activities and other
critical functions do not exist.
Shared and generic user IDs are not used to administer any
system components.

8.5.b Examine authentication policies and procedures to verify
that use of group and shared IDs and/or passwords or other
authentication methods are explicitly prohibited.

If multiple users share the same authentication
credentials (for example, user account and
password), it becomes impossible to trace system
access and activities to an individual. This in turn
prevents an entity from assigning accountability for,
or having effective logging of, an individual’s actions,
since a given action could have been performed by
anyone in the group that has knowledge of the
authentication credentials.

8.5.c Interview system administrators to verify that group and
shared IDs and/or passwords or other authentication methods
are not distributed, even if requested.
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8.5.1 Additional requirement for
service providers only: Service
providers with remote access to
customer premises (for example, for
support of POS systems or servers)
must use a unique authentication
credential (such as a password/phrase)
for each customer.

Testing Procedures
8.5.1 Additional testing procedure for service provider
assessments only: Examine authentication policies and
procedures and interview personnel to verify that different
authentication credentials are used for access to each
customer.

Guidance
Note: This requirement applies only when the entity
being assessed is a service provider.
To prevent the compromise of multiple customers
through the use of a single set of credentials,
vendors with remote access accounts to customer
environments should use a different authentication
credential for each customer.
Technologies, such as two-factor mechanisms, that
provide a unique credential for each connection (for
example, via a single-use password) could also
meet the intent of this requirement.

Note: This requirement is not intended to
apply to shared hosting providers
accessing their own hosting
environment, where multiple customer
environments are hosted.
Note: Requirement 8.5.1 is a best
practice until June 30, 2015, after which
it becomes a requirement.
8.6 Where other authentication
mechanisms are used (for example,
physical or logical security tokens, smart
cards, certificates, etc.), use of these
mechanisms must be assigned as
follows:




Authentication mechanisms must be
assigned to an individual account
and not shared among multiple
accounts.
Physical and/or logical controls must
be in place to ensure only the
intended account can use that
mechanism to gain access.

8.6.a Examine authentication policies and procedures to verify
that procedures for using authentication mechanisms such as
physical security tokens, smart cards, and certificates are
defined and include:



Authentication mechanisms are assigned to an individual
account and not shared among multiple accounts.
Physical and/or logical controls are defined to ensure only
the intended account can use that mechanism to gain
access.
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If user authentication mechanisms such as tokens,
smart cards, and certificates can be used by multiple
accounts, it may be impossible to identify the
individual using the authentication mechanism.
Having physical and/or logical controls (for example,
a PIN, biometric data, or a password) to uniquely
identify the user of the account will prevent
unauthorized users from gaining access through use
of a shared authentication mechanism.
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Testing Procedures

Guidance

8.6.b Interview security personnel to verify authentication
mechanisms are assigned to an account and not shared among
multiple accounts.
8.6.c Examine system configuration settings and/or physical
controls, as applicable, to verify that controls are implemented to
ensure only the intended account can use that mechanism to
gain access.
8.7 All access to any database
containing cardholder data (including
access by applications, administrators,
and all other users) is restricted as
follows:






All user access to, user queries of,
and user actions on databases are
through programmatic methods.
Only database administrators have
the ability to directly access or query
databases.
Application IDs for database
applications can only be used by the
applications (and not by individual
users or other non-application
processes).

8.8 Ensure that security policies and
operational procedures for identification
and authentication are documented, in
use, and known to all affected parties.

8.7.a Review database and application configuration settings
and verify that all users are authenticated prior to access.
8.7.b Examine database and application configuration settings to
verify that all user access to, user queries of, and user actions on
(for example, move, copy, delete), the database are through
programmatic methods only (for example, through stored
procedures).
8.7.c Examine database access control settings and database
application configuration settings to verify that user direct access
to or queries of databases are restricted to database
administrators.

Without user authentication for access to databases
and applications, the potential for unauthorized or
malicious access increases, and such access
cannot be logged since the user has not been
authenticated and is therefore not known to the
system. Also, database access should be granted
through programmatic methods only (for example,
through stored procedures), rather than via direct
access to the database by end users (except for
DBAs, who may need direct access to the database
for their administrative duties).

8.7.d Examine database access control settings, database
application configuration settings, and the related application IDs
to verify that application IDs can only be used by the applications
(and not by individual users or other processes).
8.8 Examine documentation and interview personnel to verify
that security policies and operational procedures for identification
and authentication are:




Documented,
In use, and
Known to all affected parties.
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Personnel need to be aware of and following
security policies and operational procedures for
managing identification and authorization on a
continuous basis.
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Requirement 9: Restrict physical access to cardholder data
Any physical access to data or systems that house cardholder data provides the opportunity for individuals to access devices or data and to
remove systems or hardcopies, and should be appropriately restricted. For the purposes of Requirement 9, “onsite personnel” refers to full-time
and part-time employees, temporary employees, contractors and consultants who are physically present on the entity’s premises. A “visitor” refers
to a vendor, guest of any onsite personnel, service workers, or anyone who needs to enter the facility for a short duration, usually not more than
one day. “Media” refers to all paper and electronic media containing cardholder data.
PCI DSS Requirements
9.1 Use appropriate facility entry controls
to limit and monitor physical access to
systems in the cardholder data
environment.

Testing Procedures
9.1 Verify the existence of physical security controls for each
computer room, data center, and other physical areas with
systems in the cardholder data environment.



9.1.1 Use video cameras and/or
access control mechanisms to monitor
individual physical access to sensitive
areas. Review collected data and
correlate with other entries. Store for at
least three months, unless otherwise
restricted by law.

Verify that access is controlled with badge readers or other
devices including authorized badges and lock and key.
Observe a system administrator’s attempt to log into consoles
for randomly selected systems in the cardholder environment
and verify that they are “locked” to prevent unauthorized use.

9.1.1.a Verify that video cameras and/or access control
mechanisms are in place to monitor the entry/exit points to
sensitive areas.
9.1.1.b Verify that video cameras and/or access control
mechanisms are protected from tampering or disabling.

Note: “Sensitive areas” refers to any
data center, server room or any area that
houses systems that store, process, or
transmit cardholder data. This excludes
public-facing areas where only point-ofsale terminals are present, such as the
cashier areas in a retail store.

Guidance
Without physical access controls, such as badge
systems and door controls, unauthorized persons
could potentially gain access to the facility to steal,
disable, disrupt, or destroy critical systems and
cardholder data.
Locking console login screens prevents
unauthorized persons from gaining access to
sensitive information, altering system
configurations, introducing vulnerabilities into the
network, or destroying records.
When investigating physical breaches, these
controls can help identify the individuals that
physically accessed the sensitive areas, as well as
when they entered and exited.
Criminals attempting to gain physical access to
sensitive areas will often attempt to disable or
bypass the monitoring controls. To protect these
controls from tampering, video cameras could be
positioned so they are out of reach and/or be
monitored to detect tampering. Similarly, access
control mechanisms could be monitored or have
physical protections installed to prevent them being
damaged or disabled by malicious individuals.
(Continued on next page)
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9.1.2 Implement physical and/or logical
controls to restrict access to publicly
accessible network jacks.
For example, network jacks located in
public areas and areas accessible to
visitors could be disabled and only
enabled when network access is
explicitly authorized. Alternatively,
processes could be implemented to
ensure that visitors are escorted at all
times in areas with active network jacks.
9.1.3 Restrict physical access to
wireless access points, gateways,
handheld devices,
networking/communications hardware,
and telecommunication lines.

Testing Procedures

Guidance

9.1.1.c Verify that data from video cameras and/or access
control mechanisms is reviewed, and that data is stored for at
least three months.

Examples of sensitive areas include corporate
database server rooms, back-office rooms at retail
locations that store cardholder data, and storage
areas for large quantities of cardholder data.
Sensitive areas should be identified by each
organization to ensure the appropriate physical
monitoring controls are implemented.

9.1.2 Interview responsible personnel and observe locations of
publicly accessible network jacks to verify that physical and/or
logical controls are in place to restrict access to publicly
accessible network jacks.

Restricting access to network jacks (or network
ports) will prevent malicious individuals from
plugging into readily available network jacks and
gain access into internal network resources.
Whether logical or physical controls, or a
combination of both, are used, they should be
sufficient to prevent an individual or device that is
not explicitly authorized from being able to connect
to the network.

9.1.3 Verify that physical access to wireless access points,
gateways, handheld devices, networking/communications
hardware, and telecommunication lines is appropriately
restricted.
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Without security over access to wireless
components and devices, malicious users could
use an organization’s unattended wireless devices
to access network resources, or even connect their
own devices to the wireless network to gain
unauthorized access. Additionally, securing
networking and communications hardware
prevents malicious users from intercepting network
traffic or physically connecting their own devices to
wired network resources.
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Guidance

9.2.a Review documented processes to verify that procedures are
defined for identifying and distinguishing between onsite
personnel and visitors.

Identifying authorized visitors so they are easily
distinguished from onsite personnel prevents
unauthorized visitors from being granted access to
areas containing cardholder data.

PCI DSS Requirements
9.2 Develop procedures to easily
distinguish between onsite personnel
and visitors, to include:





Identifying onsite personnel and
visitors (for example, assigning
badges)
Changes to access requirements
Revoking or terminating onsite
personnel and expired visitor
identification (such as ID badges).



Verify procedures include the following:



Identifying onsite personnel and visitors (for example,
assigning badges),
Changing access requirements, and
Revoking terminated onsite personnel and expired visitor
identification (such as ID badges)




9.2.b Examine identification methods (such as ID badges) and
observe processes for identifying and distinguishing between
onsite personnel and visitors to verify that:



Visitors are clearly identified, and
It is easy to distinguish between onsite personnel and visitors.

9.2.c Verify that access to the identification process (such as a
badge system) is limited to authorized personnel.
9.3 Control physical access for onsite
personnel to sensitive areas as follows:



Access must be authorized and
based on individual job function.
Access is revoked immediately upon
termination, and all physical access
mechanisms, such as keys, access
cards, etc., are returned or disabled.

9.3.a For a sample of onsite personnel with physical access to
sensitive areas, interview responsible personnel and observe
access control lists to verify that:



Access to the sensitive area is authorized.
Access is required for the individual’s job function.

9.3.b Observe personnel accessing sensitive areas to verify that
all personnel are authorized before being granted access.
9.3.c Select a sample of recently terminated employees and
review access control lists to verify the personnel do not have
physical access to sensitive areas.
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Controlling physical access to sensitive areas helps
ensure that only authorized personnel with a
legitimate business need are granted access.
When personnel leave the organization, all physical
access mechanisms should be returned or disabled
promptly (as soon as possible) upon their
departure, to ensure personnel cannot gain
physical access to sensitive areas once their
employment has ended.
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9.4 Implement procedures to identify and
authorize visitors.

Testing Procedures
9.4 Verify that visitor authorization and access controls are in
place as follows:

Procedures should include the following:
9.4.1 Visitors are authorized before
entering, and escorted at all times
within, areas where cardholder data is
processed or maintained.

9.4.1.a Observe procedures and interview personnel to verify
that visitors must be authorized before they are granted access
to, and escorted at all times within, areas where cardholder data
is processed or maintained.
9.4.1.b Observe the use of visitor badges or other identification
to verify that a physical token badge does not permit unescorted
access to physical areas where cardholder data is processed or
maintained.

9.4.2 Visitors are identified and given a
badge or other identification that
expires and that visibly distinguishes
the visitors from onsite personnel.

9.4.2.a Observe people within the facility to verify the use of
visitor badges or other identification, and that visitors are easily
distinguishable from onsite personnel.

9.4.3 Visitors are asked to surrender
the badge or identification before
leaving the facility or at the date of
expiration.

9.4.3 Observe visitors leaving the facility to verify visitors are
asked to surrender their badge or other identification upon
departure or expiration.

9.4.4 A visitor log is used to maintain a
physical audit trail of visitor activity to
the facility as well as computer rooms
and data centers where cardholder
data is stored or transmitted.

9.4.4.a Verify that a visitor log is in use to record physical
access to the facility as well as computer rooms and data
centers where cardholder data is stored or transmitted.

Document the visitor’s name, the firm
represented, and the onsite personnel
authorizing physical access on the log.
Retain this log for a minimum of three
months, unless otherwise restricted by
law.

9.4.2.b Verify that visitor badges or other identification expire.

Guidance
Visitor controls are important to reduce the ability of
unauthorized and malicious persons to gain access
to facilities (and potentially, to cardholder data).
Visitor controls ensure visitors are identifiable as
visitors so personnel can monitor their activities,
and that their access is restricted to just the
duration of their legitimate visit.
Ensuring that visitor badges are returned upon
expiry or completion of the visit prevents malicious
persons from using a previously authorized pass to
gain physical access into the building after the visit
has ended.
A visitor log documenting minimum information on
the visitor is easy and inexpensive to maintain and
will assist in identifying physical access to a
building or room, and potential access to
cardholder data.

9.4.4.b Verify that the log contains:
 The visitor’s name,
 The firm represented, and
 The onsite personnel authorizing physical access.
9.4.4.c Verify that the log is retained for at least three months.
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9.5 Physically secure all media.

9.5.1 Store media backups in a secure
location, preferably an off-site facility,
such as an alternate or backup site, or
a commercial storage facility. Review
the location’s security at least annually.

9.6 Maintain strict control over the
internal or external distribution of any
kind of media, including the following:
9.6.1 Classify media so the sensitivity
of the data can be determined.

Testing Procedures

Guidance

9.5 Verify that procedures for protecting cardholder data include
controls for physically securing all media (including but not limited
to computers, removable electronic media, paper receipts, paper
reports, and faxes).

Controls for physically securing media are intended
to prevent unauthorized persons from gaining
access to cardholder data on any type of media.
Cardholder data is susceptible to unauthorized
viewing, copying, or scanning if it is unprotected
while it is on removable or portable media, printed
out, or left on someone’s desk.

9.5.1.a Observe the storage location’s physical security to
confirm that backup media storage is secure.

If stored in a non-secured facility, backups that
contain cardholder data may easily be lost, stolen,
or copied for malicious intent.

9.5.1.b Verify that the storage location security is reviewed at
least annually.

Periodically reviewing the storage facility enables
the organization to address identified security
issues in a timely manner, minimizing the potential
risk.

9.6 Verify that a policy exists to control distribution of media, and
that the policy covers all distributed media including that
distributed to individuals.

Procedures and processes help protect cardholder
data on media distributed to internal and/or
external users. Without such procedures data can
be lost or stolen and used for fraudulent purposes.

9.6.1 Verify that all media is classified so the sensitivity of the
data can be determined.

It is important that media be identified such that its
classification status can be easily discernible.
Media not identified as confidential may not be
adequately protected or may be lost or stolen.
Note: This does not mean the media needs to
have a “Confidential” label attached; the intent is
that the organization has identified media that
contains sensitive data so it can protect it.

9.6.2 Send the media by secured
courier or other delivery method that
can be accurately tracked.

9.6.2.a Interview personnel and examine records to verify that
all media sent outside the facility is logged and sent via secured
courier or other delivery method that can be tracked.
9.6.2.b Select a recent sample of several days of offsite tracking
logs for all media, and verify tracking details are documented.
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Media may be lost or stolen if sent via a nontrackable method such as regular postal mail. Use
of secure couriers to deliver any media that
contains cardholder data allows organizations to
use their tracking systems to maintain inventory
and location of shipments.
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Testing Procedures

9.6.3 Ensure management approves
any and all media that is moved from a
secured area (including when media is
distributed to individuals).

9.6.3 Select a recent sample of several days of offsite tracking
logs for all media. From examination of the logs and interviews
with responsible personnel, verify proper management
authorization is obtained whenever media is moved from a
secured area (including when media is distributed to
individuals).

9.7 Maintain strict control over the
storage and accessibility of media.
9.7.1 Properly maintain inventory logs
of all media and conduct media
inventories at least annually.
9.8 Destroy media when it is no longer
needed for business or legal reasons as
follows:

9.7 Obtain and examine the policy for controlling storage and
maintenance of all media and verify that the policy requires
periodic media inventories.
9.7.1 Review media inventory logs to verify that logs are
maintained and media inventories are performed at least
annually.
9.8 Examine the periodic media destruction policy and verify that
it covers all media and defines requirements for the following:





Hard-copy materials must be crosscut shredded, incinerated,
or pulped such that there is reasonable assurance the hardcopy materials cannot be reconstructed.
Storage containers used for materials that are to be
destroyed must be secured.
Cardholder data on electronic media must be rendered
unrecoverable (e.g., via a secure wipe program in
accordance with industry-accepted standards for secure
deletion, or by physically destroying the media).

9.8.1 Shred, incinerate, or pulp hardcopy materials so that cardholder data
cannot be reconstructed. Secure
storage containers used for materials
that are to be destroyed.

9.8.1.a Interview personnel and examine procedures to verify
that hard-copy materials are crosscut shredded, incinerated, or
pulped such that there is reasonable assurance the hard-copy
materials cannot be reconstructed.

9.8.2 Render cardholder data on
electronic media unrecoverable so that
cardholder data cannot be
reconstructed.

9.8.2 Verify that cardholder data on electronic media is rendered
unrecoverable (e.g., via a secure wipe program in accordance
with industry-accepted standards for secure deletion, or by
physically destroying the media).

9.8.1.b Examine storage containers used for materials that
contain information to be destroyed to verify that the containers
are secured.
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Guidance
Without a firm process for ensuring that all media
movements are approved before the media is
removed from secure areas, the media would not
be tracked or appropriately protected, and its
location would be unknown, leading to lost or
stolen media.
Without careful inventory methods and storage
controls, stolen or missing media could go
unnoticed for an indefinite amount of time.
If media is not inventoried, stolen or lost media may
not be noticed for a long time or at all.

If steps are not taken to destroy information
contained on hard disks, portable drives,
CD/DVDs, or paper prior to disposal, malicious
individuals may be able to retrieve information from
the disposed media, leading to a data compromise.
For example, malicious individuals may use a
technique known as “dumpster diving,” where they
search through trashcans and recycle bins looking
for information they can use to launch an attack.
Securing storage containers used for materials that
are going to be destroyed prevents sensitive
information from being captured while the materials
are being collected. For example, “to-be-shredded”
containers could have a lock preventing access to
its contents or physic ally prevent access to the
inside of the container.
Examples of methods for securely destroying
electronic media include secure wiping,
degaussing, or physical destruction (such as
grinding or shredding hard disks).
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9.9 Protect devices that capture payment
card data via direct physical interaction
with the card from tampering and
substitution.
Note: These requirements apply to cardreading devices used in card-present
transactions (that is, card swipe or dip) at
the point of sale. This requirement is not
intended to apply to manual key-entry
components such as computer
keyboards and POS keypads.

Testing Procedures
9.9 Examine documented policies and procedures to verify they
include:




Maintaining a list of devices
Periodically inspecting devices to look for tampering or
substitution
Training personnel to be aware of suspicious behavior and
to report tampering or substitution of devices.

Note: Requirement 9.9 is a best practice
until June 30, 2015, after which it
becomes a requirement.

Guidance
Criminals attempt to steal cardholder data by
stealing and/or manipulating card-reading devices
and terminals. For example, they will try to steal
devices so they can learn how to break into them,
and they often try to replace legitimate devices with
fraudulent devices that send them payment card
information every time a card is entered. Criminals
will also try to add “skimming” components to the
outside of devices, which are designed to capture
payment card details before they even enter the
device—for example, by attaching an additional
card reader on top of the legitimate card reader so
that the payment card details are captured twice:
once by the criminal’s component and then by the
device’s legitimate component. In this way,
transactions may still be completed without
interruption while the criminal is “skimming” the
payment card information during the process.
This requirement is recommended, but not
required, for manual key-entry components such as
computer keyboards and POS keypads.
Additional best practices on skimming prevention
are available on the PCI SSC website.

9.9.1 Maintain an up-to-date list of
devices. The list should include the
following:

9.9.1.a Examine the list of devices to verify it includes:
 Make, model of device

 Make, model of device

 Location of device (for example, the address of the site or
facility where the device is located)

 Location of device (for example,
the address of the site or facility
where the device is located)

 Device serial number or other method of unique
identification.

 Device serial number or other
method of unique identification.

9.9.1.b Select a sample of devices from the list and observe
devices and device locations to verify that the list is accurate
and up to date.

Keeping an up-to-date list of devices helps an
organization keep track of where devices are
supposed to be, and quickly identify if a device is
missing or lost.
The method for maintaining a list of devices may
be automated (for example, a device-management
system) or manual (for example, documented in
electronic or paper records). For on-the-road
devices, the location may include the name of the
personnel to whom the device is assigned.

9.9.1.c Interview personnel to verify the list of devices is
updated when devices are added, relocated, decommissioned,
etc.
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9.9.2 Periodically inspect device
surfaces to detect tampering (for
example, addition of card skimmers to
devices), or substitution (for example,
by checking the serial number or other
device characteristics to verify it has
not been swapped with a fraudulent
device).
Note: Examples of signs that a device
might have been tampered with or
substituted include unexpected
attachments or cables plugged into the
device, missing or changed security
labels, broken or differently colored
casing, or changes to the serial number
or other external markings.

Testing Procedures
9.9.2.a Examine documented procedures to verify processes
are defined to include the following:
 Procedures for inspecting devices
 Frequency of inspections.
9.9.2.b Interview responsible personnel and observe inspection
processes to verify:
 Personnel are aware of procedures for inspecting devices.
 All devices are periodically inspected for evidence of
tampering and substitution.

Guidance
Regular inspections of devices will help
organizations to more quickly detect tampering or
replacement of a device, and thereby minimize the
potential impact of using fraudulent devices.
The type of inspection will depend on the device—
for example, photographs of devices that are
known to be secure can be used to compare a
device’s current appearance with its original
appearance to see whether it has changed.
Another option may be to use a secure marker pen,
such as a UV light marker, to mark device surfaces
and device openings so any tampering or
replacement will be apparent. Criminals will often
replace the outer casing of a device to hide their
tampering, and these methods may help to detect
such activities. Device vendors may also be able to
provide security guidance and “how to” guides to
help determine whether the device has been
tampered with.
The frequency of inspections will depend on factors
such as location of device and whether the device
is attended or unattended. For example, devices
left in public areas without supervision by the
organization’s personnel may have more frequent
inspections than devices that are kept in secure
areas or are supervised when they are accessible
to the public. The type and frequency of
inspections is determined by the merchant, as
defined by their annual risk-assessment process.
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Testing Procedures

Guidance

9.9.3 Provide training for personnel to
be aware of attempted tampering or
replacement of devices. Training
should include the following:

9.9.3.a Review training materials for personnel at point-of-sale
locations to verify they include training in the following:
 Verifying the identity of any third-party persons claiming to
be repair or maintenance personnel, prior to granting them
access to modify or troubleshoot devices

Criminals will often pose as authorized
maintenance personnel in order to gain access to
POS devices. All third parties requesting access to
devices should always be verified before being
provided access—for example, by checking with
management or phoning the POS maintenance
company (such as the vendor or acquirer) for
verification. Many criminals will try to fool personnel
by dressing for the part (for example, carrying
toolboxes and dressed in work wear), and could
also be knowledgeable about locations of devices,
so it’s important personnel are trained to follow
procedures at all times.

 Verify the identity of any third-party
persons claiming to be repair or
maintenance personnel, prior to
granting them access to modify or
troubleshoot devices.

 Not to install, replace, or return devices without verification
 Being aware of suspicious behavior around devices (for
example, attempts by unknown persons to unplug or open
devices)

 Do not install, replace, or return
devices without verification.
 Be aware of suspicious behavior
around devices (for example,
attempts by unknown persons to
unplug or open devices).
 Report suspicious behavior and
indications of device tampering or
substitution to appropriate
personnel (for example, to a
manager or security officer).

 Reporting suspicious behavior and indications of device
tampering or substitution to appropriate personnel (for
example, to a manager or security officer).
9.9.3.b Interview a sample of personnel at point-of-sale
locations to verify they have received training and are aware of
the procedures for the following:
 Verifying the identity of any third-party persons claiming to
be repair or maintenance personnel, prior to granting them
access to modify or troubleshoot devices
 Not to install, replace, or return devices without verification
 Being aware of suspicious behavior around devices (for
example, attempts by unknown persons to unplug or open
devices)

Another trick criminals like to use is to send a “new”
POS system with instructions for swapping it with a
legitimate system and “returning” the legitimate
system to a specified address. The criminals may
even provide return postage as they are very keen
to get their hands on these devices. Personnel
always verify with their manager or supplier that the
device is legitimate and came from a trusted
source before installing it or using it for business.

 Reporting suspicious behavior and indications of device
tampering or substitution to appropriate personnel (for
example, to a manager or security officer).
9.10 Ensure that security policies and
operational procedures for restricting
physical access to cardholder data are
documented, in use, and known to all
affected parties.

9.10 Examine documentation and interview personnel to verify
that security policies and operational procedures for restricting
physical access to cardholder data are:




Documented,
In use, and
Known to all affected parties.
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Personnel need to be aware of and following
security policies and operational procedures for
restricting physical access to cardholder data and
CDE systems on a continuous basis.
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Requirement 10: Track and monitor all access to network resources and cardholder data
Logging mechanisms and the ability to track user activities are critical in preventing, detecting, or minimizing the impact of a data compromise. The
presence of logs in all environments allows thorough tracking, alerting, and analysis when something does go wrong. Determining the cause of a
compromise is very difficult, if not impossible, without system activity logs.
PCI DSS Requirements

Testing Procedures

Guidance

10.1 Implement audit trails to link all
access to system components to each
individual user.

10.1 Verify, through observation and interviewing the system
administrator, that:

10.2 Implement automated audit trails for
all system components to reconstruct the
following events:

10.2 Through interviews of responsible personnel, observation of
audit logs, and examination of audit log settings, perform the
following:

Generating audit trails of suspect activities alerts
the system administrator, sends data to other
monitoring mechanisms (like intrusion detection
systems), and provides a history trail for postincident follow-up. Logging of the following events
enables an organization to identify and trace
potentially malicious activities

10.2.1 All individual user accesses to
cardholder data

10.2.1 Verify all individual access to cardholder data is logged.

Malicious individuals could obtain knowledge of a
user account with access to systems in the CDE,
or they could create a new, unauthorized account
in order to access cardholder data. A record of all
individual accesses to cardholder data can identify
which accounts may have been compromised or
misused.

10.2.2 All actions taken by any
individual with root or administrative
privileges

10.2.2 Verify all actions taken by any individual with root or
administrative privileges are logged.

Accounts with increased privileges, such as the
“administrator” or “root” account, have the
potential to greatly impact the security or
operational functionality of a system. Without a log
of the activities performed, an organization is
unable to trace any issues resulting from an
administrative mistake or misuse of privilege back
to the specific action and individual.




Audit trails are enabled and active for system components.
Access to system components is linked to individual users.
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It is critical to have a process or system that links
user access to system components accessed.
This system generates audit logs and provides the
ability to trace back suspicious activity to a
specific user.
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Testing Procedures

Guidance

10.2.3 Access to all audit trails

10.2.3 Verify access to all audit trails is logged.

Malicious users often attempt to alter audit logs to
hide their actions, and a record of access allows
an organization to trace any inconsistencies or
potential tampering of the logs to an individual
account. Having access to logs identifying
changes, additions, and deletions can help retrace
steps made by unauthorized personnel.

10.2.4 Invalid logical access attempts

10.2.4 Verify invalid logical access attempts are logged.

Malicious individuals will often perform multiple
access attempts on targeted systems. Multiple
invalid login attempts may be an indication of an
unauthorized user’s attempts to “brute force” or
guess a password.

10.2.5 Use of and changes to
identification and authentication
mechanisms—including but not limited
to creation of new accounts and
elevation of privileges—and all
changes, additions, or deletions to
accounts with root or administrative
privileges

10.2.5.a Verify use of identification and authentication
mechanisms is logged.

Without knowing who was logged on at the time of
an incident, it is impossible to identify the
accounts that may have been used. Additionally,
malicious users may attempt to manipulate the
authentication controls with the intent of
bypassing them or impersonating a valid account.

10.2.6 Initialization, stopping, or
pausing of the audit logs

10.2.6 Verify the following are logged:

10.2.5.b Verify all elevation of privileges is logged.
10.2.5.c Verify all changes, additions, or deletions to any account
with root or administrative privileges are logged.

 Initialization of audit logs
 Stopping or pausing of audit logs.

10.2.7 Creation and deletion of systemlevel objects

10.2.7 Verify creation and deletion of system level objects are
logged.
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Turning the audit logs off (or pausing them) prior
to performing illicit activities is a common practice
for malicious users wishing to avoid detection.
Initialization of audit logs could indicate that the
log function was disabled by a user to hide their
actions.
Malicious software, such as malware, often
creates or replaces system level objects on the
target system in order to control a particular
function or operation on that system. By logging
when system-level objects, such as database
tables or stored procedures, are created or
deleted, it will be easier to determine whether
such modifications were authorized.
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10.3 Record at least the following audit
trail entries for all system components for
each event:

Testing Procedures
10.3 Through interviews and observation of audit logs, for each
auditable event (from 10.2), perform the following:

10.3.1 User identification

10.3.1 Verify user identification is included in log entries.

10.3.2 Type of event

10.3.2 Verify type of event is included in log entries.

10.3.3 Date and time

10.3.3 Verify date and time stamp is included in log entries.

10.3.4 Success or failure indication

10.3.4 Verify success or failure indication is included in log
entries.

10.3.5 Origination of event

10.3.5 Verify origination of event is included in log entries.

10.3.6 Identity or name of affected
data, system component, or resource.

10.3.6 Verify identity or name of affected data, system
component, or resources is included in log entries.

10.4 Using time-synchronization
technology, synchronize all critical
system clocks and times and ensure that
the following is implemented for
acquiring, distributing, and storing time.

10.4 Examine configuration standards and processes to verify that
time-synchronization technology is implemented and kept current
per PCI DSS Requirements 6.1 and 6.2.

Note: One example of time
synchronization technology is Network
Time Protocol (NTP).
10.4.1 Critical systems have the
correct and consistent time.

10.4.1.a Examine the process for acquiring, distributing and
storing the correct time within the organization to verify that:


Only the designated central time server(s) receives time
signals from external sources, and time signals from external
sources are based on International Atomic Time or UTC.



Where there is more than one designated time server, the
time servers peer with one another to keep accurate time,



Systems receive time information only from designated
central time server(s).
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Guidance
By recording these details for the auditable events
at 10.2, a potential compromise can be quickly
identified, and with sufficient detail to know who,
what, where, when, and how.

Time synchronization technology is used to
synchronize clocks on multiple systems. When
clocks are not properly synchronized, it can be
difficult, if not impossible, to compare log files
from different systems and establish an exact
sequence of event (crucial for forensic analysis in
the event of a breach). For post-incident forensics
teams, the accuracy and consistency of time
across all systems and the time of each activity is
critical in determining how the systems were
compromised.
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Testing Procedures

Guidance

10.4.1.b Observe the time-related system-parameter settings for
a sample of system components to verify:

10.4.2 Time data is protected.



Only the designated central time server(s) receives time
signals from external sources, and time signals from external
sources are based on International Atomic Time or UTC.



Where there is more than one designated time server, the
designated central time server(s) peer with one another to
keep accurate time.



Systems receive time only from designated central time
server(s).

10.4.2.a Examine system configurations and timesynchronization settings to verify that access to time data is
restricted to only personnel with a business need to access time
data.
10.4.2.b Examine system configurations, time synchronization
settings and logs, and processes to verify that any changes to
time settings on critical systems are logged, monitored, and
reviewed.

10.4.3 Time settings are received from
industry-accepted time sources.

10.5 Secure audit trails so they cannot
be altered.

10.4.3 Examine systems configurations to verify that the time
server(s) accept time updates from specific, industry-accepted
external sources (to prevent a malicious individual from changing
the clock). Optionally, those updates can be encrypted with a
symmetric key, and access control lists can be created that
specify the IP addresses of client machines that will be provided
with the time updates (to prevent unauthorized use of internal
time servers).
10.5 Interview system administrators and examine system
configurations and permissions to verify that audit trails are
secured so that they cannot be altered as follows:
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Often a malicious individual who has entered the
network will attempt to edit the audit logs in order
to hide their activity. Without adequate protection
of audit logs, their completeness, accuracy, and
integrity cannot be guaranteed, and the audit logs
can be rendered useless as an investigation tool
after a compromise.
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Testing Procedures

10.5.1 Limit viewing of audit trails to
those with a job-related need.

10.5.1 Only individuals who have a job-related need can view
audit trail files.

10.5.2 Protect audit trail files from
unauthorized modifications.

10.5.2 Current audit trail files are protected from unauthorized
modifications via access control mechanisms, physical
segregation, and/or network segregation.

10.5.3 Promptly back up audit trail files
to a centralized log server or media
that is difficult to alter.

10.5.3 Current audit trail files are promptly backed up to a
centralized log server or media that is difficult to alter.

10.5.4 Write logs for external-facing
technologies onto a secure,
centralized, internal log server or
media device.

10.5.4 Logs for external-facing technologies (for example,
wireless, firewalls, DNS, mail) are written onto a secure,
centralized, internal log server or media.

Guidance
Adequate protection of the audit logs includes
strong access control (limit access to logs based
on “need to know” only), and use of physical or
network segregation to make the logs harder to
find and modify.
Promptly backing up the logs to a centralized log
server or media that is difficult to alter keeps the
logs protected even if the system generating the
logs becomes compromised.
By writing logs from external-facing technologies
such as wireless, firewalls, DNS, and mail
servers, the risk of those logs being lost or altered
is lowered, as they are more secure within the
internal network.
Logs may be written directly, or offloaded or
copied from external systems, to the secure
internal system or media.

10.5.5 Use file-integrity monitoring or
change-detection software on logs to
ensure that existing log data cannot be
changed without generating alerts
(although new data being added
should not cause an alert).
10.6 Review logs and security events for
all system components to identify
anomalies or suspicious activity.

10.5.5 Examine system settings, monitored files, and results from
monitoring activities to verify the use of file-integrity monitoring or
change-detection software on logs.

10.6 Perform the following:

Note: Log harvesting, parsing, and
alerting tools may be used to meet this
Requirement.
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File-integrity monitoring or change-detection
systems check for changes to critical files, and
notify when such changes are noted. For fileintegrity monitoring purposes, an entity usually
monitors files that don’t regularly change, but
when changed indicate a possible compromise.
Many breaches occur over days or months before
being detected. Regular log reviews by personnel
or automated means can identify and proactively
address unauthorized access to the cardholder
data environment.
The log review process does not have to be
manual. The use of log harvesting, parsing, and
alerting tools can help facilitate the process by
identifying log events that need to be reviewed.
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10.6.1 Review the following at least
daily:
 All security events

Testing Procedures

Guidance

10.6.1.a Examine security policies and procedures to verify that
procedures are defined for reviewing the following at least daily,
either manually or via log tools:

Checking logs daily minimizes the amount of time
and exposure of a potential breach.

 Logs of all system components that
store, process, or transmit CHD
and/or SAD

 All security events

 Logs of all critical system
components

 Logs of all critical system components

 Logs of all servers and system
components that perform security
functions (for example, firewalls,
intrusion-detection
systems/intrusion-prevention
systems (IDS/IPS), authentication
servers, e-commerce redirection
servers, etc.).

 Logs of all system components that store, process, or
transmit CHD and/or SAD
 Logs of all servers and system components that perform
security functions (for example, firewalls, intrusion-detection
systems/intrusion-prevention systems (IDS/IPS),
authentication servers, e-commerce redirection servers, etc.)
10.6.1.b Observe processes and interview personnel to verify
that the following are reviewed at least daily:
 All security events

Daily review of security events—for example,
notifications or alerts that identify suspicious or
anomalous activities—as well as logs from critical
system components, and logs from systems that
perform security functions, such as firewalls,
IDS/IPS, file-integrity monitoring (FIM) systems,
etc. is necessary to identify potential issues. Note
that the determination of “security event” will vary
for each organization and may include
consideration for the type of technology, location,
and function of the device. Organizations may
also wish to maintain a baseline of “normal” traffic
to help identify anomalous behavior.

 Logs of all system components that store, process, or
transmit CHD and/or SAD
 Logs of all critical system components
 Logs of all servers and system components that perform
security functions (for example, firewalls, intrusion-detection
systems/intrusion-prevention systems (IDS/IPS),
authentication servers, e-commerce redirection servers, etc.).

10.6.2 Review logs of all other system
components periodically based on the
organization’s policies and risk
management strategy, as determined
by the organization’s annual risk
assessment.

10.6.2.a Examine security policies and procedures to verify that
procedures are defined for reviewing logs of all other system
components periodically—either manually or via log tools—based
on the organization’s policies and risk management strategy.

10.6.3 Follow up exceptions and
anomalies identified during the review
process.

10.6.3.a Examine security policies and procedures to verify that
procedures are defined for following up on exceptions and
anomalies identified during the review process.

10.6.2.b Examine the organization’s risk-assessment
documentation and interview personnel to verify that reviews are
performed in accordance with organization’s policies and risk
management strategy.

10.6.3.b Observe processes and interview personnel to verify
that follow-up to exceptions and anomalies is performed.
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Logs for all other system components should also
be periodically reviewed to identify indications of
potential issues or attempts to gain access to
sensitive systems via less-sensitive systems. The
frequency of the reviews should be determined by
an entity’s annual risk assessment.

If exceptions and anomalies identified during the
log-review process are not investigated, the entity
may be unaware of unauthorized and potentially
malicious activities that are occurring within their
own network.
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10.7 Retain audit trail history for at least
one year, with a minimum of three
months immediately available for
analysis (for example, online, archived,
or restorable from backup).

Testing Procedures

Guidance

10.7.a Examine security policies and procedures to verify that they
define the following:

Retaining logs for at least a year allows for the
fact that it often takes a while to notice that a
compromise has occurred or is occurring, and
allows investigators sufficient log history to better
determine the length of time of a potential breach
and potential system(s) impacted. By having three
months of logs immediately available, an entity
can quickly identify and minimize impact of a data
breach. Storing logs in off-line locations could
prevent them from being readily available,
resulting in longer time frames to restore log data,
perform analysis, and identify impacted systems
or data.




Audit log retention policies
Procedures for retaining audit logs for at least one year, with
a minimum of three months immediately available online.

10.7.b Interview personnel and examine audit logs to verify that
audit logs are retained for at least one year.
10.7.c Interview personnel and observe processes to verify that at
least the last three months’ logs are immediately available for
analysis.

10.8 Ensure that security policies and
operational procedures for monitoring all
access to network resources and
cardholder data are documented, in use,
and known to all affected parties.

10.8 Examine documentation and interview personnel to verify that
security policies and operational procedures for monitoring all
access to network resources and cardholder data are:




Documented,
In use, and
Known to all affected parties.
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Personnel need to be aware of and following
security policies and daily operational procedures
for monitoring all access to network resources and
cardholder data on a continuous basis.
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Requirement 11: Regularly test security systems and processes.
Vulnerabilities are being discovered continually by malicious individuals and researchers, and being introduced by new software. System
components, processes, and custom software should be tested frequently to ensure security controls continue to reflect a changing environment.
PCI DSS Requirements
11.1 Implement processes to test for the
presence of wireless access points
(802.11), and detect and identify all
authorized and unauthorized wireless
access points on a quarterly basis.
Note: Methods that may be used in the
process include but are not limited to
wireless network scans, physical/logical
inspections of system components and
infrastructure, network access control
(NAC), or wireless IDS/IPS.
Whichever methods are used, they must be
sufficient to detect and identify both
authorized and unauthorized devices.

Testing Procedures

Guidance

11.1.a Examine policies and procedures to verify processes
are defined for detection and identification of both authorized
and unauthorized wireless access points on a quarterly basis.

Implementation and/or exploitation of wireless
technology within a network are some of the most
common paths for malicious users to gain access
to the network and cardholder data. If a wireless
device or network is installed without a company’s
knowledge, it can allow an attacker to easily and
“invisibly” enter the network. Unauthorized wireless
devices may be hidden within or attached to a
computer or other system component, or be
attached directly to a network port or network
device, such as a switch or router. Any such
unauthorized device could result in an
unauthorized access point into the environment.

11.1.b Verify that the methodology is adequate to detect and
identify any unauthorized wireless access points, including at
least the following:


WLAN cards inserted into system components



Portable or mobile devices attached to system
components to create a wireless access point (for
example, by USB, etc.)



Wireless devices attached to a network port or network
device.

11.1.c If wireless scanning is utilized, examine output from
recent wireless scans to verify that:


Authorized and unauthorized wireless access points are
identified, and



The scan is performed at least quarterly for all system
components and facilities.

11.1.d If automated monitoring is utilized (for example,
wireless IDS/IPS, NAC, etc.), verify the configuration will
generate alerts to notify personnel.

Knowing which wireless devices are authorized
can help administrators quickly identify nonauthorized wireless devices, and responding to the
identification of unauthorized wireless access
points helps to proactively minimize the exposure
of CDE to malicious individuals.
Due to the ease with which a wireless access point
can be attached to a network, the difficulty in
detecting their presence, and the increased risk
presented by unauthorized wireless devices, these
processes must be performed even when a policy
exists prohibiting the use of wireless technology.
The size and complexity of a particular
environment will dictate the appropriate tools and
processes to be used to provide sufficient
assurance that a rogue wireless access point has
not been installed in the environment.
(Continued on next page)
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11.1.1 Maintain an inventory of
authorized wireless access points
including a documented business
justification.

11.1.1 Examine documented records to verify that an
inventory of authorized wireless access points is maintained
and a business justification is documented for all authorized
wireless access points.

11.1.2 Implement incident response
procedures in the event unauthorized
wireless access points are detected.

11.1.2.a Examine the organization’s incident response plan
(Requirement 12.10) to verify it defines and requires a
response in the event that an unauthorized wireless access
point is detected.

For example: In the case of a single standalone
retail kiosk in a shopping mall, where all
communication components are contained within
tamper-resistant and tamper-evident casings,
performing a detailed physical inspection of the
kiosk itself may be sufficient to provide assurance
that a rogue wireless access point has not been
attached or installed. However, in an environment
with multiple nodes (such as in a large retail store,
call center, server room or data center), detailed
physical inspection is difficult. In this case, multiple
methods may be combined to meet the
requirement, such as performing physical system
inspections in conjunction with the results of a
wireless analyzer.

11.1.2.b Interview responsible personnel and/or inspect
recent wireless scans and related responses to verify action
is taken when unauthorized wireless access points are
found.
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11.2 Run internal and external network
vulnerability scans at least quarterly and
after any significant change in the network
(such as new system component
installations, changes in network topology,
firewall rule modifications, product
upgrades).

Testing Procedures
11.2 Examine scan reports and supporting documentation to
verify that internal and external vulnerability scans are
performed as follows:

A vulnerability scan is a combination of automated
or manual tools, techniques, and/or methods run
against external and internal network devices and
servers, designed to expose potential
vulnerabilities that could be found and exploited by
malicious individuals.
There are three types of vulnerability scanning
required for PCI DSS:

Note: Multiple scan reports can be
combined for the quarterly scan process to
show that all systems were scanned and all
applicable vulnerabilities have been
addressed. Additional documentation may
be required to verify non-remediated
vulnerabilities are in the process of being
addressed.
For initial PCI DSS compliance, it is not
required that four quarters of passing scans
be completed if the assessor verifies 1) the
most recent scan result was a passing
scan, 2) the entity has documented policies
and procedures requiring quarterly
scanning, and 3) vulnerabilities noted in the
scan results have been corrected as shown
in a re-scan(s). For subsequent years after
the initial PCI DSS review, four quarters of
passing scans must have occurred.
11.2.1 Perform quarterly internal
vulnerability scans and rescans as
needed, until all “high-risk” vulnerabilities
(as identified in Requirement 6.1) are
resolved. Scans must be performed by
qualified personnel.

Guidance



Internal quarterly vulnerability scanning by
qualified personnel (use of a PCI SSC
Approved Scanning Vendor (ASV) is not
required)



External quarterly vulnerability scanning, which
must be performed by an ASV



Internal and external scanning as needed after
significant changes

Once these weaknesses are identified, the entity
corrects them and repeats the scan until all
vulnerabilities have been corrected.
Identifying and addressing vulnerabilities in a
timely manner reduces the likelihood of a
vulnerability being exploited and potential
compromise of a system component or cardholder
data.

11.2.1.a Review the scan reports and verify that four
quarterly internal scans occurred in the most recent 12month period.
11.2.1.b Review the scan reports and verify that the scan
process includes rescans until all “high-risk” vulnerabilities
as defined in PCI DSS Requirement 6.1 are resolved.
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An established process for identifying
vulnerabilities on internal systems requires that
vulnerability scans be conducted quarterly.
Vulnerabilities posing the greatest risk to the
environment (for example, ranked “High” per
Requirement 6.1) should be resolved with the
highest priority.
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11.2.2 Perform quarterly external
vulnerability scans, via an Approved
Scanning Vendor (ASV) approved by the
Payment Card Industry Security
Standards Council (PCI SSC). Perform
rescans as needed, until passing scans
are achieved.
Note: Quarterly external vulnerability scans
must be performed by an Approved
Scanning Vendor (ASV), approved by the
Payment Card Industry Security Standards
Council (PCI SSC).
Refer to the ASV Program Guide published
on the PCI SSC website for scan customer
responsibilities, scan preparation, etc.
11.2.3 Perform internal and external
scans, and rescans as needed, after any
significant change. Scans must be
performed by qualified personnel.

Testing Procedures

Guidance

11.2.1.c Interview personnel to verify that the scan was
performed by a qualified internal resource(s) or qualified
external third party, and if applicable, organizational
independence of the tester exists (not required to be a QSA
or ASV).

Internal vulnerability scans can be performed by
qualified, internal staff that are reasonably
independent of the system component(s) being
scanned (for example, a firewall administrator
should not be responsible for scanning the
firewall), or an entity may choose to have internal
vulnerability scans performed by a firm specializing
in vulnerability scanning.

11.2.2.a Review output from the four most recent quarters of
external vulnerability scans and verify that four quarterly
external vulnerability scans occurred in the most recent 12month period.

As external networks are at greater risk of
compromise, quarterly external vulnerability
scanning must be performed by a PCI SSC
Approved Scanning Vendor (ASV).

11.2.2.b Review the results of each quarterly scan and
rescan to verify that the ASV Program Guide requirements
for a passing scan have been met (for example, no
vulnerabilities rated 4.0 or higher by the CVSS, and no
automatic failures).
11.2.2.c Review the scan reports to verify that the scans
were completed by a PCI SSC Approved Scanning Vendor
(ASV).

11.2.3.a Inspect and correlate change control
documentation and scan reports to verify that system
components subject to any significant change were
scanned.
11.2.3.b Review scan reports and verify that the scan
process includes rescans until:
 For external scans, no vulnerabilities exist that are
scored 4.0 or higher by the CVSS.
 For internal scans, all “high-risk” vulnerabilities as
defined in PCI DSS Requirement 6.1 are resolved.
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The determination of what constitutes a significant
change is highly dependent on the configuration of
a given environment. If an upgrade or modification
could allow access to cardholder data or affect the
security of the cardholder data environment, then it
could be considered significant.
Scanning an environment after any significant
changes are made ensures that changes were
completed appropriately such that the security of
the environment was not compromised as a result
of the change. All system components affected by
the change will need to be scanned.
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11.2.3.c Validate that the scan was performed by a qualified
internal resource(s) or qualified external third party, and if
applicable, organizational independence of the tester exists
(not required to be a QSA or ASV).
11.3 Implement a methodology for
penetration testing that includes the
following:


Is based on industry-accepted
penetration testing approaches (for
example, NIST SP800-115)



Includes coverage for the entire CDE
perimeter and critical systems



Includes testing from both inside and
outside the network



Includes testing to validate any
segmentation and scope-reduction
controls



Defines application-layer penetration
tests to include, at a minimum, the
vulnerabilities listed in Requirement 6.5



Defines network-layer penetration tests
to include components that support
network functions as well as operating
systems



Includes review and consideration of
threats and vulnerabilities experienced
in the last 12 months



Specifies retention of penetration
testing results and remediation
activities results.

11.3 Examine penetration-testing methodology and interview
responsible personnel to verify a methodology is implemented
that includes the following:


Is based on industry-accepted penetration testing
approaches (for example, NIST SP800-115)



Includes coverage for the entire CDE perimeter and
critical systems



Testing from both inside and outside the network



Includes testing to validate any segmentation and scopereduction controls



Defines application-layer penetration tests to include, at a
minimum, the vulnerabilities listed in Requirement 6.5



Defines network-layer penetration tests to include
components that support network functions as well as
operating systems



Includes review and consideration of threats and
vulnerabilities experienced in the last 12 months



Specifies retention of penetration testing results and
remediation activities results.

Note: This update to Requirement 11.3 is a
best practice until June 30, 2015, after
which it becomes a requirement. Prior to
this date, PCI DSS v2.0 requirements for
penetration testing must be followed until
version 3 is in place.

Payment Card Industry (PCI) Data Security Standard, v3.1
© 2006-2015 PCI Security Standards Council, LLC. All Rights Reserved.

The intent of a penetration test is to simulate a
real-world attack situation with a goal of identifying
how far an attacker would be able to penetrate into
an environment. This allows an entity to gain a
better understanding of their potential exposure
and develop a strategy to defend against attacks.
A penetration test differs from a vulnerability scan,
as a penetration test is an active process that may
include exploiting identified vulnerabilities.
Conducting a vulnerability scan may be one of the
first steps a penetration tester will perform in order
to plan the testing strategy, although it is not the
only step. Even if a vulnerability scan does not
detect known vulnerabilities, the penetration tester
will often gain enough knowledge about the system
to identify possible security gaps.
Penetration testing is generally a highly manual
process. While some automated tools may be
used, the tester uses their knowledge of systems
to penetrate into an environment. Often the tester
will chain several types of exploits together with a
goal of breaking through layers of defenses. For
example, if the tester finds a means to gain access
to an application server, they will then use the
compromised server as a point to stage a new
attack based on the resources the server has
access to. In this way, a tester is able to simulate
the methods performed by an attacker to identify
areas of potential weakness in the environment.
Penetration testing techniques will be different for
different organizations, and the type, depth, and
complexity of the testing will depend on the specific
environment and the organization’s risk
assessment.
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11.3.1 Perform external penetration
testing at least annually and after any
significant infrastructure or application
upgrade or modification (such as an
operating system upgrade, a sub-network
added to the environment, or a web
server added to the environment).

Testing Procedures
11.3.1.a Examine the scope of work and results from the
most recent external penetration test to verify that
penetration testing is performed as follows:
 Per the defined methodology
 At least annually
 After any significant changes to the environment.
11.3.1.b Verify that the test was performed by a qualified
internal resource or qualified external third party, and if
applicable, organizational independence of the tester exists
(not required to be a QSA or ASV).

11.3.2 Perform internal penetration
testing at least annually and after any
significant infrastructure or application
upgrade or modification (such as an
operating system upgrade, a sub-network
added to the environment, or a web
server added to the environment).

11.3.2.a Examine the scope of work and results from the
most recent internal penetration test to verify that
penetration testing is performed as follows.
 Per the defined methodology

Guidance
Penetration testing conducted on a regular basis
and after significant changes to the environment is
a proactive security measure that helps minimize
potential access to the CDE by malicious
individuals.
The determination of what constitutes a significant
upgrade or modification is highly dependent on the
configuration of a given environment. If an upgrade
or modification could allow access to cardholder
data or affect the security of the cardholder data
environment, then it could be considered
significant. Performing penetration tests after
network upgrades and modifications provides
assurance that the controls assumed to be in place
are still working effectively after the upgrade or
modification.

 At least annually
 After any significant changes to the environment.
11.3.2.b Verify that the test was performed by a qualified
internal resource or qualified external third party, and if
applicable, organizational independence of the tester exists
(not required to be a QSA or ASV).

11.3.3 Exploitable vulnerabilities found
during penetration testing are corrected
and testing is repeated to verify the
corrections.

11.3.3 Examine penetration testing results to verify that
noted exploitable vulnerabilities were corrected and that
repeated testing confirmed the vulnerability was corrected.
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Testing Procedures

Guidance

11.3.4 If segmentation is used to isolate
the CDE from other networks, perform
penetration tests at least annually and
after any changes to segmentation
controls/methods to verify that the
segmentation methods are operational
and effective, and isolate all out-of-scope
systems from systems in the CDE.

11.3.4.a Examine segmentation controls and review
penetration-testing methodology to verify that penetrationtesting procedures are defined to test all segmentation
methods to confirm they are operational and effective, and
isolate all out-of-scope systems from systems in the CDE.

Penetration testing is an important tool to confirm
that any segmentation in place to isolate the CDE
from other networks is effective. The penetration
testing should focus on the segmentation controls,
both from outside the entity’s network and from
inside the network but outside of the CDE, to
confirm that they are not able to get through the
segmentation controls to access the CDE. For
example, network testing and/or scanning for open
ports, to verify no connectivity between in-scope
and out-of-scope networks.

11.3.4.b Examine the results from the most recent
penetration test to verify that:
 Penetration testing to verify segmentation controls is
performed at least annually and after any changes to
segmentation controls/methods.
 The penetration testing covers all segmentation
controls/methods in use.
 The penetration testing verifies that segmentation
controls/methods are operational and effective, and
isolate all out-of-scope systems from systems in the
CDE.

11.4 Use intrusion-detection and/or
intrusion-prevention techniques to detect
and/or prevent intrusions into the network.
Monitor all traffic at the perimeter of the
cardholder data environment as well as at
critical points in the cardholder data
environment, and alert personnel to
suspected compromises.
Keep all intrusion-detection and prevention
engines, baselines, and signatures up to
date.

11.4.a Examine system configurations and network diagrams
to verify that techniques (such as intrusion-detection systems
and/or intrusion-prevention systems) are in place to monitor
all traffic:


At the perimeter of the cardholder data environment



At critical points in the cardholder data environment.

11.4.b Examine system configurations and interview
responsible personnel to confirm intrusion-detection and/or
intrusion-prevention techniques alert personnel of suspected
compromises.

Intrusion detection and/or intrusion prevention
techniques (such as IDS/IPS) compare the traffic
coming into the network with known “signatures”
and/or behaviors of thousands of compromise
types (hacker tools, Trojans, and other malware),
and send alerts and/or stop the attempt as it
happens. Without a proactive approach to
unauthorized activity detection, attacks on (or
misuse of) computer resources could go unnoticed
in real time. Security alerts generated by these
techniques should be monitored so that the
attempted intrusions can be stopped.

11.4.c Examine IDS/IPS configurations and vendor
documentation to verify intrusion-detection and/or intrusionprevention techniques are configured, maintained, and
updated per vendor instructions to ensure optimal protection.
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11.5 Deploy a change-detection
mechanism (for example, file-integrity
monitoring tools) to alert personnel to
unauthorized modification (including
changes, additions, and deletions) of
critical system files, configuration files, or
content files; and configure the software to
perform critical file comparisons at least
weekly.

11.5.a Verify the use of a change-detection mechanism within
the cardholder data environment by observing system settings
and monitored files, as well as reviewing results from
monitoring activities.

Change-detection solutions such as file-integrity
monitoring (FIM) tools check for changes,
additions, and deletions to critical files, and notify
when such changes are detected. If not
implemented properly and the output of the
change-detection solution monitored, a malicious
individual could add, remove, or alter configuration
file contents, operating system programs, or
application executables. Unauthorized changes, if
undetected, could render existing security controls
ineffective and/or result in cardholder data being
stolen with no perceptible impact to normal
processing.

Note: For change-detection purposes,
critical files are usually those that do not
regularly change, but the modification of
which could indicate a system compromise
or risk of compromise. Change-detection
mechanisms such as file-integrity
monitoring products usually come preconfigured with critical files for the related
operating system. Other critical files, such
as those for custom applications, must be
evaluated and defined by the entity (that is,
the merchant or service provider).
11.5.1 Implement a process to respond to
any alerts generated by the changedetection solution.
11.6 Ensure that security policies and
operational procedures for security
monitoring and testing are documented, in
use, and known to all affected parties.

Examples of files that should be monitored:






System executables
Application executables
Configuration and parameter files
Centrally stored, historical or archived, log and audit files
Additional critical files determined by entity (for example,
through risk assessment or other means).

11.5.b Verify the mechanism is configured to alert personnel
to unauthorized modification (including changes, additions,
and deletions) of critical files, and to perform critical file
comparisons at least weekly.

11.5.1 Interview personnel to verify that all alerts are
investigated and resolved.

11.6 Examine documentation and interview personnel to
verify that security policies and operational procedures for
security monitoring and testing are:




Documented,
In use, and
Known to all affected parties.
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Personnel need to be aware of and following
security policies and operational procedures for
security monitoring and testing on a continuous
basis.
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Requirement 12: Maintain a policy that addresses information security for all personnel.
A strong security policy sets the security tone for the whole entity and informs personnel what is expected of them. All personnel should be aware
of the sensitivity of data and their responsibilities for protecting it. For the purposes of Requirement 12, “personnel” refers to full-time and part-time
employees, temporary employees, contractors and consultants who are “resident” on the entity’s site or otherwise have access to the cardholder
data environment.
PCI DSS Requirements
12.1 Establish, publish, maintain, and
disseminate a security policy.

12.1.1 Review the security policy at least
annually and update the policy when the
environment changes.

12.2 Implement a risk-assessment
process that:





Is performed at least annually and
upon significant changes to the
environment (for example,
acquisition, merger, relocation, etc.),
Identifies critical assets, threats, and
vulnerabilities, and
Results in a formal, documented
analysis of risk.

Testing Procedures

Guidance

12.1 Examine the information security policy and verify that the
policy is published and disseminated to all relevant personnel
(including vendors and business partners).

A company's information security policy creates
the roadmap for implementing security measures
to protect its most valuable assets. All personnel
should be aware of the sensitivity of data and their
responsibilities for protecting it.

12.1.1 Verify that the information security policy is reviewed
at least annually and updated as needed to reflect changes
to business objectives or the risk environment.

12.2.a Verify that an annual risk-assessment process is
documented that:



Identifies critical assets, threats, and vulnerabilities
Results in a formal, documented analysis of risk

12.2.b Review risk-assessment documentation to verify that
the risk-assessment process is performed at least annually
and upon significant changes to the environment.

Examples of risk-assessment
methodologies include but are not limited
to OCTAVE, ISO 27005 and NIST SP
800-30.
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Security threats and protection methods evolve
rapidly. Without updating the security policy to
reflect relevant changes, new protection
measures to fight against these threats are not
addressed.
A risk assessment enables an organization to
identify threats and associated vulnerabilities with
the potential to negatively impact their business.
Resources can then be effectively allocated to
implement controls that reduce the likelihood
and/or the potential impact of the threat being
realized.
Performing risk assessments at least annually and
upon significant changes allows the organization
to keep up to date with organizational changes
and evolving threats, trends, and technologies.
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12.3 Examine the usage policies for critical technologies and
interview responsible personnel to verify the following policies
are implemented and followed:

Personnel usage policies can either prohibit use
of certain devices and other technologies if that is
company policy, or provide guidance for
personnel as to correct usage and
implementation. If usage policies are not in place,
personnel may use the technologies in violation of
company policy, thereby allowing malicious
individuals to gain access to critical systems and
cardholder data.

12.3.1 Explicit approval by authorized
parties

12.3.1 Verify that the usage policies include processes for
explicit approval from authorized parties to use the
technologies.

Without requiring proper approval for
implementation of these technologies, individual
personnel may innocently implement a solution to
a perceived business need, but also open a huge
hole that subjects critical systems and data to
malicious individuals.

12.3.2 Authentication for use of the
technology

12.3.2 Verify that the usage policies include processes for all
technology use to be authenticated with user ID and
password or other authentication item (for example, token).

If technology is implemented without proper
authentication (user IDs and passwords, tokens,
VPNs, etc.), malicious individuals may easily use
this unprotected technology to access critical
systems and cardholder data.

12.3.3 A list of all such devices and
personnel with access

12.3.3 Verify that the usage policies define a list of all
devices and personnel authorized to use the devices.

Malicious individuals may breach physical security
and place their own devices on the network as a
“back door.” Personnel may also bypass
procedures and install devices. An accurate
inventory with proper device labeling allows for
quick identification of non-approved installations.

12.3 Develop usage policies for critical
technologies and define proper use of
these technologies.
Note: Examples of critical technologies
include, but are not limited to, remote
access and wireless technologies, laptops,
tablets, removable electronic media, email usage and Internet usage.
Ensure these usage policies require the
following:
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12.3.4 A method to accurately and
readily determine owner, contact
information, and purpose (for example,
labeling, coding, and/or inventorying of
devices)

12.3.4 Verify that the usage policies define a method to
accurately and readily determine owner, contact information,
and purpose (for example, labeling, coding, and/or
inventorying of devices).

Malicious individuals may breach physical security
and place their own devices on the network as a
“back door.” Personnel may also bypass
procedures and install devices. An accurate
inventory with proper device labeling allows for
quick identification of non-approved installations.
Consider establishing an official naming
convention for devices, and log all devices with
established inventory controls. Logical labeling
may be employed with information such as codes
that can correlate the device to its owner, contact
information, and purpose.

12.3.5 Acceptable uses of the
technology

12.3.5 Verify that the usage policies define acceptable uses
for the technology.

12.3.6 Acceptable network locations for
the technologies

12.3.6 Verify that the usage policies define acceptable
network locations for the technology.

12.3.7 List of company-approved
products

12.3.7 Verify that the usage policies include a list of
company-approved products.

By defining acceptable business use and location
of company-approved devices and technology,
the company is better able to manage and control
gaps in configurations and operational controls, to
ensure a “back door” is not opened for a malicious
individual to gain access to critical systems and
cardholder data.

12.3.8 Automatic disconnect of sessions
for remote-access technologies after a
specific period of inactivity

12.3.8.a Verify that the usage policies require automatic
disconnect of sessions for remote-access technologies after
a specific period of inactivity.
12.3.8.b Examine configurations for remote access
technologies to verify that remote access sessions will be
automatically disconnected after a specific period of
inactivity.

12.3.9 Activation of remote-access
technologies for vendors and business
partners only when needed by vendors
and business partners, with immediate
deactivation after use

Remote-access technologies are frequent "back
doors" to critical resources and cardholder data.
By disconnecting remote-access technologies
when not in use (for example, those used to
support your systems by your POS vendor, other
vendors, or business partners), access and risk to
networks is minimized.

12.3.9 Verify that the usage policies require activation of
remote-access technologies used by vendors and business
partners only when needed by vendors and business
partners, with immediate deactivation after use.
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12.3.10 For personnel accessing
cardholder data via remote-access
technologies, prohibit the copying,
moving, and storage of cardholder data
onto local hard drives and removable
electronic media, unless explicitly
authorized for a defined business need.

12.3.10.a Verify that the usage policies prohibit copying,
moving, or storing of cardholder data onto local hard drives
and removable electronic media when accessing such data
via remote-access technologies.

Where there is an authorized business
need, the usage policies must require
the data be protected in accordance with
all applicable PCI DSS Requirements.

12.3.10.b For personnel with proper authorization, verify that
usage policies require the protection of cardholder data in
accordance with PCI DSS Requirements.

12.4 Ensure that the security policy and
procedures clearly define information
security responsibilities for all personnel.

12.4.a Verify that information security policies clearly define
information security responsibilities for all personnel.

12.5 Assign to an individual or team the
following information security
management responsibilities:

12.5 Examine information security policies and procedures to
verify:

12.4.b Interview a sample of responsible personnel to verify
they understand the security policies.



The formal assignment of information security to a Chief
Security Officer or other security-knowledgeable member
of management.



The following information security responsibilities are
specifically and formally assigned:

12.5.1 Establish, document, and
distribute security policies and
procedures.

12.5.1 Verify that responsibility for establishing, documenting
and distributing security policies and procedures is formally
assigned.

12.5.2 Monitor and analyze security
alerts and information, and distribute to
appropriate personnel.

12.5.2 Verify that responsibility for monitoring and analyzing
security alerts and distributing information to appropriate
information security and business unit management
personnel is formally assigned.

12.5.3 Establish, document, and
distribute security incident response and
escalation procedures to ensure timely
and effective handling of all situations.

12.5.3 Verify that responsibility for establishing,
documenting, and distributing security incident response and
escalation procedures is formally assigned.
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Guidance
To ensure all personnel are aware of their
responsibilities to not store or copy cardholder
data onto their local personal computers or other
media, your policy should clearly prohibit such
activities except for personnel that have been
explicitly authorized to do so. Storing or copying
cardholder data onto a local hard drive or other
media must be in accordance with all applicable
PCI DSS requirements.

Without clearly defined security roles and
responsibilities assigned, there could be
inconsistent interaction with the security group,
leading to unsecured implementation of
technologies or use of outdated or unsecured
technologies.
Each person or team with responsibilities for
information security management should be
clearly aware of their responsibilities and related
tasks, through specific policy. Without this
accountability, gaps in processes may open
access into critical resources or cardholder data.
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12.5.4 Administer user accounts,
including additions, deletions, and
modifications.

12.5.4 Verify that responsibility for administering (adding,
deleting, and modifying) user account and authentication
management is formally assigned.

12.5.5 Monitor and control all access to
data.

12.5.5 Verify that responsibility for monitoring and controlling
all access to data is formally assigned.

12.6 Implement a formal security
awareness program to make all personnel
aware of the importance of cardholder
data security.

12.6.1 Educate personnel upon hire and
at least annually.
Note: Methods can vary depending on the
role of the personnel and their level of
access to the cardholder data.

12.6.a Review the security awareness program to verify it
provides awareness to all personnel about the importance of
cardholder data security.
12.6.b Examine security awareness program procedures and
documentation and perform the following:
12.6.1.a Verify that the security awareness program provides
multiple methods of communicating awareness and
educating personnel (for example, posters, letters, memos,
web-based training, meetings, and promotions).
12.6.1.b Verify that personnel attend security awareness
training upon hire and at least annually.

Guidance

If personnel are not educated about their security
responsibilities, security safeguards and
processes that have been implemented may
become ineffective through errors or intentional
actions.
If the security awareness program does not
include periodic refresher sessions, key security
processes and procedures may be forgotten or
bypassed, resulting in exposed critical resources
and cardholder data.

12.6.1.c Interview a sample of personnel to verify they have
completed awareness training and are aware of the
importance of cardholder data security.
12.6.2 Require personnel to
acknowledge at least annually that they
have read and understood the security
policy and procedures.

12.6.2 Verify that the security awareness program requires
personnel to acknowledge, in writing or electronically, at
least annually, that they have read and understand the
information security policy.
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Requiring an acknowledgement by personnel in
writing or electronically helps ensure that they
have read and understood the security
policies/procedures, and that they have made and
will continue to make a commitment to comply
with these policies.
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12.7 Screen potential personnel prior to
hire to minimize the risk of attacks from
internal sources. (Examples of
background checks include previous
employment history, criminal record, credit
history, and reference checks.)

12.7 Inquire with Human Resource department management
and verify that background checks are conducted (within the
constraints of local laws) prior to hire on potential personnel
who will have access to cardholder data or the cardholder data
environment.

Performing thorough background investigations
prior to hiring potential personnel who are
expected to be given access to cardholder data
reduces the risk of unauthorized use of PANs and
other cardholder data by individuals with
questionable or criminal backgrounds.

12.8 Through observation, review of policies and procedures,
and review of supporting documentation, verify that processes
are implemented to manage service providers with whom
cardholder data is shared, or that could affect the security of
cardholder data (for example, backup tape storage facilities,
managed service providers such as web-hosting companies or
security service providers, those that receive data for fraud
modeling purposes, etc.), as follows:

If a merchant or service provider shares
cardholder data with a service provider, certain
requirements apply to ensure continued protection
of this data will be enforced by such service
providers.

Note: For those potential personnel to be
hired for certain positions such as store
cashiers who only have access to one
card number at a time when facilitating a
transaction, this requirement is a
recommendation only.
12.8 Maintain and implement policies and
procedures to manage service providers
with whom cardholder data is shared, or
that could affect the security of cardholder
data, as follows:

12.8.1 Maintain a list of service
providers.

12.8.1 Verify that a list of service providers is maintained.
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Keeping track of all service providers identifies
where potential risk extends to outside of the
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12.8.2 Maintain a written agreement that
includes an acknowledgement that the
service providers are responsible for the
security of cardholder data the service
providers possess or otherwise store,
process or transmit on behalf of the
customer, or to the extent that they
could impact the security of the
customer’s cardholder data
environment.

12.8.2 Observe written agreements and confirm they include
an acknowledgement by service providers that they are
responsible for the security of cardholder data the service
providers possess or otherwise store, process or transmit on
behalf of the customer, or to the extent that they could
impact the security of the customer’s cardholder data
environment.

The acknowledgement of the service providers
evidences their commitment to maintaining proper
security of cardholder data that it obtains from its
clients.

12.8.3 Verify that policies and procedures are documented
and implemented including proper due diligence prior to
engaging any service provider.

The process ensures that any engagement of a
service provider is thoroughly vetted internally by
an organization, which should include a risk
analysis prior to establishing a formal relationship
with the service provider.

Note: The exact wording of an
acknowledgement will depend on the
agreement between the two parties, the
details of the service being provided, and
the responsibilities assigned to each party.
The acknowledgement does not have to
include the exact wording provided in this
requirement.
12.8.3 Ensure there is an established
process for engaging service providers
including proper due diligence prior to
engagement.

In conjunction with Requirement 12.9, this
requirement for written agreements between
organizations and service provides is intended to
promote a consistent level of understanding
between parties about their applicable PCI DSS
responsibilities. For example, the agreement may
include the applicable PCI DSS requirements to
be maintained as part of the provided service.

Specific due-diligence processes and goals will
vary for each organization. Examples of
considerations may include the provider’s
reporting practices, breach-notification and
incident response procedures, details of how PCI
DSS responsibilities are assigned between each
party, how the provider validates their PCI DSS
compliance and what evidence they will provide,
etc.
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12.8.4 Maintain a program to monitor
service providers’ PCI DSS compliance
status at least annually.

12.8.4 Verify that the entity maintains a program to monitor
its service providers’ PCI DSS compliance status at least
annually.

12.8.5 Maintain information about which
PCI DSS requirements are managed by
each service provider, and which are
managed by the entity.

12.8.5 Verify the entity maintains information about which
PCI DSS requirements are managed by each service
provider, and which are managed by the entity.

Knowing your service providers’ PCI DSS
compliance status provides assurance and
awareness about whether they comply with the
same requirements that your organization is
subject to. If the service provider offers a variety
of services, this requirement should apply to those
services delivered to the client, and those services
in scope for the client’s PCI DSS assessment.
The specific information an entity maintains will
depend on the particular agreement with their
providers, the type of service, etc. The intent is for
the assessed entity to understand which PCI DSS
requirements their providers have agreed to meet.

12.9 Additional requirement for service
providers only: Service providers
acknowledge in writing to customers that
they are responsible for the security of
cardholder data the service provider
possesses or otherwise stores, processes,
or transmits on behalf of the customer, or
to the extent that they could impact the
security of the customer’s cardholder data
environment.

12.9 Additional testing procedure for service provider
assessments only: Review service provider’s policies and
procedures and observe templates used for written
agreements to confirm the service provider acknowledges in
writing to customers that the service provider will maintain all
applicable PCI DSS requirements to the extent the service
provider possesses or otherwise stores, processes, or
transmits cardholder data on behalf of the customer, or to the
extent that they could impact the security of the customer’s
cardholder data environment.

Note: This requirement is a best practice
until June 30, 2015, after which it
becomes a requirement.
Note: The exact wording of an
acknowledgement will depend on the
agreement between the two parties, the
details of the service being provided, and
the responsibilities assigned to each party.
The acknowledgement does not have to
include the exact wording provided in this
requirement.
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Note: This requirement applies only when the
entity being assessed is a service provider.
In conjunction with Requirement 12.8.2, this
requirement is intended to promote a consistent
level of understanding between service providers
and their customers about their applicable PCI
DSS responsibilities. The acknowledgement of the
service providers evidences their commitment to
maintaining proper security of cardholder data that
it obtains from its clients.
The service provider’s internal policies and
procedures related to their customer engagement
process and any templates used for written
agreements should include provision of an
applicable PCI DSS acknowledgement to their
customers. The method by which the service
provider provides written acknowledgment should
be agreed between the provider and their
customers.
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12.10 Implement an incident response
plan. Be prepared to respond immediately
to a system breach.

12.10 Examine the incident response plan and related
procedures to verify entity is prepared to respond immediately
to a system breach by performing the following:

Without a thorough security incident response
plan that is properly disseminated, read, and
understood by the parties responsible, confusion
and lack of a unified response could create further
downtime for the business, unnecessary public
media exposure, as well as new legal liabilities.

12.10.1 Create the incident response
plan to be implemented in the event of
system breach. Ensure the plan
addresses the following, at a minimum:

12.10.1.a Verify that the incident response plan includes:

 Roles, responsibilities, and
communication and contact
strategies in the event of a
compromise including notification of
the payment brands, at a minimum
 Specific incident response
procedures
 Business recovery and continuity
procedures
 Data backup processes
 Analysis of legal requirements for
reporting compromises
 Coverage and responses of all
critical system components
 Reference or inclusion of incident
response procedures from the
payment brands.
12.10.2 Test the plan at least annually.

 Roles, responsibilities, and communication strategies in
the event of a compromise including notification of the
payment brands, at a minimum

The incident response plan should be thorough
and contain all the key elements to allow your
company to respond effectively in the event of a
breach that could impact cardholder data.

 Specific incident response procedures
 Business recovery and continuity procedures
 Data backup processes
 Analysis of legal requirements for reporting
compromises (for example, California Bill 1386, which
requires notification of affected consumers in the event
of an actual or suspected compromise for any business
with California residents in their database)
 Coverage and responses for all critical system
components
 Reference or inclusion of incident response procedures
from the payment brands.
12.10.1.b Interview personnel and review documentation
from a sample of previously reported incidents or alerts to
verify that the documented incident response plan and
procedures were followed.
12.10.2 Verify that the plan is tested at least annually.
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Without proper testing, key steps may be missed,
which could result in increased exposure during
an incident.
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12.10.3 Designate specific personnel to
be available on a 24/7 basis to respond
to alerts.

12.10.3 Verify through observation, review of policies, and
interviews of responsible personnel that designated
personnel are available for 24/7 incident response and
monitoring coverage for any evidence of unauthorized
activity, detection of unauthorized wireless access points,
critical IDS alerts, and/or reports of unauthorized critical
system or content file changes.

Without a trained and readily available incident
response team, extended damage to the network
could occur, and critical data and systems may
become “polluted” by inappropriate handling of the
targeted systems. This can hinder the success of
a post-incident investigation.

12.10.4 Provide appropriate training to
staff with security breach response
responsibilities.

12.10.4 Verify through observation, review of policies, and
interviews of responsible personnel that staff with
responsibilities for security breach response are periodically
trained.

12.10.5 Include alerts from security
monitoring systems, including but not
limited to intrusion-detection, intrusionprevention, firewalls, and file-integrity
monitoring systems.

12.10.5 Verify through observation and review of processes
that monitoring and responding to alerts from security
monitoring systems are covered in the incident response
plan.

These monitoring systems are designed to focus
on potential risk to data, are critical in taking quick
action to prevent a breach, and must be included
in the incident-response processes.

12.10.6 Develop a process to modify
and evolve the incident response plan
according to lessons learned and to
incorporate industry developments.

12.10.6 Verify through observation, review of policies, and
interviews of responsible personnel that there is a process to
modify and evolve the incident response plan according to
lessons learned and to incorporate industry developments.

Incorporating “lessons learned” into the incident
response plan after an incident helps keep the
plan current and able to react to emerging threats
and security trends.
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Appendix A: Additional PCI DSS Requirements for Shared Hosting Providers
Requirement A.1: Shared hosting providers must protect the cardholder data environment
As referenced in Requirement 12.8 and 12.9, all service providers with access to cardholder data (including shared hosting providers) must
adhere to the PCI DSS. In addition, Requirement 2.6 states that shared hosting providers must protect each entity’s hosted environment and data.
Therefore, shared hosting providers must additionally comply with the requirements in this Appendix.

Requirements
A.1 Protect each entity’s (that is,
merchant, service provider, or other
entity) hosted environment and data, per
A.1.1 through A.1.4:
A hosting provider must fulfill these
requirements as well as all other relevant
sections of the PCI DSS.

Testing Procedures
A.1 Specifically for a PCI DSS assessment of a shared hosting
provider, to verify that shared hosting providers protect entities’
(merchants and service providers) hosted environment and data,
select a sample of servers (Microsoft Windows and Unix/Linux)
across a representative sample of hosted merchants and service
providers, and perform A.1.1 through A.1.4 below:

Guidance
Appendix A of PCI DSS is intended for
shared hosting providers who wish to
provide their merchant and/or service
provider customers with a PCI DSS
compliant hosting environment.

Note: Even though a hosting provider
may meet these requirements, the
compliance of the entity that uses the
hosting provider is not guaranteed. Each
entity must comply with the PCI DSS and
validate compliance as applicable.
A.1.1 Ensure that each entity only runs
processes that have access to that
entity’s cardholder data environment.

A.1.1 If a shared hosting provider allows entities (for example,
merchants or service providers) to run their own applications, verify
these application processes run using the unique ID of the entity.
For example:
 No entity on the system can use a shared web server user ID.

If a merchant or service provider is
allowed to run their own applications on
the shared server, these should run with
the user ID of the merchant or service
provider, rather than as a privileged user.

 All CGI scripts used by an entity must be created and run as
the entity’s unique user ID.
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Requirements
A.1.2 Restrict each entity’s access and
privileges to its own cardholder data
environment only.

Testing Procedures
A.1.2.a Verify the user ID of any application process is not a
privileged user (root/admin).
A.1.2.b Verify each entity (merchant, service provider) has read,
write, or execute permissions only for files and directories it owns or
for necessary system files (restricted via file system permissions,
access control lists, chroot, jailshell, etc.)

Guidance
To ensure that access and privileges are
restricted such that each merchant or
service provider has access only to their
own environment, consider the following:
1.

Privileges of the merchant’s or service
provider’s web server user ID;

Important: An entity’s files may not be shared by group.

2.

Permissions granted to read, write,
and execute files;

A.1.2.c Verify that an entity’s users do not have write access to
shared system binaries.

3.

Permissions granted to write to system
binaries;

A.1.2.d Verify that viewing of log entries is restricted to the owning
entity.

4.

Permissions granted to merchant’s
and service provider’s log files; and

A.1.2.e To ensure each entity cannot monopolize server resources
to exploit vulnerabilities (for example, error, race, and restart
conditions resulting in, for example, buffer overflows), verify
restrictions are in place for the use of these system resources:

5.

Controls to ensure one merchant or
service provider cannot monopolize
system resources.

 Disk space
 Bandwidth
 Memory
 CPU
A.1.3 Ensure logging and audit trails
are enabled and unique to each entity’s
cardholder data environment and
consistent with PCI DSS Requirement
10.

A.1.3 Verify the shared hosting provider has enabled logging as
follows, for each merchant and service provider environment:
 Logs are enabled for common third-party applications.
 Logs are active by default.
 Logs are available for review by the owning entity.

Logs should be available in a shared
hosting environment so the merchants and
service providers have access to, and can
review, logs specific to their cardholder
data environment.

 Log locations are clearly communicated to the owning entity.
A.1.4 Enable processes to provide for
timely forensic investigation in the
event of a compromise to any hosted
merchant or service provider.

A.1.4 Verify the shared hosting provider has written policies that
provide for a timely forensics investigation of related servers in the
event of a compromise.
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Appendix B: Compensating Controls
Compensating controls may be considered for most PCI DSS requirements when an entity cannot meet a
requirement explicitly as stated, due to legitimate technical or documented business constraints, but has
sufficiently mitigated the risk associated with the requirement through implementation of other, or
compensating, controls.
Compensating controls must satisfy the following criteria:
1. Meet the intent and rigor of the original PCI DSS requirement.
2. Provide a similar level of defense as the original PCI DSS requirement, such that the compensating
control sufficiently offsets the risk that the original PCI DSS requirement was designed to defend
against. (See Navigating PCI DSS for the intent of each PCI DSS requirement.)
3. Be “above and beyond” other PCI DSS requirements. (Simply being in compliance with other PCI
DSS requirements is not a compensating control.)
When evaluating “above and beyond” for compensating controls, consider the following:
Note: The items at a) through c) below are intended as examples only. All compensating controls must be
reviewed and validated for sufficiency by the assessor who conducts the PCI DSS review. The
effectiveness of a compensating control is dependent on the specifics of the environment in which the
control is implemented, the surrounding security controls, and the configuration of the control. Companies
should be aware that a particular compensating control will not be effective in all environments.
a) Existing PCI DSS requirements CANNOT be considered as compensating controls if they are
already required for the item under review. For example, passwords for non-console
administrative access must be sent encrypted to mitigate the risk of intercepting clear-text
administrative passwords. An entity cannot use other PCI DSS password requirements (intruder
lockout, complex passwords, etc.) to compensate for lack of encrypted passwords, since those
other password requirements do not mitigate the risk of interception of clear-text passwords. Also,
the other password controls are already PCI DSS requirements for the item under review
(passwords).
b) Existing PCI DSS requirements MAY be considered as compensating controls if they are required
for another area, but are not required for the item under review. For example, two-factor
authentication is a PCI DSS requirement for remote access. Two-factor authentication from within
the internal network can also be considered as a compensating control for non-console
administrative access when transmission of encrypted passwords cannot be supported. Twofactor authentication may be an acceptable compensating control if: (1) it meets the intent of the
original requirement by addressing the risk of intercepting clear-text administrative passwords;
and (2) it is set up properly and in a secure environment.
c) Existing PCI DSS requirements may be combined with new controls to become a compensating
control. For example, if a company is unable to render cardholder data unreadable per
Requirement 3.4 (for example, by encryption), a compensating control could consist of a device
or combination of devices, applications, and controls that address all of the following: (1) internal
network segmentation; (2) IP address or MAC address filtering; and (3) two-factor authentication
from within the internal network.
4. Be commensurate with the additional risk imposed by not adhering to the PCI DSS requirement
The assessor is required to thoroughly evaluate compensating controls during each annual PCI DSS
assessment to validate that each compensating control adequately addresses the risk the original PCI
DSS requirement was designed to address, per items 1-4 above. To maintain compliance, processes and
controls must be in place to ensure compensating controls remain effective after the assessment is
complete.
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Appendix C: Compensating Controls Worksheet
Use this worksheet to define compensating controls for any requirement where compensating controls
are used to meet a PCI DSS requirement. Note that compensating controls should also be documented in
the Report on Compliance in the corresponding PCI DSS requirement section.
Note: Only companies that have undertaken a risk analysis and have legitimate technological or
documented business constraints can consider the use of compensating controls to achieve compliance.
Requirement Number and Definition:

Information Required
1. Constraints

List constraints precluding compliance
with the original requirement.

2. Objective

Define the objective of the original
control; identify the objective met by the
compensating control.

3. Identified Risk

Identify any additional risk posed by the
lack of the original control.

4. Definition of
Compensating
Controls

Define the compensating controls and
explain how they address the objectives
of the original control and the increased
risk, if any.

5. Validation of
Compensating
Controls

Define how the compensating controls
were validated and tested.

6. Maintenance

Define process and controls in place to
maintain compensating controls.
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Compensating Controls Worksheet – Completed Example
Use this worksheet to define compensating controls for any requirement noted as being “in place” via
compensating controls.
Requirement Number: 8.1.1 – Are all users identified with a unique user ID before allowing them to
access system components or cardholder data?
Information Required

Explanation

1. Constraints

List constraints precluding
compliance with the original
requirement.

Company XYZ employs stand-alone Unix
Servers without LDAP. As such, they each
require a “root” login. It is not possible for
Company XYZ to manage the “root” login nor
is it feasible to log all “root” activity by each
user.

2. Objective

Define the objective of the
original control; identify the
objective met by the
compensating control.

The objective of requiring unique logins is
twofold. First, it is not considered acceptable
from a security perspective to share login
credentials. Secondly, having shared logins
makes it impossible to state definitively that a
person is responsible for a particular action.

3. Identified Risk

Identify any additional risk
posed by the lack of the
original control.

Additional risk is introduced to the access
control system by not ensuring all users have
a unique ID and are able to be tracked.

4. Definition of
Compensating
Controls

Define the compensating
controls and explain how
they address the objectives
of the original control and
the increased risk, if any.

Company XYZ is going to require all users to
log into the servers using their regular user
accounts, and then use the “sudo” command
to run any administrative commands. This
allows use of the “root” account privileges to
run pre-defined commands that are recorded
by sudo in the security log. In this way, each
user’s actions can be traced to an individual
user account, without the “root” password
being shared with the users.

5. Validation of
Compensating
Controls

Define how the
compensating controls were
validated and tested.

Company XYZ demonstrates to assessor that
the sudo command is configured properly
using a “sudoers” file, that only pre-defined
commands can be run by specified users, and
that all activities performed by those
individuals using sudo are logged to identify
the individual performing actions using “root”
privileges.

6. Maintenance

Define process and controls
in place to maintain
compensating controls.

Company XYZ documents processes and
procedures to ensure sudo configurations are
not changed, altered, or removed to allow
individual users to execute root commands
without being individually identified, tracked
and logged.
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Appendix D: Segmentation and Sampling of Business Facilities/System
Components
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Here are 79 Surveillance Tech Policies for CA Public Safety Agencies — But Where
Are the Other 90?
Posted by : Guest CommentaryApril 13, 2016

By Dave Maas.
Laws are only as strong as their enforcement.
That’s why last weekend more than 30 citizen watchdogs joined EFF’s team to hold California law enforcement
and public safety agencies accountable. Together, we combed through nearly 170 California government
websites to identify privacy and usage policies for surveillance technology that must now be posted online
under state law.
On January 1, 2016 two new laws went into effect in California: S.B. 34 requires agencies that use automated
license plate recognition (ALPR) or access ALPR data to publish privacy and usage policies, while S.B. 741
requires public policies for cell-site simulators, a type of cellphone tracking technology often referred to as
“Stingrays” and “Dirtboxes.” These policies must be posted “conspicuously” on their websites.
We called the campaign the “California Surveillance Sweep,” and it was an overwhelming success. In the leadup to the event, we sent letters to the California Police Chiefs Association and the California State Sheriffs’
Association to give them fair warning that we’d be scouring their websites to ensure compliance with the new
laws. Some agencies proactively reached out to share their policies, including the Marin County Sheriff’s Office
and the Fremont Police Department. The latter of the two even went so far as to disclose that the agency was
in the process of obtaining cell-site simulator technology and would enact a policy and post it online before
officers deploy it.
EFF’s team located approximately 79 policies through extensive browsing and site searching. In most cases,
the policies were relatively easy to locate (for example, they were linked on the front page of the agency’s
website). However, several agencies (e.g. the cities of Fullerton, Imperial, Oxnard, Palo Alto, and Riverside)
required participants to search through policy manuals hundreds of pages long to find the necessary
disclosures. Our volunteers could not locate policies for at least 90 agencies, which we believe could be using
the technology based on public records.
We are very grateful for all the volunteers who joined us in person for the sweep and the dozens of others
from around the country (and beyond) who contributed to the effort. In the coming weeks, we’ll provide more
analysis of these documents.
Scroll down to read the policies of the agencies that are in compliance (or partial compliance) with S.B. 34
and S.B. 741 and view the list of agencies that still have work to do.
Update April 11, 2016: Three volunteer researchers did not find an ALPR policy on the San Diego County
Sheriff’s website on April 9. Today it’s linked on the front page. (Toggle between April 9 and April 11 on the
WayBack Machine to watch it appear.)
Update April 12, 2016: Three volunteer researchers did not find an ALPR policy on the Carlsbad Police
Department’s website on April 9. On April 12, the Carlsbad Police Department contacted us with details on
where to find the policy online. It was posted at the bottom of the city’s “Resources” page, but is not currently
available through either the website’s search function or Google searches.
Updated April 13, 2016: The City of Elk Grove provided us with links to their policy, which was live as of April
6. However, the policy is currently buried three categories deep, which explains why three EFF volunteers
were unable to locate it on April 9. The City of Coronado has also been added. According to a Coronado police
representative, “Our agency is in the process of moving to a new web site and had included the policy, but
had not placed it on the current site.”

Automated License Plate Recognition
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Central Marin Police Authority
City and County of San Francisco (District Attorney)
City of Alameda (Police)
City of Alhambra (Police)
City of American Canyon (Napa County Sheriff policy)
City of Anaheim (Police)
City of Berkeley (Police)
City of Campbell (Police)
Added 4/12/2016: City of Carlsbad (Police)
City of Claremont (Police)
City of Concord (Police)
City of Corona (Police)
Added 4/13/2016 City of Coronado (Police)
City of Cypress (Police)
City of Daly City (Police)
City of El Cajon (ARJIS policy)
Added 4/13/2016: City of Elk Grove (Police)
City of Escondido (Police)
City of Fontana (Police)
City of Fountain Valley (Police)
City of Fullerton (Police, page 335)
City of Glendora (Police)
City of Huntingon Beach (Police)
City of Imperial (Police, page 294)
City of Irwindale (Police)
City of La Habra (Police)
City of La Mesa (ARJIS policy)
City of La Verne (Police)
City of Livermore (Police)
City of Lodi (Police, draft policy)
City of Long Beach (Police)
City of Los Alamitos (Police)
City of Menlo Park (Police)
City of Milpitas (Police)
City of Monrovia (Police)
City of Morgan Hill (Police)
City of Newark (NCRIC policy)
City of Novato (Police)
City of Oceanside (Police)
City of Orinda (City Council report)
City of Oxnard (Police, page 352)
City of Palo Alto (Police, page 306)
City of Pasadena (Police)
City of Piedmont (Police)
City of Pittsburgh (Police)
City of Placerville (Police)
City of Pleasant Hill (Police)
City of Richmond (Police)
City of Ripon (Police)
City of Riverside (Police, page 453)
City of San Bernardino (Police)
City of San Bruno (NCRIC policy)
City of San Diego (Police)
City of San Leandro (Police)
City of San Mateo (NCRIC polic)
City of San Rafael (Police)
City of San Ramon (Police)
City of Sierra Madre (Police)
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City of Simi Valley (Police)
City of Sunnyvale (Department of Public Safety)
City of Tiburon (Police)
City of Tustin (Police)
City of Upland (Police)
City of West Covina (Police)
City of Westminster (Police)
City of Woodland (Police)
County of Contra Costa (Sheriff)
County of Fresno (Sheriff)
County of Los Angeles (Sheriff)
County of Marin (Sheriff)
County of Orange (Sheriff-Coroner)
County of Sacramento (Sheriff)
Added 4/11/2016: County of San Diego (Sheriff – ARJIS policy)
County of Santa Clara (SBISS Policy)
County of Ventura (Sheriff)
County of Yolo (Sheriff)
Port of San Diego (San Diego Harbor Police)
University of California – Davis (Police, page 367)

Cell-Site Simulators
City of Anaheim (Police)
City of Long Beach (Police)
City of San Diego (Police)
County of Alameda (District Attorney)
County of Los Angeles (Sheriff)

Agencies Without ALPR Policies
These agencies were identified as potentially using ALPR technology or data based on public records.
However, it is possible that these agencies have not used or no longer use ALPR and are therefore not
required to post public policies.
If you are a member of this agency and would like us to update this list, please email dm@eff.org. Include
either the URL for the policy and the page where the link may be found or a statement that your agency does
not use this technology.
Cal State Fullerton
California Highway Patrol
City of Arcadia
City of Arcata
City of Arroyo Grande
City of Atwater
City of Bell Gardens
City of Benicia
City of Beverly Hills
City of Blythe
City of Brea
City of Brentwood
City of Buena Park
City of Burbank
City of Burlingame
City of Carlsbad (added 4/12/2016)
City of Ceres
City of Chino
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City of Chula Vista
City of Coachella
City of Coronado (added 4/13/2016)
City of Costa Mesa
City of Covina
City of Desert Hot Springs
City of Downey
City of Dublin
City of East Palo Alto
City of El Segundo
City of Elk Grove (added 4/13/2016)
City of Garden Grove
City of Gardena
City of Glendale
City of Hawthorne
City of Hermosa Beach
City of Hesperia
City of Highland
City of Hollister
City of Irvine
City of La Palma
City of Lafayette
City of Laguna Beach
City of Los Altos
City of Los Angeles
City of Manhattan Beach
City of Manteca
City of Mill Valley
City of Modesto
City of Monterey Park
City of National City
City of Newport Beach
City of Oakland
City of Orange
City of Placentia
City of Rancho Cucamonga
City of Rancho Palos Verdes
City of Sacramento
City of San Fernando
City of San Gabriel
City of San Pablo
City of Santa Ana
City of Seal Beach
City of South Gate
City of South Pasadena
City of Torrance
City of Tulare
City of Vernon
City of Walnut Creek
County of Riverside
County of San Diego (added 4/11/2016)
County of San Joaquin
County of San Mateo
County of Solano
County of Stanislaus
CSU Long Beach
East Bay Regional Parks
Port of Los Angeles
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San Jose/Evergreen Community College District Police Department
Town of Los Gatos
UC Irvine
University of Southern California

Agencies Without Cell-Site Simulator Policies
These agencies were identified as potentially using cell-site simulator technology based on public records.
However, it is possible that these agencies have not used or no longer use cell-site simulators and are
therefore not required to post public policies.
If you are a member of this agency and would like us to update this list, please email dm@eff.org. Include
either the URL for the policy and the page where the link may be found or a statement that your agency does
not use this technology.
California Department of Justice
City of Fremont
City of Los Angeles
City of Oakland
City and County of San Francisco
City of San Jose
County of Kern
County of Sacramento
County of San Bernardino
County of Ventura
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NCRIC Automated License Plate Reader Policy
NCRIC MISSION
The Northern California Regional Intelligence Center (NCRIC) is a multi-jurisdiction public
safety program created to assist local, state, federal, and tribal public safety agencies and critical
infrastructure locations with the collection, analysis, and dissemination of criminal threat information.
It is the mission of the NCRIC to protect the citizens within its area of responsibility from the threat of
narcotics trafficking, organized crime, as well as international, domestic, and street terrorism-related
activities through information sharing and technical operations support to public safety personnel.
AUTOMATED LICENSE PLATE READER (ALPR) TECHNOLOGIES
To support authorized law enforcement and public safety purposes of local, state, federal, and tribal
public safety agencies, the NCRIC utilizes Automated License Plate Reader (ALPR) technology, and
supporting software, to gather and analyze ALPR data to enable the rapid identification and location of
vehicles of legitimate interest to law enforcement. ALPR units are attached to law enforcement
vehicles or deployed at fixed locations, where they collect license plate information from vehicles on
public roadways and public property. In one common use of ALPR technology, license plate encounters
are compared against law e
hotlists lists of vehicles associated with active
investigations, for example, related to Amber Alerts or other missing children, stolen vehicles, or stolen
license plates. The information is also retained for a fixed retention period, though it is only reaccessible by law enforcement given a legitimate law enforcement purpose as listed below.
PURPOSE
This NCRIC Automated License Plate Reader Policy (ALPR Policy) defines a minimum set of binding
guidelines to govern the use of Automated License Plate Reader Data (ALPR Data), in order to enable
the collection and use of such data in a manner consistent with respect for
privacy and civil
liberties.
The NCRIC also completed a NCRIC ALPR Privacy Impact Assessment (PIA) to address in further detail
common privacy and civil liberties concerns regarding Automated License Plate Reader technology. The
current version of this document is available on the NCRIC web site at www.ncric.org.
AUTHORIZED PURPOSES, COLLECTION, AND USE OF ALPR DATA
To support the mission of the NCRIC, Law enforcement personnel with a need and right to know will
utilize ALPR technology to:
-

Locate stolen, wanted, and subject of investigation vehicles;
Locate and apprehend individuals subject to arrest warrants or otherwise lawfully sought by
law enforcement;
Locate witnesses and victims of violent crime;
1
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-

Locate missing children and elderly individuals, including responding to Amber and Silver Alerts;
Support local, state, federal, and tribal public safety departments in the identification of
vehicles associated with targets of criminal investigations, including investigations of serial
crimes;
Protect participants at special events; and
Protect critical infrastructure sites.

RESTRICTIONS ON COLLECTION OF ALPR DATA AND USE OF ALPR SYSTEMS
NCRIC ALPR units may be used to collect data that is within public view, but may not be used for the
sole purpose of monitoring individual activities protected by the First Amendment to the United States
Constitution.
ALPR operators may not contact occupants of stolen, wanted, or subject-of-investigation vehicles
unless the ALPR operators are sworn law enforcement officers. ALPR operators must rely on their
parent agency rules and regulations regarding equipment, protection, self-identification, and use of
force when stopping vehicles or making contact.
ALPR operators must recognize that the data collected from the ALPR device, and the content of
referenced hotlists, consists of data that may or may not be accurate, despite ongoing efforts to
maximize the currency and accuracy of such data. To the greatest extent possible, vehicle and subject
information will be verified from separate Law enforcement information sources to confirm the vehicle
ALPR Data must, to the fullest extent
possible, visually confirm the plate characters generated by the ALPR readers correspond with the
digital image of the license plate in question.
All users of NCRIC ALPR equipment or accessing NCRIC ALPR Data are required to acknowledge that
they have read and understood the NCRIC ALPR Policy prior to use of the ALPR System.
In no case shall the NCRIC ALPR system be used for any purpose other than a legitimate law
enforcement or public safety purpose.
TRAINING
Only persons trained in the use of the NCRIC ALPR system, including its privacy and civil liberties
protections, shall be allowed access to NCRIC ALPR Data. Training shall consist of:
-

Legal authorities, developments, and issues involving the use of ALPR Data and technology
Current NCRIC Policy regarding appropriate use of NCRIC ALPR systems;
Evolution of ALPR and related technologies, including new capabilities and associated risks;
Technical, physical, administrative, and procedural measures to protect the security of ALPR
Data against unauthorized access or use; and
2
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-

Practical exercises in the use of the NCRIC ALPR system

Training shall be updated as technological, legal, and other changes that affect the use of the NCRIC
ALPR system occur.
AUDIT
Access to, and use of, ALPR Data is logged for audit purposes. Audit reports will be structured in a
format that is understandable and useful and will contain, at a minimum:
-

The name of the law enforcement user;
The name of the agency employing the user;
The date and time of access;
The activities executed, including any license plates searched for;
The supplied authorized law enforcement or public safety justification for access; and
A case number associated with the investigative effort generating the ALPR data query.

Audit reports will be provided periodically and on request to supervisory personnel at the NCRIC and
partner agencies.
In addition, no less frequently than every 12 months, the NCRIC will audit a sampling of ALPR system
utilization from the prior 12 month period to verify proper use in accordance with the above
authorized uses. Any discovered intentional misconduct will lead to further investigation, termination
In addition,
the auditing data will be used to identify systemic issues, inadvertent misuse, and requirements for
policy changes, training enhancements, or additional oversight mechanisms.
These ALPR audits shall be conducted by a senior NCRIC official other than the person assigned to
manage the NCRIC ALPR function. Audit results shall then be reported to the Director of the NCRIC.
DATA QUALITY AND ACCURACY
The NCRIC will take reasonable measures to ensure the accuracy of ALPR Data collected by NCRIC ALPR
units and partner agency ALPR systems. Errors discovered in ALPR Data collected by NCRIC ALPR units
are marked, corrected, or deleted in accordance with the type and severity of the error in question.
Errors discovered in ALPR Data collected from partner agencies
are communicated back
to the controlling agency to be addressed as deemed appropriate by that agency or in accordance with
As the downstream custodian of hotlists , the NCRIC will provide the most recent versions of these
lists available and ensure the lists are refreshed from state or federal sources on a daily basis.
3
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The NCRIC acknowledges that, in rare instances ALPR units may inadvertently capture information
contrary to the collection guidelines set forth in this policy. Such records will be purged upon
identification. Any discovered notable increase in frequency of these incidents from specific ALPR units
or agencies will be followed up with for equipment repairs, camera realignment, or personnel training
as necessary.
PHYSICAL AND ELECTRONIC SECURITY OF ALPR DATA:
Data collected by ALPR systems is stored in a secured law enforcement facility with multiple layers of
physical security and 24/7 security protections. Physical access is limited to law enforcement staff in
good standing who have completed background investigations and possess an active security clearance
or higher level.
NCRIC will utilize strong multi-factor authentication, encrypted communications, firewalls, and other
reasonable physical, technological, administrative, procedural, and personnel security measures to
mitigate the risks of unauthorized access to the system.
RETENTION OF ALPR DATA:
retained longer than 12 months, or the length of time required by the partner agency who is custodian
of the record whichever is shorter. Once the retention period has expired, the record will be purged
entirely from all active and backup systems unless a reasonable suspicion has been established that the
vehicle identified by the ALPR read is connected to criminal activities.
ALPR records matching an entry in a current law enforcement hotlist will trigger an immediate
notification to the officer operating the ALPR unit, the active dispatch officer at the agency owning the
ALPR unit, the NCRIC, and the custodial agency of the hotlist. Such notifications are also subject to a
maximum retention of 12 months.
ALPR Data obtained with license plate information not appearing on hotlists, and with no immediate
reasonable connection to criminal activity, will be retained in secure systems so as to only be made
accessible to authorized personnel for a maximum period of twelve months, then purged entirely from
all systems. If during the specified retention period there is information which supports a legitimate
law enforcement purpose (see above section enumerating AUTHORIZED PURPOSES, COLLECTION, AND
USE OF ALPR DATA) as to a license plate or partial license plate which was recorded and is retained in
these systems, then limited access will be permitted for predicate-based querying for potential
matches against the parameters specific to the legitimate law enforcement purpose. Such events shall
be recorded in an access log showing date, time, name of person seeking access, agency of
employment, reason for access, and tracking identifiers such as an agency case number.

4
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ALPR records of vehicles having been identified and linked to criminal investigation will be entered into
the relevant NCRIC database(s) and retained for a period of no more than five years. If during the fiveyear period NCRIC personnel become aware that the vehicle license plate information is no longer
associated with a criminal investigation, it will be purged from the
CUSTODIAN OF RECORDS AND RECORDS REQUESTS
Each agency operating ALPR technology retains control and ownership as the official custodian of its
records, and must independently verify all external information obtained via NCRIC Information
Systems. To the extent permitted by law, requests for information under the California Public Records
Act or Freedom of Information Act or similar applicable laws will be directed back to the owner of the
requested data.
SYSTEM MANAGEMENT AND ACCOUNTABILITY
The NCRIC shall assign a senior officer who will have responsibility, and be accountable, for managing
the ALPR Data collected and ensuring that the privacy and civil liberties protection and other provisions
of this ALPR Policy are carried out. This individual shall also be responsible for managing a process for
maintaining the most current and accurate hotlists available from NCRIC law enforcement sources.
This individual shall also have the responsibility for the security of the hotlist information and any ALPR
Data which is maintained by the NCRIC. It remains, however, the personal responsibility of all officers
with access to ALPR Data to take reasonable measures to protect the privacy and civil liberties of
individuals, as well as the security and confidentiality of ALPR Data.
COMMERCIALLY CREATED ALPR DATA
Except as explicitly authorized below with regard to critical infrastructure, the NCRIC will not share
NCRIC or partner agency ALPR Data with commercial or other private entities or individuals.
DISSEMINATION
The NCRIC may disseminate ALPR data to any governmental entity with an authorized law enforcement
or public safety purpose for access to such data. The NCRIC assumes no responsibility or liability for
the acts or omissions of other agencies in making use of the ALPR data properly disseminated. Though
the NCRIC will make every reasonable effort to ensure the quality of shared ALPR Data and hotlists, it
cannot make absolute guarantees of the accuracy of information provided.
ALPR Information may be disseminated to owners and operators of critical infrastructure in
circumstances where such infrastructure is reasonably believed to be the target of surveillance for the
purpose of a terrorist attack or other criminal activity. In these situations, the NCRIC also will make
notification to appropriate local, state, and federal law enforcement agencies.
5
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Information collected by the ALPR system shall not be disseminated to private parties, other than
critical infrastructure owners or operators, as limited above, unless authorized, in writing, by the
Director of the NCRIC or his designee. ALPR information shall not be disseminated for personal gain or
for any other non-law enforcement purposes.
POLICY REVISIONS
NCRIC ALPR Policies will be reviewed, and updated as necessary, no less frequently than every 12
months, or more frequently based on changes in data sources, technology, data use and/or sharing
agreements, and other relevant considerations.
The most current version of the ALPR Policy may be obtained from the NCRIC website at
http://www.ncric.org/
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I.

Introduction

Many practitioners find the provisions of the California Public Records Act
(“CPRA”) dealing with law enforcement records to be the most complex part of the
statute. 1 In addition, many law enforcement records, such as records related to
pending investigations and records that impact individual privacy interests, are
among the most sensitive and important records that local governments maintain.
Effective handling of law enforcement records is a challenging task for local
agencies, with significant risks. Law enforcement records that are improperly
disclosed can undermine agencies’ efforts to solve crimes and protect the public,
create civil and even criminal liability for local agencies and their officials, and invite
litigation. 2 Improper withholding of law enforcement records can also create
agency liability and invite litigation, as well as undermine public trust in law
enforcement and local governments generally. 3
Recent incidents involving police use of force in a number of U.S.
communities have raised questions regarding appropriate and measured use of
force, as well as regarding police departments’ and cities’ commitment to providing
members of the public sufficient information to monitor how effectively local law
enforcement is protecting the public. At the same time, law enforcement agencies
across the U.S are embracing new technologies. Certain new technologies, such as
Govt C §6250 et seq.
See, e.g., the prohibition against disclosing child abuse and neglect information in
Pen C §11167.5; the prohibition against disclosing confidential mental health
detention information in W&I C §5330; Marken v Santa Monica – Malibu Unified
School Dist. (2012) 202 CA4th 1250, and the discussion in III(b).
3 Govt C §6258.
1
2

body-worn video cameras, are viewed by some as a harbinger of more transparent
and accountable law enforcement. However, others view the same technology, and
others like automatic license plate reader systems, as Orwellian encroachments of
big data on personal privacy.

In this paper we provide a framework for understanding and applying the
complex provisions in the CPRA that address law enforcement records. We discuss
these provisions in the context of seminal cases and recent case law developments
addressing the disclosability of law enforcement records. We also consider the
statutes and case law in relation to emerging new law enforcement technologies.
Finally, we discuss records retention requirements that local law enforcement
agencies must ensure are satisfied concerning the records that result from their new
policing technologies.
II.

Public Records Act Overview

The CPRA is codified in section 6250 and following of the Government Code.
The purpose of the CPRA is to give members of the public access to information that
enables them to monitor the functioning of their government. 4 The CPRA applies to
California state and local government agencies, and gives members of the public
both the right to inspect and to obtain copies of government records. 5 The CPRA
applies to all state and local government records, regardless of the form or medium
in which they are kept. 6 The CPRA is intended to apply to every conceivable kind of
record that is involved in the governmental process and will pertain to any new
form of record-keeping instrument as it is developed. 7 The right of access to
government information that the CPRA gives is not absolute. It is qualified by some
76 different exemptions contained in the act. 8 In addition, the CPRA lists many
other statutes that affect disclosure of government records. 9
When a requester reasonably describes identifiable government records, the
CPRA requires disclosure of the records, and reasonably segregable portions of
U.S. Dept. of Justice v Reporters Com. for Freedom of Press (1989) 489 US 749; CBS,
Inc. v Block (1986) 42 C3d 646; Times Mirror Co. v Superior Court (1991) 53 C3d
1325.
5 Govt C §§6252(a), (f); 6253(a), (b).
6 Govt C §6252(e), (g).
7 Braun v City of Taft (1984) 154 CA3d 332, 340.
8 Govt C §§6253.2 - 6268.
9 Govt C §6275 et seq.
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records, that are not exempt from disclosure by express provisions of law. 10
Agencies subject to the CPRA generally must provide exact copies of public records
that are subject disclosure unless it is impracticable to do so. 11 Records requesters
are entitled to responses as specified in the CPRA. 12

The CPRA, and the case law interpreting it, reflect the balance that the
Legislature has struck between government transparency, privacy rights, and
government effectiveness. In enacting the CPRA and declaring that access to
information concerning the conduct of the people’s business is a fundamental and
necessary right of every person in the state, the Legislature noted its “mindful[ness]
of the right of individuals to privacy.” 13 Of the approximately 76 exemptions from
disclosure contained in the CPRA, 37 or about half appear intended primarily to
protect privacy interests. Another 36 or about the remaining half of the exemptions
in the CPRA appear intended primarily to support effective governmental operation
in the public’s interest. A few of the exemptions appear to be equally focused on
protecting privacy rights and effective government. These include: an exemption for
law enforcement records; an exemption that incorporates into the CPRA exemptions
in other state and federal laws, including privileges contained in the Evidence Code;
and an exemption referred to as the “public interest” or “catch-all” exemption that
exempts from disclosure government records regarding which the public interest
served by not disclosing the records clearly outweighs the public interest in
disclosing the records, based on the facts of the particular case. 14
The balance that the CPRA strikes between the often-competing interests of
government transparency and accountability, privacy rights and government
effectiveness favors transparency and accountability. The CPRA is intended to
reserve “islands of privacy upon the broad seas of enforced disclosure.” 15 The case
law interpreting the CPRA has consistently construed exemptions from disclosure
narrowly and agencies’ disclosure obligations broadly. 16 The CPRA policy
prioritizing government transparency and accountability was incorporated into the
California Constitution, along with the people’s right to access information
Govt C §6253(a), (b).
Govt C §6253(b).
12 Govt C §6253(c).
13 Govt C §6250.
14 Govt C §§6254(f), (k), 6255.
15 Black Panther Party v Kehoe (1974) 42 CA3d 645, 653.
16 Times Mirror Co. v Superior Court (1991) 53 C3d 1325; Wilson v Superior Court
(1996) 51 CA4th 1136; American Academy of Pediatrics v Lungren (1997) 16 C4th
307; Britt v Superior Court (1978) 20 C3d 844.
10
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concerning the conduct of their business, when the voters approved Proposition 59
in November, 2004. 17 Proposition 42, which the voters approved in June, 2014,
amended the California Constitution to require state and local agencies to comply
with the requirements of the CPRA, and any amendments and successor statutes. 18
The transparency of government records enforced under the CPRA is a floor, not a
ceiling. The exemptions from disclosure contained in the CPRA are permissive, not
mandatory. 19 Except as otherwise prohibited, state and local agencies are free to
adopt requirements that allow for faster, more efficient or greater access to records
than the minimum standards established in the CPRA. 20

The CPRA affords the same right of access to government information to all
types of requesters. Every person has a right to inspect any public record, except as
otherwise provided in the CPRA. 21 The persons authorized under the CPRA to
access government information include those that are not California residents, as
well as those that are not U.S. citizens, and corporations. 22 Elected officials of state
and local agencies are entitled to access the public records of the agency they serve
on the same basis as any other person. 23 Members of the press and those that are
the subject of government records generally have no greater right of access to public
records than anyone else. 24 The CPRA also provides that, subject to certain
exceptions, whenever an agency discloses an otherwise exempt record to any
member of the public, the exemption(s) otherwise applicable to the record are
waived. 25 As a result, the CPRA prohibits covered agencies from releasing otherwise
exempt records to some requesters but not to others.

Cal Const, Art 1, §3(b)(1).
Cal Const, Art 1, §3(b)(7).
19 Black Panther Party v Kehoe (1974) 42 CA3d 645, 656.
20 Govt C §6253(e).
21 Govt C §6253(a).
22 Govt C §6252(c); Connell v Superior Court (1997) 56 CA4th 601.
23 Govt C §6252.5.
24 Marylander v Superior Court (2002) 81 CA4th 1119; Los Angeles Police Dept. v
Superior Court (1977) 65 CA3d 661. However, the courts have recognized a right of
persons who believe their rights may be infringed by an agency decision to disclose
records to bring a “reverse CPRA action” opposing disclosure. Marken v Santa
Monica – Malibu Unified School Dist. (2012) 202 CA4th 1250.
25 Govt C §6254.5. A recent reported case held that §6254.5 does not to apply to an
inadvertent release of privileged documents. Newark Unified School Dist. v Superior
Court (2015) ___ CA4th ___. The question of whether a public agency’s inadvertent or
unauthorized disclosure of exempt information subject to the attorney-client
privilege waives the privilege has been granted review by the California Supreme
17
18
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III.

Law Enforcement Records under the CPRA
a. CPRA section 6254(f)

The treatment of law enforcement information under the CPRA must be
understood not only in the context of the larger CPRA framework, but also by
careful review of the primary CPRA provision expressly directed at law enforcement
records: section 6254, subdivision (f), “a complicated provision that has undergone
many revisions since its enactment in 1968.” 26 Section 6254(f) begins by providing
in pertinent part as follows:
. . . this chapter does not require the disclosure of any of the following
records: . . . [r]ecords of complaints to, or investigations conducted
by, or records of intelligence information or security procedures of,
the office of the Attorney General and the Department of Justice, the
Office of Emergency Services and any state or local police agency, or
any investigatory or security files compiled by any other state or local
police agency, or any investigatory or security files compiled by any
other state or local agency for correctional, law enforcement, or
licensing purposes. 27

Section 6254(f) thus begins with a broad exemption. It provides that complaint,
investigation, intelligence, and security procedure records, and investigatory and
security files compiled for correctional, law enforcement or licensing purposes of
specified law enforcement agencies, including state and local police agencies, are
exempt from disclosure. Next, section 6254(f) establishes an exception to the
exemption, one which requires disclosure of specified incident information, other
than information from confidential informants, to victims of specified crimes and
their authorized representatives.
However, state and local law enforcement agencies shall disclose the
names and addresses of persons involved in, or witnesses other than
confidential informants to, the incident, the description of any
property involved, the date, time, and location of the incident, all
diagrams, statements of the parties involved in the incident, the
statements of all witnesses, other than confidential informants, to the

Court. Ardon v City of Los Angeles (2014) 232 CA4th 175, depublished, review
granted by Ardon v City of Los Angeles (2015) 181 Cal Rptr 3d 324.
26 Williams v Superior Court (1993) 5 C4th 337, 348.
27 Govt C §6254(f).
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victims of an incident, or an authorized representative thereof, an
insurance carrier against which a claim has been or might be made,
and any person suffering bodily injury or property damage or loss, as
the result of the incident caused by arson, burglary, fire, explosion,
larceny, robbery, carjacking, vandalism, vehicle theft, or a crime as
defined by subdivision (b) of Section 13951 . . . 28

Section 6254(f) then qualifies the required disclosure for crime victims and their
representatives with an exception to the exception requiring disclosure. Such
disclosure is not required if
the disclosure would endanger the safety of a witness or other person
involved in the investigation, or . . . [if] disclosure would endanger the
successful completion of the investigation or a related investigation. 29

A further exception to the exception requiring disclosure of specified information to
crime victims and their representatives provides that
nothing in this division shall require the disclosure of that portion of
those investigative files that reflects the analysis or conclusions of the
investigating officer. 30

Accordingly, section 6254(f) provides that certain specified information must be
disclosed in response to requests from victims of specified crimes and their
representatives for otherwise exempt complaint, investigation, intelligence and
security procedure information and investigatory and security files of state and local
police agencies. However, such disclosure is not required if it would endanger the
safety of a witness or other person involved in the investigation, or endanger the
successful completion of the investigation or a related investigation. In addition,
investigating officers’ analyses and conclusions are exempt. 31 As the California
Supreme Court observed in the Williams case:
In summary, subdivision (f), up to this point, (1) articulates a broad
exemption from disclosure for law enforcement investigatory records,
(2) requires law enforcement agencies to provide certain information
derived from the records about the incidents under investigation, and

Govt C §6254(f).
Govt C §6254(f).
30 Govt C §6254(f).
31 See Williams v Superior Court (1993) 5 C4th 337, 349.
28
29
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(3) permits the withholding of information that (a) would endanger
the safety of a witness or other person, (b) would endanger the
successful completion of an investigation, or (c) reflects the analysis
or conclusions of investigating officers. 32

Section 6254(f) treats requests from members of the public for arrestee,
complaint and request for assistance information essentially the same as victim
information, except that such requesters are not entitled to the names, addresses
and statements of witnesses to the incident. 33 Similar to the treatment of crime
victim requests, section 6254(f) requires that state and local law enforcement
agencies make public specified arrestee and complaint and request for assistance
information. However, if disclosure of a particular item of information would
endanger the safety of a person involved in an investigation, or endanger the
successful completion of the investigation or a related investigation, disclosure is
not required. 34 Required disclosure of complaint and request for assistance
information is further qualified by identity privacy rights of victims of specified
crimes. 35 Analyses and conclusions of investigating officers are exempt in response
to requests for arrestee, complaint and request for assistance information just as
they are in response to requests of victims of specified crimes and their
representatives. 36 As summarized in Williams:
Subdivision (f) concludes with two subparts that require law
enforcement agencies to disclose information about arrests and
arrestees (§ 6254, subd. (f)(1)) and about complaints and requests for
assistance (id., subd. (f)(2)). As before, however, these additional
disclosure requirements do not apply “to the extent that disclosure of
a particular item of information would endanger the safety of a person
involved in an investigation or would endanger the successful
completion of the investigation or a related investigation.” 37

Williams v Superior Court (1993) 5 C4th 337, 349.
Govt C §6254(f)(1), (2).
34 Govt C §6254(f)(1), (2); Williams v Superior Court (1993) 5 C4th 337, 348.
35 Govt C §6254(f)(2).
36 Govt C §6254(f).
37 Williams v Superior Court (1993) 5 C4th 337, 349.
32
33
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b. Section 6254(f) in the overall context of the CPRA
Careful review of section 6254(f) and its treatment of law enforcement
records shows that it applies in a different and almost opposite way compared with
the predominate structure of the CPRA. The CPRA general rule is that public
records are subject to disclosure unless exempt by express provisions of law. 38
However, law enforcement complaint, investigation, intelligence and security
procedure information and investigatory and security files are exempt.
Notwithstanding the broad exemption for complaint, investigation, intelligence and
security procedure information and investigatory and security files, specified crime
victim, arrestee and complaint and request for assistance information must be
disclosed. However, the law enforcement information otherwise required to be
disclosed is exempt if disclosure would endanger the safety of a person involved in
an investigation, or endanger the successful completion of the investigation or a
related investigation. 39 Also, analyses and conclusions of investigating officers are
exempt without qualification. 40 In other words, for broad categories of law
enforcement records, so broad that they likely encompass the majority of
information gathered and retained by law enforcement agencies, exemption is more
the rule than the exception.

It is perhaps not too great a stretch to observe that unlike the rest of the
CPRA, section 6254(f) appears intended to reserve islands of enforced disclosure of
law enforcement information surrounded by a broader sea of privacy. 41 At the same
time, the different way section 6254(f) operates compared with the rest of the CPRA
should be considered in the context of the CPRA as a whole. The requirement to
construe exemptions from disclosure narrowly, and disclosure obligations broadly,
applies to law enforcement records as it does to all other public records subject to
the CPRA. 42 However, that policy does not alter the qualified exemption in section
6254(f) extending to all complaint, investigation, intelligence, and security
procedure records, and investigatory and security files compiled for correctional,
law enforcement or licensing purposes. Also, agencies are not required to provide
exact copies of law enforcement records as they are for other records. Section
Govt C §6253(b).
Govt C §6254(f).
40 Govt C §6254(f).
41 See and contrast the citation on page 2, above, to Black Panther Party v Kehoe
(1974) 42 CA3d 645, 653 in footnote 12.
42 Cal Const Art 1, §3(b)(1).
38
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6254(f) only requires that they provide specified information contained in law
enforcement records. 43

Agencies are free to provide greater public access to law enforcement
records than the CPRA requires, as they are for other public records. 44 Many
agencies do so by disclosing otherwise exempt law enforcement information, such
as booking photos or excerpts from 911 tapes, when such disclosure will advance
their law enforcement and public safety missions and help keep the public informed
regarding their operations. However, agencies should use care in providing
expanded public access to law enforcement information. Unauthorized disclosure of
some law enforcement information is prohibited and subject to criminal penalties. 45
Agency decisions to disclose some exempt law enforcement information may also
invite “reverse CPRA actions” opposing disclosure. 46 Disclosure of some exempt law
enforcement information may also result in civil liability. 47 Agencies should also
note that as with any other public records, disclosure of exempt law enforcement
records to members of the public waives the exemption(s) otherwise applicable to
the particular records disclosed. 48
As is true regarding all other types of public records, the CPRA is intended to
apply to every conceivable kind of record involved in the law enforcement process
as well as to any new form of law enforcement record keeping instrument (or
technology). 49 Recent developments in law enforcement technology subject to the
CPRA include automatic license plate readers, in car and body-worn video
recorders, and cell site simulators, among others. State and local agencies are
required to apply the requirements of section 6254(f) and the CPRA as a whole to
the records created by current and future law enforcement technology.

Williams v Superior Court (1993) 5 C4th 337, 348. Contrast the general
requirement to provide exact copies of public records in §6253(c). See page 2,
above.
44 Govt C §6253(e).
45 See, e.g., the prohibition against disclosing child abuse and neglect information in
Pen C §11167.5.
46 Marken v Santa Monica – Malibu Unified School Dist. (2012) 202 CA4th 1250.
47 See, e.g., the prohibition against disclosing confidential mental health detention
information in W&I C §5330.
48 Govt C §6254.5.
49 Braun v City of Taft (1984) 154 CA3d 332, 340.
43
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c. Leading Law Enforcement Records Cases
The two leading cases interpreting section 6254(f) are Williams v. Superior
Court from 1993 and Haynie v. Superior Court from 2001. 50
1. Williams v. Superior Court

In 1990, San Bernardino sheriff’s deputies executed a search warrant for
illegal drugs at a residence. The resident did not possess the drugs, but the deputies
severely beat and injured him. An administrative investigation resulted in
disciplinary action against the involved deputies. As a result of a separate criminal
investigation, the district attorney filed charges against one officer, who was tried
and acquitted. Real party in interest, the Daily Press newspaper, sought information
about the disciplinary proceedings under the CPRA.
The Sheriff originally opposed disclosure arguing that the records were
peace officer personnel records. Subsequently, the Sheriff asserted the records
were investigatory records exempt under section 6254(f). Following an in camera
review pursuant to section 6259 of the CPRA, the trial court ordered partial
disclosure of the records. The Court of Appeal vacated the trial court's order,
ordered partial disclosure of the records and directed the trial court to conduct
further review of the records based on standards articulated in the opinion.

The California Supreme Court reversed the Court of Appeal’s disclosure
order and rejected two non-statutory limitations the Court of Appeal had applied to
the law enforcement records exemption in section 6254(f). The Court of Appeal
had applied criteria from the federal Freedom of Information Act (“FOIA”) that limit
the FOIA law enforcement records exemption to instances when production of the
records could: interfere with enforcement proceedings; deprive a person of a right
to a fair trial; constitute an unwarranted invasion of privacy; disclose the identity of
a confidential source; disclose law enforcement investigation techniques and
procedures; or endanger an individual’s safety. The Court of Appeal had also held
that the exemption for records that are not exempt on their face but become exempt
because they are included in an investigatory file only applies so long as the records
are related to a pending investigation. Following a thorough discussion of the
structure and legislative history of section 6254(f), the Supreme Court held:

Williams v Superior Court (1993) 5 C4th 337; Haynie v Superior Court (2001) 26
C4th 1061.

50
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•

•

The CPRA’s exemption for law enforcement investigatory records
does not incorporate Freedom of Information Act (5 U.S.C. §
552(b)(7)) criteria. “In view of the Legislature's painstaking efforts
to articulate appropriate limitations on the mandatory disclosure of
public records, the argument in favor of incorporating the FOIA
criteria into the CPRA is extremely weak.” 51
The CPRA’s exemption for investigatory files does not terminate
when the investigation terminates. “…[W]e we shall enforce
subdivision (f) according to its terms by holding the exemption for
investigatory files does not terminate with the conclusion of the
investigation. Once an investigation, as defined in Uribe (supra, 19
Cal.App.3d at pp. 212-213), has come into being because there is a
concrete and definite prospect of enforcement proceedings at that
time, materials that relate to the investigation and, thus, properly
belong in the file, remain exempt subject to the terms of the
statute.” 52

Thus the Supreme Court in Williams held that section 6254(f) should be
applied according to the exemptions from disclosure and the qualifications of those
exemptions (and the qualifications of the qualifications) contained in the statute,
and not according to FOIA criteria. Williams also held that once it applies, the
exemption for investigatory files applies indefinitely.
2.

Haynie v. Superior Court

Haynie involved a request for records of a traffic stop on July 1, 1999. A Los
Angeles County sheriff’s deputy had stopped a vehicle matching the description of
one reportedly entered by males carrying guns. The deputy contacted the driver
and passengers. The driver, Mr. Haynie, became argumentative and was handcuffed.
The deputy determined Haynie and the passengers were not related to the report
and released them. When the deputy returned to the location a short time later he
saw Haynie attempting to injure his wrists on the pavement. Shortly after the
incident Haynie filed a tort claim and a request for any records concerning the
incident. In response to the records request the Sheriff’s Department refused to
provide the requested records, citing section 6254(f), and provided a summary of
the event. Haynie filed a writ. The trial court upheld the Sheriff Department’s
production of the summary information in lieu of the requested records. Haynie

51
52

Williams v Superior Court (1993) 5 C4th 337, 351.
Williams v Superior Court (1993) 5 C4th 337, 361.

Treatment of Law Enforcement Information
Such As Automatic License Plate Reader Information,
In-car and Body-worn Video, and Cell Site Simulators
under the California Public Records Act
11

appealed and the Court of Appeal ordered some of the requested records disclosed,
holding that the exemption for investigation records applies only when the prospect
of enforcement proceedings is concrete and definite.

The Supreme Court expressly rejected the argument that investigatory
records may be withheld “under section 6254(f) only when the prospect of
enforcement proceedings is ‘concrete and definite...’” 53 The Court clarified that the
“concrete and definite” prospect of enforcement standard, initially articulated in
Uribe v. Howie (1971) 19 Cal.App. 3d 194, only applies to subdivision (f)’s exemption
for “investigatory…files” – not to its exemption for “records of…investigations,”
which are exempt in their own right, regardless of whether they are contained in an
agency file. 54 “Limiting the section 6254(f) exemption only to records of
investigations where the likelihood of enforcement has ripened into something
concrete and definite would expose to the public the very sensitive investigative
stages of determining whether a crime has been committed or who has committed
it.”

The court in Haynie declined petitioner’s invitation to graft limitations on the
law enforcement exemption in section 6254(f), just as it had done in Williams. 55 The
Court noted that unlike information contained in investigatory files, investigatory
records, like records of complaints and intelligence information, are exempt on their
face, whether or not they are ever included in an investigatory file. 56 The Court in
Haynie also helpfully clarified that the investigation exemption in section 6254(f)
covers only records of investigations undertaken for the purpose of determining
whether a violation of law may occur or has occurred, and if a violation or potential
violation is detected, records of investigations conducted to uncover information
surrounding the commission of the violation and its agency. 57 (This critical aspect
of Haynie was central to the Court of Appeal’s decision in ACLU v. Superior Court, as
discussed below.) The court also noted that because section 6254(f) requires
disclosure of specified information contained in law enforcement records, rather
than the records themselves, the tape recordings Haynie sought were not subject to
disclosure. 58
Haynie v Superior Court (2001) 26 C4th 1061, 1068.
Haynie v Superior Court (2001) 26 C4th 1061, 1069-1070.
55 Haynie v Superior Court (2001) 26 C4th 1061, 1069-1070.
56 Haynie v Superior Court (2001) 26 C4th 1061, 1069, citing Black Panther Party v
Kehoe (1974) 42 CA3d 645 and American Civil Liberties Foundation v Deukmejian
(1982) 32 C3d 440.
57 Haynie v Superior Court (2001) 26 C4th 1061, 1071.
58 Haynie v Superior Court (2001) 26 C4th 1061, 1072.
53
54
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IV.

ACLU v. Superior Court: Records of Investigation under Government
Code Section 6254(f)

In one of the most recent cases to examine the CPRA exemption for law
enforcement records of investigations under Section 6254, subdivision (f), the Court
of Appeal, Second Appellate District, held the exemption applies to Automatic
License Plate Reader (ALPR) data maintained by the City of Los Angeles Police
Department (LAPD) and the County of Los Angeles Sheriff’s Department (LASD). 59
Important Note: The California Supreme Court granted review of the
Court of Appeal decision on July 29, 2015. Briefing is expected to be complete
by the end of 2015 with oral argument expected in the first half of 2016.
Therefore, there is presently no citable appellate decision regarding whether
ALPR data must be disclosed under the CPRA. While not citable, due to the
grant of review, ACLU v. Superior Court can at least provide an analytical
framework for considering CPRA requests for ALPR data until the Supreme
Court issues its decision. The following discussion is provided with that
significant caveat in mind.
a. Background
ALPR data is generated when high-speed cameras mounted on patrol cars
and in fixed positions automatically scan all license plates within range of the
cameras and compare the plate numbers against law enforcement “hot lists” to
determine whether the associated vehicles may be stolen or otherwise wanted in
connection with a crime. In addition to the license plate number, the captured data
also typically includes the date, time and location of the scan, as well the source of
the capture.

Through CPRA requests to Real Parties LAPD and LASD, Petitioners
American Civil Liberties Union Foundation of Southern California and Electronic
Frontier Foundation (hereinafter “ACLU,” “EFF,” or “Petitioners”) sought various
records related to the agencies’ ALPR programs, including all raw data generated
during a specified one week period. Policies and procedures were disclosed, but the
agencies refused to produce the requested data, primarily based on the exemption
for “records of…investigations conducted by…any state or local police agency, or any
investigatory or security files compiled by any other state or local police agency…”
ACLU v Superior Court (2014) 236 CA 4th 673. (Review granted, Depublished
by ACLU Found. of S. Cal. v Superior Court, 2015 Cal. LEXIS 5302 (Cal., July 29, 2015)
59

Treatment of Law Enforcement Information
Such As Automatic License Plate Reader Information,
In-car and Body-worn Video, and Cell Site Simulators
under the California Public Records Act
13

under Section 6254(f). ACLU and EFF filed a writ petition to compel disclosure of
the ALPR data under the CPRA. The trial court denied the petition, finding the
exemption for records of investigation applied as well as the “catch all” exemption of
Section 6255 because the public interest in non-disclosure of the data “greatly
outweighs” the public interest in disclosure, due in large part to privacy and safety
concerns.
In a case of first impression, the Court of Appeal affirmed the trial court’s
denial of the writ petition, holding the exemption for records of investigations under
Section 6254(f), applies to ALPR data. Because the term “investigation” is not
defined in Section 6254 or elsewhere in the CPRA, the court was guided in its
analysis by California Supreme Court precedent in two leading cases that examined
the exemption: As discussed below, the principles articulated in Williams and
Haynie are “transferable” to the manner in which ALPR operates as a law
enforcement tool to conduct and further criminal investigations. These same
principles, moreover, can reasonably be applied to records generated by other
forms of technology increasingly used by law enforcement, such as in-car and body
cameras, when agencies seek to protect such records from public disclosure.
b. ACLU affirms that Section 6254(f) is a broad exemption.

The Court of Appeal began its analysis of Section 6254(f) by summarizing the
familiar premises underlying the CPRA as a whole: the fundamental right to access
information concerning “the people’s business;” 60 its purpose of promoting
“maximum disclosure,” 61 such that “all public records are subject to disclosure
unless the Legislature has expressly provided to the contrary;” 62 and “exemptions
from compelled disclosure are narrowly construed.” 63
The court pointedly noted, however, that in Williams the Supreme Court
“explained that section 6254, subdivision (f), ‘articulates a broad exemption from
disclosure for law enforcement investigatory records, which is limited only by
requirements in subdivision (f)(1) and (2) to ‘provide certain information derived
from the records about the incidents under investigation.’’” 64 Thus,

Govt C §6250.
CBS, Inc. v Block (1986) 42 C3d 646, 651- 652.
62 Williams v Superior Court (1993) 5 C4th 337, 346.
63 California State University, Fresno Assn., Inc. v Superior Court (2010) 90 CA4th 810,
831; ACLU v Superior Court (2014) 236 CA 4th 673, 679-680.
64 Williams v Superior Court (1993) 5 C4th 337, 349, italics added; ACLU v Superior
Court (2014) 236 CA 4th 673, 680, fn3.
60
61
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notwithstanding the general rule that CPRA exemptions are to be narrowly
construed, the scope of records encompassed by this particular exemption is broad,
although qualified by the specifically delineated categories of information which
generally must be disclosed.
c. What is an “investigation” within the meaning of Section 6254(f)?

What, exactly, does the “broad” exemption afforded by Section 6254(f)
encompass? In ACLU, the Court of Appeal explained what constitutes an
“investigation,” applied that definition to ALPR technology, and definitively
concluded that data generated by ALPR systems satisfies the standard for records of
investigation.

Drawing guidance from Haynie, the court held: “[T]he exemption for records
of investigation encompasses routine investigations undertaken to determine if a
violation of law has, or may have, occurred.” 65 “If a violation or potential violation is
detected, the exemption also extends to records of investigations conducted for the
purpose of uncovering information surrounding the commission of the violation and
its agency.” 66 While Haynie involved a traffic stop, rather than a license plate check,
the Supreme Court’s common sense interpretation of the term is instructive and still
good law.
Importantly, however, “not everything law enforcement does is shielded
from disclosure.” 67 The exemption does not include “inquiries of citizens for
purposes related to crime prevention and public safety that are unrelated to either
civil or criminal investigations.” 68
d. ALPR data satisfies the “investigation” definition.

The City and County argued that ALPR data squarely falls within the
exemption for records of investigation because the system’s automated process of
scanning license plates and checking them against law enforcement-generated “hot
lists” is inherently investigatory. Through ALPR, officers are attempting to locate
vehicles and individuals associated with the crimes contained in those “hot lists;”
ACLU v Superior Court (2014) 236 CA 4th 673, 680-681.
Haynie v Superior Court (2001) 26 C4th 1061, italics added; ACLU v Superior Court
(2014) 236 CA 4th 673, 681, italics in original.
67 ACLU v Superior Court (2014) 236 CA 4th 673, 681.
68 ACLU v Superior Court (2014) 236 CA 4th 673, 681, italics in original.
65
66
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therefore, the data captured and stored as a result of this process constitute records
of those investigations. The Court of Appeal agreed.

Rejecting Petitioners’ assertion that ALPR plate scans are not within the
exemption’s purview because they merely “collect data” in an untargeted fashion,
the court noted that Real Parties’ evidence demonstrated to the contrary.
Specifically, the evidence showed the system’s “principal purpose” is to locate
vehicles connected to specific suspected crimes under investigation. 69 “The
collection of plate data and hot list check are part and parcel of the same
investigative process—without the plate scan there can be no investigation.” 70

Moreover, the fact that all plates within range of an ALPR camera are
scanned “regardless of whether the car or its driver is linked to criminal activity” (a
point emphasized by petitioners) “does not mean the system is not performing an
investigation. As explained in Haynie, ‘[i]n exempting records of…investigations
conducted by’ law enforcement agencies, section 6254(f) does not distinguish
between investigations to determine if a crime has been or is about to be committed
and those that are undertaken once criminal conduct is apparent.’” 71 Of course, not
all license plate scans will result in a “hit,” indicating the vehicle may be associated
with a crime, but this fact does not change the investigative nature of the scan and
resulting data. Investigations that do not detect criminal activity do not as a result
cease to be investigations.
e. There is no requirement that the prospect of enforcement be
“concrete and definite” for records of investigation to be exempt.

Unlike the exemption for records contained in investigatory files, which are
protected from disclosure “only when the prospect of enforcement proceedings
[becomes] concrete and definite,” records of investigation (and intelligence
information) are independently exempt by their very nature under section
6254(f). 72 The “concrete and definite” requirement, with respect to investigatory
files, is “necessary to prevent an agency from attempting to ‘shield a record from

ACLU v Superior Court (2014) 236 CA 4th 673, 683-684.
ACLU v Superior Court (2014) 236 CA 4th 673, 684, fn. 5.
71 Haynie v Superior Court (2001) 26 C4th 1061, 1070, fn. 6, italics added; ACLU v
Superior Court (2014) 236 CA 4th 673, 684.
72 ACLU v Superior Court (2014) 236 CA 4th 673, fn. 4.
69
70
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disclosure, regardless of its nature, simply by placing it a file labeled
‘investigatory.”” 73

The Court of Appeal declined petitioners’ invitation to graft this inapplicable
standard onto records of investigation. “Contrary to petitioners' implicit contention,
our Supreme Court has repeatedly rejected the notion that a ‘concrete and definite’
prospect of enforcement must be shown to exempt records of investigations from
disclosure.” 74
f. Neither the vast amount nor the retention of ALPR data renders it
non-investigatory.

The court also rejected ACLU’s attempt to characterize ALPR data as noninvestigative in nature based on the sheer volume of data collected and the fact that
it is retained for years by LAPD and LASD. “The fact that ALPR technology generates
substantially more records than an officer could generate in manually performing
the same task does not mean the ALPR plate scans are not records of
investigations.” 75 The automation of the process, and resulting increase in records of
license plate checks, “has no bearing on whether those plate scans and associated
data are records of investigation under section 6254, subdivision (f).” 76
Likewise, the retention of the data does not remove it from the ambit of
section 6254(f) because the exemption does not expire when an investigation
concludes. The Supreme Court made this clear in Williams, with respect to
investigatory files, and the Court of Appeal applied the same analysis in ACLU:
[T]he exemption shielding records of investigations from
disclosure does not lapse when the investigation that
prompted the records' creation ends. As the high court stated
in Williams with respect to the exemption for investigatory
files, “It is noteworthy that nothing [in the statute's language]
purports to place a time limit on the exemption for
investigatory files. Indeed, a file ‘compiled by … [a] police
agency’ or a file ‘compiled by any other state or local agency for

Haynie v Superior Court (2001) 26 C4th 1061, 1069, quoting Williams at p. 355;
ACLU v Superior Court (2014) 236 CA 4th 673, fn. 4.
74 Haynie v Superior Court (2001) 26 C4th 1061, 1069–1071; see Williams v Superior
Court (1993) 5 C4th 337, 354–356.
75 ACLU v Superior Court (2014) 236 CA 4th 673,685.
76 ACLU v Superior Court (2014) 236 CA 4th 673, 685, fn. 6.
73
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… law enforcement … purposes’ continues to meet that
definition after the investigation has concluded. If the
Legislature had wished to limit the exemption to files that were
‘related to pending investigations,’ words to achieve that result
were available. It is not the province of courts ‘to insert what
has been omitted.’” 77 The same is true for records of
investigations—they continue to be “[r]ecords of …
investigations conducted by … any state or local police agency”
even after the investigation that prompted their creation
ends. 78

g. Section 6255: The Public Interest in Non-Disclosure.

“[T]he Act includes two exceptions to the general policy of disclosure of
public records: (1) materials expressly exempt from disclosure pursuant to section
6254; and (2) the 'catchall exception' of section 6255, which allows a government
agency to withhold records if it can demonstrate that, on the facts of a particular
case, the public interest served by withholding the records clearly outweighs the
public interest served by disclosure. [Citation.]” 79

Because the Court of Appeal held ALPR data is exempt from disclosure under
section 6254, subdivision (f), it did not have to reach the issue of whether the “catch
all” provision of section 6255 also applied. 80 The trial court however, based its
decision on both statutes. With respect to section 6255, the trial court found that the
public interest in maintaining the confidentiality of criminal investigations and the
privacy of vehicle owners whose plates were scanned clearly outweighs the public
interest in disclosure of ALPR data.
The public interest in maintaining the confidentiality of criminal
investigations is implicitly recognized in the express exemption of section 6254(f).
Nonetheless, to underscore the importance of preserving this confidentiality, the
City presented evidence that the release of ALPR data would compromise the value

Williams v Superior Court (1993) 5 C4th 337, 357.
Govt C §6254(f); ACLU v Superior Court (2014) 236 CA 4th 673, 681682.
79 City of San Jose v Superior Court (1999) 74 CA4th 1008, 1017.
80 “Because we conclude the exemption under section 6254, subdivision (f) supports
Real Parties’ decision to withhold the ALPR plate scan data, we do not address
whether Real Parties also met their burden under section 6255’s catchall
exemption.” ACLU v Superior Court (2014) 236 CA 4th 673, 685.
77
78
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of ALPR as an investigative tool and jeopardize criminal investigations themselves.
For instance, a criminal or potential criminal could request all ALPR data associated
with his or her vehicle and thereby learn whether the police have incriminating
evidence regarding his or her whereabouts on a particular date and time or at a
particular location. This was cited by the trial court as a compelling factor in favor of
non-disclosure. Amici Curiae California State Sheriffs’ Association, California Police
Chiefs’ Association and the California Peace Officers’ Association also emphasized
the threat to law enforcement agencies throughout California should law
enforcement agencies be forced to release raw ALPR data.
h. Privacy interests and public safety also militate against disclosure of
ALPR data.

The City also presented evidence, through LAPD’s subject matter expert on
ALPR technology, that an individual could use the data to try to locate a particular
vehicle. Noting this evidence, the trial court recognized the significant threat to
privacy and public safety this would pose.

The privacy implications of releasing records that disclose the "precise
locations of vehicles bearing particular license plate numbers on specified dates and
times" would be "substantial." Such information could be used to "draw inferences
about an individual's driving patterns and whereabouts on a particular date and
time." 81 For instance, a "stalker looking for a victim, or a criminal defendant looking
for the detective, prosecutor or judge who convicted him" could request and use
ALPR data to aid in efforts to locate and harm such individuals. 82 Balancing these
interests against the public interest in publicly exposing ALPR data to determine if
LAPD and LASD are abusing the technology--particularly when, the trial court noted,
petitioners failed to show how the data could reveal such "abuse"--the trial court
concluded non-disclosure better served the public interest.
In finding that the public interest served by non-disclosure of ALPR data
clearly outweighs the interest served by disclosure, the trial court cited a familiar
principle underlying the release of records under the CPRA : "Disclosure to one
member of the public would constitute a waiver of the exemption [citation],
requiring disclosure to any other person who requests a copy.” 83 Moreover, the

Trial court order, p.15.
Trial court order, pp. 15, 17.
83 86 Ops Cal Atty Gen 132, 137 (2003), citing Govt C §6254.5; see City of San Jose v
Superior Court (1999) 74 CA4th 1008, 1018.
81
82
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motive of the particular requester cannot be considered because it is "irrelevant; the
question instead is whether disclosure serves the public interest." 84

In other words, a public agency cannot "pick and choose" to whom it releases
records. A CPRA requester such as a media outlet may have no interest whatsoever
in invading the privacy interests of an individual member of the public, but another
requester may have downright nefarious motives in seeking location data regarding
a specific vehicle. In any event, media organizations are not entitled to special access
to public records under the CPRA: “It is irrelevant that the party requesting the
public records is a newspaper or other form of media, because it is well established
that the media has no greater right of access to public records than the general
public. 85

This potential for enabling serious misuse of ALPR data by other requesters
was a substantial factor in the trial court’s balancing of interests under section 6255.
In short, the City and County demonstrated, to the trial court’s satisfaction, that the
public interest served by not disclosing ALPR data “clearly outweighs the public
interest served by disclosure of the record[s].”
V.

Other Technologies

In ACLU, the Court of Appeal did not discuss other forms of technology-based
investigative techniques and records as it was confronted only with the applicability
of 6254(f) to ALPR data. Nonetheless, the court's analysis and holdings provide a
helpful framework for considering whether records generated by these relatively
new technologies are also exempt from disclosure under the CPRA.
The Court of Appeal made it clear that the form of law enforcement records,
or the means of creating them, is not determinative of whether they qualify as
records of investigation. Be they “high tech” or “low tech,” the question is whether
the records satisfy the definition of investigation records established in Haynie,
again summarized below.

City of San Jose v Superior Court (1999) 74 CA4th 1008, 1324.
City of San Jose v Superior Court (1999) 74 CA4th 1008, 1018; California State
University, Fresno Assn., Inc. v Superior Court (2010) 90 CA4th 810, 831; Freedom
Newspapers, Inc. v Superior Court (1986) 186 CA3d 1102, 1109–1110; Dixon v
Superior Court (2009) 170 CA4th 1271, 1279.
84
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a. In-car video and body-worn cameras
Law enforcement agencies throughout the country are increasingly utilizing
cameras affixed to patrol vehicles' dashboards ("dash-cams") and/or other parts of
the vehicle ("in-car video") as well as to police officers themselves ("body-worn
cameras") to record interactions with the public. The captured footage, which
typically includes simultaneously recorded audio, is stored and retrievable for later
use as evidence and for other purposes, such as review of use-of-force incidents.

Under the Supreme Court’s interpretation of records of investigation in
Haynie, there is a strong argument that this captured video and audio data is exempt
under most circumstances. Specifically, if the data constitutes a recording of one or
more police officers’ actions in the following scenarios, the decision to withhold the
records appears justified under Section 6254(f):
•

•

“…investigations to determine if a crime has been or is about to committed
and those that are undertaken once criminal conduct is apparent;” 86
“[i]f a violation or potential violation is detected…investigations conducted
for the purpose of uncovering information surrounding the commission of
the violation and its agency.” 87

If, on the other hand, the recording captures an officer’s non-investigatory
interaction with a citizen, it would be subject to disclosure unless it qualifies as
complaint or intelligence information or is included in an investigation or security
file. As noted above, the exemption for investigation records does not include
“inquiries of citizens for purposes related to crime prevention and public safety that
are unrelated to either civil or criminal investigations.” 88 While the line may not
always be bright—for instance, an encounter that began with a non-investigatory
inquiry could develop into an investigation—it is important to be mindful of the
distinction articulated by the Supreme Court in Haynie and followed by the Second
District Court of Appeal in ACLU.

Even when there is intense public and media pressure to release police video
footage in a high-profile matter, an agency may properly assert the exemption
afforded by Section 6254(f) when appropriate. This is the case even when the
Haynie v Superior Court (2001) 26 C4th 1061, 1070, fn. 6.
Haynie v Superior Court (2001) 26 C4th 1061, 1071.
88 Haynie v Superior Court (2001) 26 C4th 1061, 1071.
86
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investigation is no longer “on-going” and the criminal and/or civil matter to which
the video relates has been resolved. As held in Williams and followed by ACLU, the
exemption for law enforcement investigatory records is broad and survives the
duration of the investigation itself. In other words, public interest in video footage,
no matter how strong, does not change the data’s character as an investigatory
record, assuming the recording satisfies Section 6254(f) as interpreted by the
Supreme Court in Williams and Haynie.
b. Cell Site Simulators

Cell site simulators, also known as “IMSI [International Mobile Subscriber
Identity]-catchers,” are devices used by law enforcement agencies to locate wanted
suspects through their cell phones. The technology works by monitoring cell phones
on a particular network in the target area. If the signal associated with the suspect’s
handset is located, the device simulates a cell tower in order to cause the phone to
connect to the device and reveal its location. 89

From a CPRA standpoint, the data captured by IMSI catchers, to the extent it
is retained, seems to fall squarely within the exemption for investigatory records
under Section 6254(f). The technology is used not only in terrorism investigations,
but also to aid in the apprehension of suspects wanted in connection with crimes
such as homicide, kidnapping, and robbery. To the extent that the data is generated
and used in the course of criminal investigations, the analysis employed in ACLU
seems equally applicable. ALPR systems assist in investigations “to locate
automobiles associated with specific suspected crimes.” 90 IMSI catchers assist in
investigations to locate suspects, through their cell phones, wanted in connection
with specific crimes. The nature of the technology and amount of records it
generates “has no bearing on whether those plate scans and associated data are
records of investigation under section 6254, subdivision (f).” 91 Likewise, the
advanced and “non-traditional” nature of IMSI catchers should have no bearing on
whether the records they produce are exempt from disclosure. If the data was
collected in the course of a criminal investigation and/or is contained in an
investigatory file connected to a criminal case, it should be protected from
compelled disclosure under Section 6254(f).

For an in-depth discussion of technology and analysis of legal issues surrounding
the technology, see: Hardman, Heath, The Brave New World of Cell-Site Simulators
(May 22, 2014).
90 ACLU v Superior Court (2014) 236 CA 4th 673, 684.
91 ACLU v Superior Court (2014) 236 CA 4th 673, 685, fn. 6.
89
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VI.

Retention of Law Enforcement Records

The CPRA is not a records retention statute; it is a records disclosure
statute. 92 Other laws govern state and local government records retention. Local
agencies generally must retain public records for a minimum of two years, although
some records may be destroyed sooner, and the lack of a definition of “public
records” subject to the records retention statute may leave agencies some flexibility
in determining what records qualify as “public records” subject to statutory
retention. 93

Certain types of records have their own statutory retention requirements.
Peace officer complaint records must be retained for five years. 94 Recordings of
telephone and radio communications, defined as the routine daily recording of
telephone communications to and from a city, city and county, or department, and
all radio communications relating to the operations of the departments, may be
destroyed after 100 days. 95 Routine video monitoring, defined as video recording
by a video or electronic imaging system designed to record the regular and ongoing
operations of a city, including mobile in-car video systems, jail observation and
monitoring systems, and building security recording systems, must be retained for
one year, and may be destroyed or erased after 90 days if another record, such as
written minutes, is kept of the recorded event. 96

In preparing to implement new electronic law enforcement technologies,
such as license plate readers, body-worn and in-car video, and cell tower simulators,
local agencies should review applicable retention requirements and prepare to
retain the resulting records for at least the time required by law, and ideally as long
as necessary or convenient for the discharge of the agencies’ duties concerning the
information. In some cases, ongoing investigations, pending litigation and other
considerations may warrant retaining law enforcement records longer than the
applicable retention period.
VII.

Conclusion

In sum, regardless of the type of technology involved, the applicability of the
exemption for law enforcement records of investigation should be analyzed based

Los Angeles Police Dept. v Superior Court (1977) 65 CA3d 661.
Govt C §34090(d); 60 Ops Cal Atty Gen 317 (1981).
94 Pen C §832.5.
95 Govt C §34090.6.
96 Govt C §§34090.6, 34090.7.
92
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on the framework summarized above. While some agencies may choose, as a policy
matter, to comply with CPRA requests for such records, other agencies may seek to
protect such records from disclosure to ensure investigations are not compromised.
As stated by the Court of Appeal, Third Appellate District: “The reasons for this law
enforcement investigation exemption are obvious. The exemption protects
witnesses, victims, and investigators, secures evidence and investigative techniques,
encourages candor, recognizes the rawness and sensitivity of information in
criminal investigations, and in effect makes such investigations possible.” 97

97

Dixon v. Superior Court (2009)170 CA 4th 1271, 1276.
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ORDINANCE NO. NS.300.897
AN ORDII..{A.I..{CE OF THE BOARD OF SUPERVISORS
OF THE COUNTY OF SANTA CLARA
ADDING DIVISION A4O OF THE COUNTY OF SANTA CLARA ORDINANCE
CODE RELATING TO SURVEILLANCE.TECHNOLOGY AND COMMUNITYSAFETY
Summary

This Ordinance adds Division 440 relating to the Boardapproval requirement for the acquisition and operation of
surveillance equipment, and for a related surveillance use
policy.

THE BOARD OF SUPERVISORS OF THE COUNTY OF SANTA CLARA
ORDAINS AS FOLLOWS:
Title A of the Ordinance Code of the County of Santa Clara is hereby amended by
adding. a new Division to be numbered and titled and to read as follows:

DIVISION A4O
SURVEILLANCE-TECHNOLOGY AND COMMUNITY.SAFETY
Sec.440-1. Findings.
The California Constitution provides that all people have an inalienable right to
privacy, which is just as explicitly described in the California Constitution as the right to
enjoy and defend life and liberty; the right to acquire, possess, and protect property; and
the right to pursue and obtain safety and happiness. State and federal courts, including
both the California Supreme Court and the United States Supreme Court, have affirmed
individuals' fundamental right to privacy, and the Board finds that protecting and
safeguarding this right is a vital part of its duties. Acknowledging the significance of
protecting the privacy of County citizens, the Board finds that surveillance technology
may also be a valuable tool to bolster community safety and aid in the investigation and
prosecution of crimes. To balance the public's right to privacy with the need to promote
and ensure community safety, the Board finds that any decision to use surveillance
technology must be judiciously balanced with an assessment of the costs to the County
and the protection of privacy, civil liberties and civil rights. The Board finds that proper
transparency, oversight, and accountability are fundamental to minimizing the risks posed
by surveillance technologies. The Board finds it essential to have an informed public
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discussion before deploying surveillance technology, and that safeguards should be in
place to address potential privacy, civil liberties, and civil rights issues before any new
surveillance technology is deployed. The Board finds that if surveillance technology is
acquired and deployed, there must be continued oversight and regular evaluation to
ensure that safeguards are being followed and that the Board is assessing the surveillance
technology's benefits and potential benefits in addition to its costs and potential costs.
Sec.

440-2. Board Approval Requirement for Acquisition and Operation of
Surveillance Equipment, and for Related Surveillance Use Policy

(A)

Countv Deoartments Other than the Sheriff s Office and l)istrict Attornev's
Office. Each County department other than the Sheriff s Office and District
Attorney's Office must obtain Board approval at a properly-noticed public
meeting, on the regular (non-consent) calendar, before any of the following:

(1)
(2)
(3)
(4)

Seeking funds for surveillance technology, including but not limited to,
applying for a grant, or accepting state or federal funds, or in-kind or other
donations;
Acquiring new suryeillance technology, including but not limited to
procuring that technology without the exchange of monies or other
consideration;
Using surveillance technology for a pu{pose, in a manner, or in a location
not previously approved by the Board; or
Entering into an agreement with a non-County entity to acquire, share, or
otherwise use surveillance technology or the information it provides.

Those County departments must also obtain Board approval of a Surveillance Use Policy
at a properly-noticed public meeting, on the regular (non-consent) calendar, before
engaging in any of the activities described in subsections (A)(2), (AX3), and (A)(a).

(B)

Sheriff s Office and District Attorne)¡'s Office. Other than with respect to
surveillance technology limited to use in law enforcement investigations and
prosecutions as specifically defined in Sec. 440-9 of this Division, and subject to
Sec. 440-2(C) below, the Sheriff s Office and District Attorney's Office must
notify the Board, and obtain Board approval, at a properly-noticed public meeting,
on the regular (non-consent) calendar, before any of the following:

(1)

Seeking funds for surveillance technology, including but not limited to,
applying for a grant, or accepting state or federal funds, or in-kind or other
donations;
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(2)
(3)
(4)

Acquiring new surveillance technology, including but not limited to
procuring that technology without the exchange of monies or other
consideration;
Using surveillance technology for a purpose, in a manner, or in a location
not previously approved by the Board; or
Entering into an agreement with a non-County entity to acquire, share, or
otherwise use surveillance technology.

The Sheriff s Offîce and the District Attorney's Office must also notify the Board, and
obtain Board approval, of a Surveillance Use Policy at a properly-noticed public meeting,
on the regular (non-consent) calendar, before engaging in any of the activities described
in subsections (B)(2), (BX3), and (B)(a).

(C)

In enacting this Division, the Board is not limiting its rights under Government
Code section 25303, including without limitation, its right to supervise the official
conduct of all county officers, to require reports, or to exercise budgetary authority
over the district attorney and sheriff.

(D)

Consistent with California Government Code section 25303, however, in receiving
notification and approving or denying the actions in subsections (B)(1), (BX2),
(BX3), and (B)(a), and approving, and/or denying any Surveillance Use Policy,
the Board shall not "obstruct the investigative function of the sheriff of the county
nor shall it obstruct the investigative and prosecutorial function of the district
attorney."

(E)

To the extent the Board or a court of law determines that approving or denying the
actions in subsections (B)(1), (BX2), (BX3), or (B)(4), or approving or denying the
Surveillance Use Policy would unlawfully "obstruct" the applicable function of
the sheriff or district attorney under Government Code section 25303, the Board
shall simply receive and discuss notification from the Sheriff s Office or District
Attorney's Office regarding subsections (B)(1), (BX2), (BX3), or B(4) and receive
and discuss the applicable Surveillance Use Policy at a properly-noticed public
meeting, on the regular (non-consent) calendar.

Sec.

440-3. Information Required

Unless it is not reasonably possible or feasible to do so (e.g., exigent
circumstances, a natural disaster, or technological problems prevent it, etc.), the County
department seeking approval under Section A40-2 of this Division must submit to the
Board an Anticipated Surveillance Impact Report and a proposed Surveillance Use Policy
before the public meeting. The County shall publicly release printed and online copies of
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re

Surveillance-Technology and Community-Safety

Page 3

of

l0

5/24116

the Anticipated Surveillance Impact Report and proposed Surveillance Use Policy before
the public meeting.
Sec.

440-4. Determination by Board that Benefits Outweigh

Costs and Concerns

Before approving any action described in Section 440-2(A) and A40-2(B) of this
Division, the Board shall assess whether the benefits to the impacted County
department(s) and the community of the surveillance technology outweigh the costsincluding both the financial costs and reasonable concerns about the impact on and
safeguards for privacy, civil liberties, and civil rights.
Sec.

440-5. Compliance for Existing Surveillance Technologies

Each County department possessing or using surveillance technology before the
effective date of this Ordinance shall submit a proposed Surveillance Use Policy for that
surveillance technology no later than one-hundred eighty (180) days following the
effective date of this Ordinance, for review and approval by the Board at a properlynoticed public meeting, on the regular (non-consent) calendar. If a County department is
unable to meet this 180-day timeline, the Department may notify the Board in writing of
the department's request to extend this period and the reasons for that request. The Board
may grant County departments extensions of up to 90 days beyond the 180-day timeline
to submit a proposed Surveillance Use Policy.
Consistent with California Government Code section 25303, in approving or
denying a Surveillance Use Policy from the Sheriff s Office or the District Attorney's
Office, the Board shall not "obstruct the investigative function of the sheriff of the county
nor shall it obstruct the investigative and prosecutorial function of the district attomey."
To the extent the Board or a court of law determines that approving or denying the
Surveillance Use Policy would unlawfully "obstruct" under Government Code section
25303, the Board shall simply receive and discuss the applicable Surveillance Use Policy
at a properly-noticed public meeting, on the regular (non-consent) calendar.
Sec.

(A)

440-6. Oversight Following Board Approval
A County department that obtained approval for the use of surveillance technology
or the information it provides under Section 440-2(A)(3) or 440-2(AX4), A402(BX3),440-2(BX4), or A40-5 of this Division, must submit an Annual
Surveillance Report within twelve (12) months of Board approval, and annually
thereafter on or before November l. Similarly, if the Board received but did not
approve a Surveillance Use Policy from the Sheriff s Office or District Attorney's
office because of limitations of the Board's authority under Government Code
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section 25303, the Sheriff s Office or District Attorney's Office, as applicable,
must still submit an Annual Surveillance Use Report within twelve (12) months of
the Board's receipt of the Surveillance Use Policy, and annually thereafter on or
before November 1.

(B)

Based upon information provided in the Annual Surveillance Report, the Board
shall determine whether the benefits to the impacted County department(s) and the
community of the surveillance technology outweigh the costs and whether
reasonable safeguards exist to address reasonable concerns regarding privacy, civil
liberties, and civil rights impacted by deployment of the surveillance technology.
If the benefits or reasonably anticipated benefits do not outweigh the costs or civil
liberties or civil rights are not reasonably safeguarded, the Board shall consider (1)
directing that the use of the surveillance technology cease; (2) requiring
modifications to the Surveillance Use Policy that are designed to address the
Board's concerns; and/or (3) directing a report-back from the department
regarding steps taken to address the Board's concems.

(C)

No later than January 15 of each fiscal year, the Board shall hold a public meeting,
with Annual Surveillance Reports agendized on the regular (non-consent)
calendar, and publicly release a report that includes the following information for
the prior year:

(1)

A summary of all requests for Board approval and all notifications and
Surveillance Use Policies received by the Board pursuant to Section A40-2
or Section 440-5 of this Division, including whether the Board approved,
rejected, or received the proposal or notification, and,/or required changes to
a proposed Surveillance Use Policy before approval; and,

(2)

All Annual Surveillance Reports submitted.

Sec.A40-7. Defïnitions
The following definitions apply to this Division:

(A)

"Annual Surveillance Report" means a written report concerning specific
surveillance technology that includes all of the following:

(l)

A description of how the surveillance technology was used, including
whether it captured images, sound, or information regarding members of
the public who are not suspected of engaging in unlawful conduct;
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(2)

(3)
(4)

(s)
(6)
(7)

'Whether

and how often data acquired through the use of the surveillance
technology was shared with outside entities, the name of any recipient
entity, the type(s) of data disclosed, under what legal standard(s) the
information was disclosed, and the justification for the disclosure;
A summary of community complaints or concerns about the surveillance

technology;
The results of any non-privileged internal audits, any information about
violations of the Surveillance Use Policy, and any actions taken in
response;
Whether the surveillance technology has been effective at achieving its
identified purpose;
Statistics and information about public records act requests;
Total annual costs for the surveillance technology, including personnel and
other ongoing costs, and what source of funding will fund the technology in
the comingyear.

(B)

"CounQr department" means any County department with arecognized County
budget unit.

(C)

"Surveillance technology" means any electronic device, system using an
electronic device, or similar technological tool used, designed, or primarily
intended to collect, retain, process, or share audio, electronic, visual, location,
thermal, olfactory or similar information specifically associated with, or capable of
being associated with, any individual or group. Examples of surveillance
technology include, but are not limited to, drones with cameras or monitoring
capabilities, automated license plate readers, closed-circuit cameras/televisions,
cell-site simulators, International Mobile Subscriber Identity (IMSD trackers,
Global Positioning System (GPS) technology, radio-frequency identification
(RFID) technology, biometrics-identification technology, and facial-recognition
technology.
For purposes of this Division, surveillance technology does not include standard
word-processing software; information-technology-protection tools such as webfiltering; medical equipment used to diagnose, treat, or prevent disease or injury;
Public Defender or District Attorney case-management databases; publicly
available databases; or standard telephone-message equipment that stores the
author of a document or the time a phone message was left on a County voicemail,
for example.
For purposes of the acquisition and annual reporting requirements in this Division,
surveillance technology also does not include County-owned cell phones with the
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capacity to capture audio or video footage; or recording devices used exclusively
with the express consent of everyone captured on the recording devices; but use of
a County-owned cell phone or recording device for an illegal or unauthorized
surveillance purpose violates this Division.

(D)

"Anticipated Surveillance Impact Report" means a publicly-released written
report including at a minimum the following:

(l)
(2)
(3)
(4)

(s)

(E)

Information describing the surveillance technology and how it works;
Information on the proposed purpose(s) for the surveillance technology;
The location(s) it may be deployed;
The potential impact(s) on civil liberties and privacy, and a description of
whether there is a plan to address the impact(s); and,
The fiscal costs for the surveillance technology, including initial purchase,
personnel and other ongoing costs, and any current orpotential sources of
funding.

"surveillance Use Policy" means a publicly-released policy for use of the
surveillance technology, vetted through County Counsel and submitted to and
approved by the Board at a properly-noticed public meeting on the regular (nonconsent) calendar. The Surveillance Use Policy shall at a minimum specify the

following:

(l)
(2)
(3)
(4)

(s)

(6)

(7)

Purpose: The specific purpose(s) for the surveillance technology.
Authorized Use: The uses that are authorized,the rules and processes
required before that use, and the uses that are prohibited.
Data Collection: The information that can be collected by the surveillance
technology.
Data Access: The individuals who can access or use the collected
information, and the rules and processes required before access or use of
the information.
Data Protection: The safeguards that protect information from unauthorized
access, including, but not limited to, encryption, access-control, and accessoversight mechanisms.
Data Retention: The time period, if any, for which information collected by
the surveillance technology will be routinely retained, the reason that
retention period is appropriate to further the purpose(s), the process by
which the information is regularly deleted after that period lapses, and the
conditions that must be met to retain information beyond that period.
Public Access: If and how collected information can be accessed by
members of the public, including criminal defendants.
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(8)
(9)
(10)

(F)

Sec.

Third-Part]¡ Data-Sharing: If and how other Counly or non-County entities
can access or use the information, including any required justification and
legal standard necessary to do so, and any obligation(s) imposed on the
recipient of the information.
Training: The training, if any, required for any individual authorized to use
the surveillance technology or to access information collected by the
surveillance technology, including whether there are training materials.
Oversight: The mechanisms to ensure that the Surveillance Use Policy is
followed, including, but not limited to, identifying personnel assigned to
ensure compliance with the policy, internal recordkeeping of the use of the
technology or access to information collected by the technology, technical
measures to monitor for misuse, any independent person or entity with
oversight authority, and the sanctions for violations of the policy.

"Exigent circumstances" means the County Sheriff s Office or District
Attorney's Office's good faith belief that an emergency involving danger of death
or serious physical injury to any person requires use of the surveillance technology
or the information it provides.

440-8. Severability

The provisions of this Division are severable. If any section, subsection,
paragraph, sentence, clause or phrase of this Division is for any reason held
unconstitutional or invalid, the remaining parts of this Division shall remain fully
effective. If the application of any part of this Division to any person or circumstance is
held invalid, the application of that part of this Division shall not be affected regarding
other persons or circumstances.
Sec.

440-9. Temporary Acquisition and Use of Surveillance Equipment

Related to

Law Enforcement Investigations and Prosecutions
Notwithstanding the provisions of this Division, the County Sheriff s Office and
District Attorney's Office may temporarily acquire or temporarily use surveillance
technology in exigent circumstances without following the provisions of this ordinance
before that acquisition or use unless a State law or federal law preempts or conflicts with
this exigent-circumstances exception in any manner (e.g., Civil Code sections 1798.90.5,
et seq.; and Government Code section 53166). However, if the Sheriff s Office or
District Attorney's Ofhce acquires or uses surveillance technology in exigent
circumstances under this subdivision, that Office must (1) report that acquisition or use to
the Board of Supervisors in writing within 90 days following the end of those
circumstances; (2) submit a proposed Surveillance Use Policy to the Board regarding that
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surveillance technology within 90 days following the end of those circumstances; and (3)
include that surveillance technology in the department's next Annual Surveillance Report
to the Board following the end of those circumstances. If the Sheriff s Offìce or District
Attorney's Office is unable to meet the 90-day timeline to submit a proposed
Surveillance Use Policy to the Board, that Office may notify the Board in writing of the
Office's request to extend this period and the reasons for that request. The Board may
grant extensions of up to 90 days beyond the original 90-day timeline to submit a
proposed Surveillance Use Policy.

Sec.A.40-10. Enforcement
This Division does not confer any rights upon any person or entity other than the
Board of Supervisors or its designee to seek the cancellation or suspension of a County
contract. This Division does not confer a private right of action upon any person or entity
to seek injunctive relief against the County or any individual unless that person or entity
has first provided written notice to the County Executive and the Board of Supervisors,
by serving the Clerk of the Board, regarding the specific alleged violation of this
Division; and has provided the County Executive and the Board with at least 90 days to
investigate and achieve compliance regarding any alleged violation. If the specific
alleged violation is not remedied within 90 days of that written notice, a person or entity
may seek injunctive relief in a court of competent jurisdiction. If it is shown that the
violation is the result of arbitrary or capricious action or conduct by the County or an
officer thereof in his or her official capacity, the prevailing complainant in an action for
injunctive relief may collect from the County reasonable attorney's fees-computed at
one hundred dollars ($1OO¡ per hour, but not to exceed seven thousand five hundred
dollars ($7,500)-if he or she is personally obligated to pay the fees. However, a
prevailing complainant may not recover attorney's fees under this section and under
Government Code section 800 for the same arbitrary or capricious action or conduct.
Sec. 440-11..

Retaliation is a Ground for Discipline

It shall be a ground for disciplinary action for a County employee to retaliate
against any individual who makes a good-faith complaint to the County Executive's
Office that there has been a failure to comply with any part of this Division.
Sec.

440-L2. Intentional Misuse of Surveillance Equipment is a Misdemeanor

It shall be a misdemeanor to intentionally use County-owned surveillance
technology (1) for a purpose or in a manner that is specifically prohibited in a Boardapproved Surveillance Use Policy, or (2) without complying with the terms of this
Division with respect to that County-owned surveillance technology. Unless otherwise
Ordinance NS-300.897 re

Surveillance-Technology and Community-Safety
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prohibited by law, either the District Attorney or County Counsel may prosecute
violation of this Division.

a

PASSED AND ADOPTED by the Board of Supervisors of the County of Santa
by the following vote:
Clara, State of California, on

AYES:
NOES:

ABSENT

ABSTAIN

DAVE CORTESE, President
Board of Supervisors

ATTEST:

MEGAN DOYLE
Clerk of the Board of Supervisors

APPROVED AS TO FORM AND LEGALITY:

,ill

M. COELHO
Assistant County Counsel

13t7046
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ABOUT THE IOT
GUIDELINES
These guidelines provide a framework to help
government and our partners use connected devices
and IoT technologies in a coordinated, consistent and
responsible manner. They are intended to supplement
– not replace – existing laws, rules, and regulations
that apply to these systems. Special circumstances
and concerns may also exist for IoT systems and/or
data related to public safety, security and law
enforcement.

Goals
The IoT Guidelines were created with four primary
goals:
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[1]

[2]

Provide a common
framework to help
government agencies
develop and expand policies
and procedures related to
IoT.

Maximize transparency
and openness regarding
the design, installation and
operation of IoT systems
and how public privacy and
safety will be protected.

[3]

[4]

Provide clarity on the
minimum requirements and
expectations for installing
and operating IoT systems
using public space or assets.

Advance the public
dialogue about how
government, the private
sector and academic
partners can maximize the
public benefit derived from
IoT solutions.

Background
By 2020, it is estimated that the number of connected
devices (commonly referred to as the Internet of Things
or IoT) will exceed 50 billion.1 In the urban
environment, these new technologies are transforming
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city life and helping pave the way for a more
sustainable, resilient and equitable future.
When used effectively, connected devices – like
sensors that capture pollution in the air or lights that
only turn on when someone is in the room – can
produce cost savings, bolster civic engagement, and
strengthen public health and safety. IoT will also drive
new economic opportunity and business development.
The expansion of connected devices can also carry
significant challenges and risks for cities. Mitigating
this risk requires that government play a hands-on role
in establishing frameworks and standards, monitoring
the expansion of IoT, and maximizing the public benefit
derived from these new technologies.

Methodology
These guidelines are the product of extensive research
and engagement with stakeholders from the public,
private and academic community led by the New York
City Mayor’s Office of Technology and Innovation. In
partnership with a team of consultants, the office
surveyed government agencies, offices and
departments around the world regarding their use of
sensor technologies and other IoT deployments,
cataloguing laws, policies, planning documents and
contract language to identify commonalities,
inconsistencies, opportunities for improvement, and
model practices.
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Based on this research, more than 450 best practices
were identified and consolidated into a preliminary set
of guidelines. These guidelines were reviewed by
subject matter experts from universities, regulatory and
standards bodies, public interest groups, private
companies, and city governments around the world
before being condensed into the final set of guidelines
that appear on this website.

Implementation
These guidelines are intended to serve as a jumping
off point for government agencies and partners as we
design, install and roll-out new IoT systems using
public space or assets.
In some cases, these guidelines may be able to be
implemented fairly easily out-of-the-gate. In other
cases, new policies, procedures, and resources will
need to be developed and may take time. Special
circumstances and concerns may also exist for IoT
systems and/or data related to public safety, security
and law enforcement. As new tools – for example,
operational checklists, contract templates, inventories,
and sample agreements – are developed, they will be
added to this site on a semi-annual basis.
The IoT guidelines are a living document and exist in
perpetual “beta” – as such, we will continually collect
feedback and monitor their use, making adjustments
and additions as necessary so that the guidelines
remain as valuable and useful as possible for city
government and other stakeholders.
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PARTNER
+ CONTRIBUTE
These guidelines are designed to continually evolve
and improve over time — we welcome and appreciate
all feedback. We also invite cities to join the effort by
committing to our guiding principles for the responsible
and equitable deployment of smart city technologies.
Contact us to learn more.
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PRIVACY
+ TRANSPARENCY
City IoT deployments must protect and respect the
privacy of residents and visitors. The City is committed
to being open and transparent about the “who, what,
where, when, why and how” of data collection,
transmission, processing and use.
SHARE THIS GUIDELINE:




1.1: The City should make processes and policies
related to IoT and IoT-related data publicly available in
an up-to-date, clear and comprehensive manner. IoT
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principles, guidelines, operational policies and
responsibilities should be transparent and made public
via a City government website.
1.2: IoT data should only be collected, transmitted,
processed and used for specified, explicit and
legitimate purposes. The purpose of data collection
(e.g., a use case such as monitoring air quality), what
data is collected (e.g., particulates in the air) and how
data is being collected (e.g., pollution sensor on a light
pole) should be transparent and made public via a City
government website or other public notice.
1.3: Data and information collected by IoT devices
should be classified and treated accordingly, per the
City of New York’s Data Classification Policy, as
Public, Sensitive, Private or Confidential. All personally
identifiable information (PII) should be classified at a
minimum as private. All data that is classified as being
confidential, or personally identifiable, should be
protected from unauthorized use and disclosure.
1.4: PII should by default be anonymized before
being shared in any way that could make the
information publicly searchable or discoverable. Any
copies and reproductions must have the same or
higher level of classification as the original. Any
combinations of data should be reclassified according
to the City’s Data Classification Policy.
1.5: PII data types should have a clearly associated
retention policy and disposal procedure. Sensitive,
private or confidential data should be kept for no longer
than is operationally necessary or required for the
specified, explicit and legitimate purposes.
1.6: Before any sensitive, private, or confidential
data is shared outside the originating City agency, the
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agency should ensure that the need cannot be met by
using anonymized or aggregated data and that the
appropriate protections are in place to preserve the
confidentiality of the data.
1.7: All public data sets are subject to the NYC
Open Data Law and as such should be freely
accessible via the City’s Open Data portal.

Related Resources
NYC Open Data Law >

NYS Freedom of Information
Law >

City of New York Data
Classification Policy >

BACK TO ALL
GUIDELINES

DATA
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and improve over time — we welcome and appreciate
all feedback. We also invite cities to join the effort by
committing to our guiding principles for the responsible
and equitable deployment of smart city technologies.
Contact us to learn more.

https://iot.cityofnewyork.us/privacy-and-transparency/

11/8/2016

PRIVACY + TRANSPARENCY – iot

CONTACT US

SHARE THIS SITE:




Copyright 2016 The City of New York

https://iot.cityofnewyork.us/privacy-and-transparency/

Contact Us

Privacy Policy

Terms of Use

11/8/2016

DATA MANAGEMENT – iot

NYC Resources

311

Office of the Mayor
EN

Guidelines

About

Partners

FAQ

DATA MANAGEMENT
City IoT deployments must protect and respect the
privacy of residents and visitors. The City is committed
to being open and transparent about the “who, what,
where, when, why and how” of data collection,
transmission, processing and use.
SHARE THIS GUIDELINE:




2.1: IoT systems (e.g. how data is collected, analyzed
and used) should be designed with the use case in
mind (e.g. predicting demand for trash pick-up based
on data on trash volume, weather and events) to
maximize the benefits that can be derived data
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collection (e.g. routing garbage trucks more efficiently).
Where useful, relevant business and historical data
from the City or its partners should be made available
and utilized by applications.
2.2: The desired measurement from any IoT system
(e.g. pedestrian counts) should be collected and
categorized as efficiently as possible, using as few
steps and/or manipulations as necessary.
2.3: IoT data should be collected and stored
according to open standards, contain relevant
contextual metadata, be exposed through open,
standards-based application program interfaces (APIs),
and be provided with software development kits
(SDKs) where applicable so it can be easily shared or
combined with other data sets.
2.4: IoT data should be archived in a federated way
and made accessible throughout the City through a
central portal (e.g. the City’s open data portal) or a
catalogue of documented open APIs unless restricted
by existing laws or regulations and/or doing so would
compromise privacy or public safety. Data from other
systems not operated by the City, such as from a
private sector partner or from crowdsourcing, that could
provide public benefit can also be provided in this form
with the source documented accordingly.
2.5: The City recognizes the use of distinct and
sometimes conflicting non-proprietary international,
national, or industry standards for data and technology
interfaces. In cases where standards conflict, the one
that most closely aligns to the use case will be
selected.
2.6: Each IoT device data set (e.g. temperature)
should be validated and verified (e.g. through
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redundancy in data collection and/or historical data)
and the resulting master copy clearly labeled before it
is used, aggregated and/or released. Data should be
versioned so that any updated data can be
distinguished from the original and/or master copy. The
retention and disposal policies for the master copy
should be explicitly defined.
2.7: IoT data should be both audited and
continuously monitored for accuracy and validity. This
process should be automated where possible.
2.8: All data sets (e.g. 311 service requests) should
be checked for geographic, social or system-driven
bias (e.g. geographic differences in civic engagement)
and other quality problems. Any biasing factors should
be recorded and provided with the data set and
corrected where possible.

Related Resources
NYC Open Data Law >

NYC Open Data Portal >

NYC Open Data Technical
Standards Manual (Beta) >

BACK TO ALL
GUIDELINES
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These guidelines are designed to continually evolve
and improve over time — we welcome and appreciate
all feedback. We also invite cities to join the effort by
committing to our guiding principles for the responsible
and equitable deployment of smart city technologies.
Contact us to learn more.
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INFRASTRUCTURE
IoT devices, networks and infrastructure shall be
deployed, used, maintained and disposed of in an
efficient, responsible and secure manner to maximize
public benefit.
SHARE THIS GUIDELINE:




3.1: To support citywide coordination of IoT
deployments, City agencies should maintain an
inventory of IoT devices that they deploy using a
standardized format. City agencies should also
maintain an inventory of the public or private assets on
which devices are installed and the networks used by
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these IoT devices including details on the network type
(e.g. LTE), security protocol (e.g. WPA), location,
service level agreements, and contact information for
the network and system operator.
3.2: The City should accumulate and publish, via a
City government website, public information on IoT
systems including but not limited to examples of
deployed IoT devices (e.g. air quality sensors) and the
different types of public assets (e.g. light poles) on
which they are deployed.
3.3: The City should make public, via a City
government website, a standardized protocol, including
points of contact, for requesting access to, and
approving use of, City assets for IoT deployments.
Where appropriate, the City will detail restrictions on
particular types of public assets and/or siting
restrictions (e.g. rules for landmark or historic districts).
3.4: IoT deployments shall, where possible,
leverage or repurpose existing conduit and public
assets, maximize energy efficiency, and adhere to
sustainable device disposal procedures.
3.5: The City should leverage existing wireless and
fixed networks where possible and appropriate.
Networks for IoT deployments should be selected to
best support the specific use case. This should include
but is not limited to ensuring appropriate security
protocols, bandwidth, pricing models, and service level
agreements (SLAs).
3.6: All IoT devices and network equipment
installed by the City, on the City’s behalf, or on City
property should have clear site license agreements and
established terms of service governing who is
responsible for ongoing operations, maintenance, and
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the secure disposal of equipment. IoT devices and
network equipment should be labeled clearly with the
name and contact information for the responsible party.
3.7: Public assets should be instrumented in an
orderly manner that minimizes clutter and allows for
ease of access for replacement, repair and addition of
new equipment or devices. If new conduit is being
installed using public assets (e.g. to access rooftop of
public buildings) or using public right-of-way (e.g. in
City streets), location details must be filed with the
responsible agency and use of the conduit should not
be restricted to one party.
3.8: IoT systems should be designed to maximize
resiliency in the event of a natural disaster (e.g.
severe flooding) or other emergencies (e.g. electrical
outages). Critical systems should have established
emergency response plans to ensure the appropriate
continuity of service.

Related Resources
NYC Department of
Transportation Street Design
Manual >

BACK TO ALL
GUIDELINES

https://iot.cityofnewyork.us/infrastructure/

NYC Public Design
Commission Street Design
Guidelines >
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and improve over time — we welcome and appreciate
all feedback. We also invite cities to join the effort by
committing to our guiding principles for the responsible
and equitable deployment of smart city technologies.
Contact us to learn more.
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SECURITY
IoT systems should be designed and operated with
security in mind to protect of the public, ensure the
integrity of services, and be resilient to attacks.
SHARE THIS GUIDELINE:




4.1: IoT systems should be designed with an
explicit focus on minimizing security risks (e.g.
unauthorized operation or hacking, system faults,
tampering, and environmental risks), limiting the
potential impact from a security breach (e.g. the
release of personally identifiable information), and
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ensuring that any compromises can be quickly
detected and managed.
4.2: IoT systems should utilize established security
frameworks, where possible, and ensure
communication between components is tightly
constrained.
4.3: Identity and access management controls
should be in place to ensure that the right people
have access to systems, networks, and data at the
right time. Users with access to IoT systems should be
identified and authenticated. Identification should be to
the individual and not to the role.
4.4: All data should be protected in transit and at
rest, and systems should be secured against
unauthorized access or operation. Data storage
mechanisms must not be easily removed from devices
and systems must not have vulnerable external
interfaces (e.g. unsecured USB ports).
4.5: All partners utilizing public assets and/or
networks for IoT deployments should adhere to the
principles and guidelines set by the City. The City has
the right to restrict or revoke access to assets, devices,
and public networks to protect the public interest and
public safety.
4.6: The City and its partners should engage in both
audit-based and continuous monitoring to ensure that
systems are working and that devices have not been
compromised.
4.7: Responsibilities related to security monitoring
and the protection of IoT systems should be clearly
defined. In the event of a breach, public and private
sector entities will be required to comply with the City’s
breach disclosure and notification requirements.
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Related Resources
NYC Department of
Information Technology &
Telecommunications Vendor
Security Policies >

BACK TO ALL
GUIDELINES
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all feedback. We also invite cities to join the effort by
committing to our guiding principles for the responsible
and equitable deployment of smart city technologies.
Contact us to learn more.
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OPERATIONS
+ SUSTAINABILITY
All IoT deployments should be structured to maximize
public benefit and ensure financial, operational, and
environmental sustainability.
SHARE THIS GUIDELINE:




5.1: Demonstrated need, business case, and public
benefit (e.g. economic, social, and environmental
outcomes) should be required prior to deployment of
any new IoT devices or solutions. In addition, proof of
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concept should be required prior to citywide
deployments.
5.2: Prior to deployment, the City and its partners
shall identify all stakeholder and user groups (e.g.
community residents and city employees) that will be
impacted by the IoT solution and establish feedback
mechanisms and methods of engagement for these
groups. Before and during deployment, the City and its
partners should also check for and address biases in
the IoT solution (e.g. information asymmetries) that
may result in unintended consequences (e.g.
inequitable service delivery).
5.3: The City shall prioritize access to its assets
and public networks for IoT device deployments that
are distributed in an equitable manner and have the
greatest public benefit. Public-private partnerships and
business models that offset costs or generate revenue
in ways aligned with greatest public benefit are
encouraged but must be closely evaluated for risk.
5.4: All projects and associated contracts or
agreements should outline the “who, what, where,
when, why and how” of the implementation, operations,
risk management, knowledge transfer, and
maintenance of IoT systems. This should include clear
definitions related to system and data ownership and
responsibilities.
5.5: Solutions shall be designed to be flexible and
responsive to evolving needs. Agreements should
enable the addition of new functions and update of
components over the life of the agreement at a fair and
transparent cost.
5.6: Performance metrics should be maintained for
solutions. Agreements should specify intended
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outcomes of a solution and levels of service and
provide for penalties, modifications, or terminations of
the agreement in the event that the solution does not
perform.
5.7: The City and its partners should reuse
infrastructures and components where possible,
leverage citywide contracts or agreements, and
develop solutions collaboratively among agencies to
avoid duplicating existing solutions or functions and
extract the greatest value from investments.
5.8: All components of a solution should be
implemented in a modular manner, prioritizing open
standards where possible, to ensure interoperability
and prevent dependency on a single vendor.

Related Resources
OneNYC: The Plan for a
Strong and Just City >

One City: Built to Last >

BACK TO ALL
GUIDELINES

PRIVACY +
TRANSPARENCY
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These guidelines are designed to continually evolve
and improve over time — we welcome and appreciate
all feedback. We also invite cities to join the effort by
committing to our guiding principles for the responsible
and equitable deployment of smart city technologies.
Contact us to learn more.
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Protected and Confidential Information/Data
Data
Risk from
Classification Disclosure

Description

Examples*





DC-4
Restricted

High

Data whose unauthorized
access or loss could
seriously or adversely
affect the City, the City’s
partner (vendor/customer),
or the public.










DC-3
Medium

Protected

DC-2
Low

Confidential

Data with a less high level
of importance, but that
should be protected from
general access.

All other non-public data
not included in the
Restricted or Protected
classes

DC-1










None

Public



All public data

Personal Information (PI)
Personally Identifiable
Information (PII)
Payment/Credit/Debit Card
Number (PCI)
Protected Health Information
(PHI)
Protected Critical
Infrastructure (SCADA)
Information (PCII)
Driver's License Number
Bank/Financial Account
Number
Central Authentication
Credentials
Confidential Financial
Information (CFI)
Data on Central Systems
Protected/ Proprietary
Information (CPI)
The City’s Intellectual
Property (IP)
Human Resources Data
(HRD)

Business License
Information
Other/the City Owned
Non-Public Data

General access data, such
as that on unauthenticated
portions of open data

Please review the example of each data type in the next section of this document.
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Protected Data Detail Example
Personally Identifiable Information (PII)
1. Social security number
2. Employee ID
3. Birth date/place
4. Home phone number
5. Home address
6. Health records
7. Passwords
8. Gender
9. Ethnicity
10. Citizenship
11. Citizen visa code
12. Veteran and disability status

Payment Card Information (PCI)
1. Name of the Card Holder
2. Address of the card holder
3. Phone number of the Card holder
4. Account balances
5. ACH numbers
6. Bank account numbers
7. Credit card numbers
8. Credit rating
9. Location of birth
10. Driver's license information
11. Income history
12. Payment history
13. Tax return information
14. Any information obtained during the processing of a credit card payment transaction that
identifies individual consumers and their purchases, such as:
a. Account number
b. Expiration date
c. Name
d. Address
e. Social security number

Protected Health Information
1.
2.
3.
4.
5.
6.
7.
8.
9.

Patient Name
Patient Postal address
Patient birth date,
Patient admission date, discharge date, date of death; and all ages
Telephone numbers
Fax numbers
Electronic mail address
Social security numbers
Medical record numbers
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10. Account numbers
11. Health plan beneficiary number
12. Certificate/license numbers
13. Vehicle identifiers and serial numbers, including license plate numbers
14. Device identifiers and serial numbers
15. Name of relative
16. Web Universal Resource Locator (URL)
17. Internet Protocol (IP) address number
18. Biometric identifiers, including finger and voice prints
19. Full face photographic images and any comparable images

Protected Critical Infrastructure (SCADA) Information (CII)
1.
2.
3.
4.

Location of critical infrastructure assets
Authentication and authorization information (Login, Access ID, password etc.
Water, Gas, Electric distribution schematics/blue prints
Risk and vulnerability assessment information

Protected Information (CPI)
1.
2.
3.
4.
5.

Legal investigations conducted by the City
Sealed bids/RFP
Protected intellectual property information
Location of protected assets
Liking a person with the specific subject about whom the library user has requested
information or materials.
6. Human resource information
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