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• Quarterly status report
• Citywide risk assessment results
• Audit plan
• Questions & discussion

Agenda



Quarterly Status Report
October – December 2020



Task 1: Citywide risk assessment
Task 2: Preparation of the annual audit plan
Task 3: Financial audit tasks
Task 4: Execute the annual plan
Task 5: Preparation of quarterly reports and annual status report
Task 6: Evaluation and benchmarking 

Scope of work overview



Task Key activities 
1. Citywide risk 

assessment
• Reviewed key information (budget, org charts, etc.)
• Conducted interviews with Council and ELT
• Reviewed results with ELT
• Presenting results and requesting acceptance of the Risk 

Assessment report today
2. Annual audit plan • Developed preliminary plan based on results of risk 

assessment and obtained feedback
• Presenting the Audit Plan and requesting acceptance 

today
3. Financial audit • Delivered five of six required audit reports to Finance 

Committee and to the City Council (January 11, 2021)
• Pending completion of the Single Audit
• Pursuing one year contract extension due to extraordinary 

circumstances

Progress to date



Task Key activities 
4. Execute audit 

plan
• Pending finalization of the audit plan

5. Periodic
reporting, hotline 
monitoring, 
admin tasks

• Reviewed and in the process of updating the City Auditor’s 
procedure manual

• Obtained access to the Fraud/Waste/Abuse Hotline
• Reviewed the Fraud/Waste/Abuse policy 
• Delivering the first quarterly report today

6. City Auditor
evaluation

• Preliminary planning for initial peer review

Progress to date



Reports issued – FY21

Reports Issued Projects in Progress

2 0

The City Auditor has delivered two reports, including the Risk 
Assessment Report and Annual Audit Plan.  No reports are in progress, 
as the Audit Plan is pending approval.



The City Auditor is aware of one report through the Fraud, Waste, and 
Abuse Hotline.  The matter is currently being reviewed and is expected 
to be closed in the coming weeks. 

Fraud, waste & abuse

Hotline Reports & Updates

Quarter Received Closed
October –
December 2020

1 0



FY21 – Citywide Risk 
Assessment



Project phases: 
1. Planning – workplan finalization, project kick-off activities
2. Information gathering – information review, interviews
3. Analysis – document auditable areas and score risks based 

on likelihood and impact
4. Reporting – draft and finalize risk assessment report

Citywide risk assessment 



Risk scoring:
• Likelihood – probability of 

an adverse event occurring 
• Impact – financial or other 

impact of an adverse event 
occurring 

• Overall scoring is ‘right-
sized’ to Palo Alto

Risk types:
• Financial
• Operational
• Technology
• Fraud
• Strategic 
• Compliance 
• Reputation

Risk considerations



• Overall note – we are not drawing conclusions, but rather 
assessing areas of risk to inform the audit plan; we have not 
performed activities that would enable us to document findings 
or make recommendations. 

• Risk categorization: 
• Environment, Strategy, and Governance
• Major Projects and Initiatives
• Function Specific Risks 

Key considerations



• Identified 148 auditable areas
• Primary purpose is to inform the Audit Plan

Results overview
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Key risks 

Risk Area Considerations
COVID-19 Response • Health & safety

• Service delivery
Economic Recovery • Revenue source health

• Cost control and budget reduction
• Long-term financial planning

Capital Program / Public 
Safety Building

• Internal controls and process efficiency
• Construction contract compliance
• Change orders

High Cost Claims and 
Litigation

• Legal risks associated with legal action against the 
City

Workforce and 
Succession Planning

• Attracting and retaining talent



Key risks – cont. 

Risk Area Considerations
Asset Management • Recording and ongoing accounting for City assets

• Maintenance of assets 
Contract Management • Monitoring performance and service expectations

• Contract management and financial performance
IT Risks • Database and data management

• ERP system upgrade
• Disaster recovery

Investments, Debt, and 
Cash Management

• Adherence to applicable policies
• Liquidity and cash position

Ethics • Prevention/detection of fraud, waste or abuse of 
City funds



FY21/22 Audit Plan



• Citywide risk assessment
• Ability to add value
• City Council direction
• Audit coverage
• Prior audits
• “Ripeness” and on-going internal initiatives 
• Scheduling 

Audit plan considerations



• Requirement of the City Auditor to develop an Annual Plan
• In this case, we have a tentative plan through the end of FY22; 

audits are grouped into three phases
• Risk assessment is an annual activity
• Ability to be agile 

• ‘Audit Activity’ refers to any project 
• Task order approval
• Ad hoc requests

Audit plan orientation



Audit plan – overview of phases

Q3 – FY21 Q4 – FY21 Q1 – FY22 Q2 – FY22 Q3 – FY2 Q4 – FY22

Phase  I Activities Phase  I Activities 

Phase  II Activities Phase  II Activities 

Phase  III Activities Phase  III Activities 



Audit Activities – Phase I
Project Title Audit Objectives

X Construction Project 
Controls

 Identify key processes and controls in the construction project management program.
 Assess the control environment and make recommendations for improvement.

X Asset Capitalization Audit  Evaluate process of capturing construction work in progress.
 Document and evaluate key processes and controls related to categorizing and recording capital 

project costs.
 Assess compliance with financial policies and relevant accounting standards.

X Assessment of SAP 
Functionality and Internal 
Controls (FY21)

 Participate as an advisor to the project steering committee for Phase 2 of the ERP system 
upgrade.

 Evaluate internal control design as system configuration is analyzed.

X IT Risk Management  Identify key risks and controls within the IT function – including IT governance and IT security.
 Evaluate the adequacy of the control environment and offer recommendations for improvement.

X Investment Management  Determine whether adequate controls are in place and operating effectively to ensure that 
investments are managed in accordance with the investment management and other relevant 
policies.

 Assess the organizational structure and operations of the investment portfolio management 
function against best practice.

X Power Purchase Agreement  Evaluate the process for evaluating and entering into power purchase agreements.
 Assess the effectiveness of internal controls in the management of the power purchase 

agreements and accuracy and compliance of billings.



Audit Activities – Phase II
Project Title Audit Objectives

X Economic Recovery 
Advisory

 Review the City’s long-term financial planning model and offer recommendations for 
improvement.

 Identify and evaluate key revenue source categories that present long term risk to the City's 
financial sustainability and perform scenario analysis.

 Offer ad hoc advisory assistance during the FY22 budget process.

Building Permit & Inspection 
Process

 Identify highest impact area to focus the assessment (e.g., specific permit type(s), specific sub-
processes, etc.).

 Document corresponding process(es) and evaluate for efficiency and effectiveness.
 Benchmark operational performance against industry practices and established standards.

Nonprofit Agreements Risk 
Management

 Evaluate controls in place to ensure that nonprofit organizations are properly vetted prior to 
selection and monitored through the life of an agreement.

 Assess the performance monitoring process against the best practice.
 Follow up on relevant audit findings from past audit work.



Audit Activities – Phase III
Project Title Audit Objectives

Assessment of SAP 
Functionality and Internal 
Controls (FY22)

 Participate as an advisor to the project steering committee for Phase 2 of the ERP system 
upgrade.

 Evaluate internal control design as system configuration is analyzed.

Application Lifecycle 
Management

 Determine whether adequate controls are in place and working effectively to ensure that 
application systems are properly implemented and maintained.

 Assess the maturity level of application management against the IT framework and standards.

Wastewater Treatment 
Plant Agreement

 Evaluate whether direct and indirect costs incurred by the City are properly allocated to the 
operation of the Wastewater Treatment Plant.

 Review whether costs are properly allocated to the various parties to the Wastewater Treatment 
Plant Agreement.

Work Order Process and 
Accounting

 Perform an initial assessment to identify high risk subprocesses in the work order process (e.g., 
labor, materials, specific utility).  

 Document and evaluate the processes and controls in place to ensure proper recording of costs. 
 Perform tests to determine the accuracy of attributed costs for a sample of completed work 

orders. 

Public Safety Building 
Construction

 Review operating effectiveness of controls related to invoice payments.
 Review change orders for justification and mathematical accuracy. 



Recommendation to City Council to accept the Audit Plan, 
contingency upon any discussed updates

• Potential updates to consider/discuss:
• Reprioritization of the Public Safety Building audit activity, 

instructing the City Auditor to draft a Task Order for the City Council 
agenda item

• Proposing de-prioritization of the Investment Management audit 
activity and not seeking approval of the Task Order at this time

• Potential future updates to consider
• Financial audit – pursuit of one year contract extension and impact 

on budget 

P&S action



Questions & discussion

3



Thank you, we look forward to working with you!

Kyle O’Rourke, City Auditor
city.auditor@cityofpaloalto.org
(650) 329-2667




