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City of Palo Alto
Office of the City Auditor
Policy and Services Committee
November 9, 2021

Agenda

•

Present the Construction Project Controls Assessment
Report

•

Questions & Discussion

•

Present the Power Purchase Agreements (PPA) Assessment
Report

•

Questions & Discussion
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Construction Project
Controls Assessment

Construction Project Controls
Assessment
•

Project background

•

Improvement recommendations

•

Questions & discussion

The CAO thanks the Public Works Department of their work on
this audit activity – THANK YOU!
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Important Considerations

•

Construction projects in Appendix A represents a random
sample of selected from the entire population of the City’s
projects

•

Approval by Council indicates approval of the corresponding
Action Plans highlighted in Appendix B
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Frameworks

Construction Audit and Cost Controls Institute (CAACCI)
Project Management Institute (PMI)
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Project Background

Objectives for the audit activity
include:
• Understand the construction
project environment
• Evaluate the adequacy of the
current controls used to avoid,
manage and mitigate risk
• Offer recommendations for
improvement to the City’s
implemented procedures and
processes

Identified Frameworks
The OCA identified a framework(s) to evaluate the
current sate of construction management, and
selected the CAACCI and PMI.

Information Gathering
The OCA reviewed background information and
interviewed key personnel to understand the City’s
construction procedures and processes.

Analysis and Testing
The OCA reviewed the internal control
framework to determine if design mitigates key
risks.
Recommendations
Finally, the OCA identified opportunities for
improvement and prepared a report.
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Example Construction Controls
Area

Risk

Control

Prime Contractor Bid and Award

Collusion and bid rigging

IFBs are advertised on the City’s
procurement system, PlanetBids, and
can be accessed by all registered
contractors

Contractor Billing Review and Approval

Billing error

Project managers check the math and
confirm any unit rate billings comply
with the bid documents

Change Management

Change orders for duplicate scope and
rework

Change order scope of is compared to
the bid documents to confirm it is a
change in scope

Verification of Completed Work

Work not installed per specifications

Section C1 and C8.1 of the Construction
Administration Manual define
procedures related to verification of
completed work

Closeout Activities

Inability to operate manage and
maintain the asset

Section C11 of the Construction
Administration Manual defines
procedures related to closeout activities
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Improvement Recommendations
#

Observation

Recommendation

1

Project Reporting: The OCA recommends developing project
reporting that can be used to track project performance and as a
risk mitigation tool.

We recommend enhancing the current report format to include
forward looking information that can be used to detect and
mitigate risks such as budget and schedule overruns earlier in
the project. This would also allow the Publics Works Department
to perform trend analysis to further mitigate risks associated
with specific project types or contractors.

2

Document Control: The OCA recommends developing a
consistent file management structure.

The individual file management systems observed were
adequate and allowed for the efficient recall of project
documentation; however, a consistent structure could strengthen
the City's controls on document management.

3

Prevailing Wage Monitoring: The Construction Administration
Manual should be updated to reflect the controls that are
currently implemented to verify prevailing wage requirements.

The current implemented controls are not documented in the
Construction Administration Manual.
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Improvement Recommendations
#

Observation

Recommendation

4

Scheduling Management: The Construction
Administration Manual should be updated to provide
guidance and standards on schedule monitoring as
well as remedial procedures and escalation
requirements for non-compliance.

The implemented controls related to schedule
monitoring should be documented in the Construction
Administration Manual.

5

Allowance Usage: The Construction Administration
Manual should reflect the controls that are currently in
place for allowance usage and reconciliation.

There are currently controls in place to manage
allowance usage when applicable and these practices
should be documented in the Construction
Administration Manual.
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Policy & Services Committee Action

The City Auditor recommends that the Policy & Services
Committee take the following action:
•

Review the Construction Project Controls report and
corresponding recommendations for improvement and
recommend the City Council accept the report.
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Power Purchase
Agreements (PPA)

Power Purchase Agreements (PPA)
Assessment
•

Project background

•

Improvement recommendations

•

Questions & discussion

The CAO thanks the Palo Alto Utilities Department of their work
on this audit activity – THANK YOU!
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Important Considerations

•

To evaluate controls and billing accuracy, audit testing was
conducted on a sample of active PPAs, as described in the
Audit Testing section

•

Power Purchase Agreements (PPAs) are the mechanism
through which the City purchases all of it’s power – this
includes15 large scale renewable energy contracts

•

Approval by Council indicates approval of the corresponding
Action Plans highlighted in Appendix E
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PPA Overview
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Project Background

Objectives for the audit activity
include:
• Gain an understanding of the
City's process for evaluating and
entering into power purchase
agreements (PPA)
• Evaluate the effectiveness of
internal controls in the
management of agreements
• Validate the accuracy of and
compliance of billing

Identified Frameworks
The Risk and Control Matrix was developed to
document known risk, and mitigation practices
based on CPAU's information and identify
opportunities and improvement areas.

Information Gathering
The OCA reviewed background information and
interviewed key personnel to understand the City’s
power purchase procedures and processes.

Analysis and Testing
The OCA tested ten controls to determine if
controls were operating effectively and
performed a contract analysis.
Recommendations
Finally, the OCA identified opportunities for
improvement and prepared a report.
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Example Controls Testing
Area

Control Testing

T1- Invoices

•
•

Invoiced rates correspond to approved rates
The payment amount matches the invoice amount demonstrating payment
accuracy

T4- Purchasing

•

A Resource Integration Checklist was used as part of the procurement
process by requesting the checklist and reviewing the provided documents.
The RFP was evaluated based on assigned weights and shortlist by
requesting documentary support and evaluating the documents provided in
response.

•

T10- Billing and Adjustments

•
•

If the payment amount matches the ARB amount demonstrating payment
accuracy.
If payment amounts are traceable to approved All Resources Bills.

17

Findings & Recommendations
#
1

Finding
No formal documentation of staff review of vendor compliance
with PPAs

Recommendation
We recommend the City implement a formal vendor performance
monitoring procedure by which vendors are periodically assessed
for PPA compliance and general performance.
Detailed reviews of specific PPAs, vendors, or issues should be
conducted on a as needed basis. Each PPA should be reviewed in
detail once every five years.

2

No formal review or approvals of changes to front office models.

We recommend the front office model file be altered to allow for a
second reviewer and approver to document a second review and
approval of any changes.

3

No CPAU audit of NCPA’s validation of vendors’ invoices, contract
rates and payments

We recommend a formalized process that would allow CPAU to
validate vendor invoices and rate calculations completed by
NCPA. This process should be incorporated before payment,
allowing the CPAU to validate rates to contractual requirements
and confirm accuracy before payment
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Policy & Services Committee Action

The City Auditor recommends that the Policy & Services
Committee take the following action:
•

Review the Power Purchase Agreement Assessment report and
corresponding recommendations for improvement and
recommend the City Council accept the report.
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Questions & discussion

3

Thank you!
Kyle O’Rourke, City Auditor
city.auditor@cityofpaloalto.org
(650) 329-2667
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