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In February 2019, the City Auditor retired after five years of service. Upon the City Auditor’s
retirement, Council authorized the engagement of external experts to assist the City with two
scopes of work related to the City Auditor’s Office: (1) assist with the continuity of operations
and work product in the City Auditor’s Office; and (2) conduct a review of internal auditing
practices in the public sector and Palo Alto.

Council approved two contracts:

e Senior Consultant Services: After reviewing several firms that provide audit services, the
consulting firm of Management Partners was selected to provide a senior consultant to
oversee the ongoing work from the City Auditor’s Office. The senior consultant’s assignment
began in March 2019 and continued through mid-November 2019, approximately eight
months. The senior consultant is no longer available to continue this assignment in Palo Alto
because of other obligations and the contract term has ended.

In the absence of an external senior consultant, the existing City Auditor staff of three full-
time employees are continuing their assignments and providing deliverables in accordance
with pre-established workplans.

e Review of Internal Auditing Practices: The City published a public Request for Proposal
(RFP 174966)! for an Auditor Organizational Review. The RFP invited individuals and firms

! The Auditor Organizational Review was publicly published in accordance with City protocols as RFP 174966, with
a submission deadline of April 18, 2019.
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with the appropriate professional expertise to submit proposals for this work. The Council
Appointed Officers (CAO) Committee met in a public session on May 2, 2019 to evaluate
and rate the proposals. From this review, Kevin Harper CPA & Associates was selected to
perform the review. The scope of work included a final report, which was presented at a
public CAO Committee meeting on December 19, 2019. The CAO Committee approved the
report to proceed to the City Council as a public agenda item for discussion. As such, the
report is on agenda as an Action Item on January 21, 2020, for a discussion and acceptance
by the full Council.

In accordance with the scope of services, the report for discussion on January 21 includes a
comparison of Palo Alto’s City Auditor function to other local governments and industry
standards, as well as a comparison of the City’s practices to best industry practices and
professional standards.

In addition to reviewing and accepting the report, the Council may also wish to discuss and
direct additional next steps with respect to the City Auditor function.
Attachments:

e Attachment A: Harper Study

e Attachment B: ALGA response

e Attachment C: Article -Auditor Independence

e Attachment D: At Places ltems
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I. Purpose and Objectives

The City of Palo Alto engaged us to compare certain elements of the City Auditor’s
Office to other local governments and industry standards. The review included a survey
of the internal audit functions of several California cities and counties, as well as
comparison of the City’s practices to best industry practices and professional standards.
The objectives of our review were to:

1. Review organizational placement of City Auditor’s Office.

2. Compare staffing and budget to other cities and counties, including comparison
of the number of audits and cost per audit.

3. Review objective measures of audit productivity and effectiveness.
4. Provide recommendation on City Auditor minimum qualifications.

5. Provide considerations for outsourcing the internal audit function.

<« )
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Il. Scope and Approach

Following is a summary of the procedures we performed during the review:

1. Met with City officials to understand their concerns, the strengths and weaknesses of
current organization, goals/vision for the City Auditor’s Office, and the current staffing
and budget.

2. Met with Interim City Auditor and read relevant City documents to gain an
understanding of City Auditor’s Office organization, duties, mission, budget, and
staffing. Identified and gathered relevant documentation such as Audit Policies and
Procedures Manual, organization chart, budget, Fiscal Year 2019 Audit Work Plan, job
descriptions, recent audit reports, and key performance measures.

3. Surveyed similar governments (“the Palo Alto survey”) to benchmark internal audit
activities such as who the chief audit executive reports to, staffing levels, number of
audit completed, annual budget, and measures of productivity/effectiveness used.
Survey questionnaires were sent to the Cities of Alameda, Berkeley, Cupertino, Fremont,
Fresno, Oakland, Redwood City, Santa Clara, Sunnyvale, the Counties of San Mateo and
Santa Clara, and the City & County of San Francisco.

4. Researched professional standards including:
e |Institute of Internal Auditors (llA) — International Standards for the Professional
Practice of Internal Auditing
e American Institute of Certified Public Accountants — Generally Accepted Auditing
Standards
e Comptroller General of the United States — Government Auditing Standards

We also reviewed the results of internal audit surveys and best practices of various
organizations, including the Government Finance Officers Association, Moody’s Best
Practices in Audit Committee Oversight of Internal Audit, and the American Institute of
Certified Public Accountants.

5. Developed findings and recommendations based on our interviews, document reviews,
surveys, research of professional standards, knowledge of best practices, and
considering the City’s goals and vision.

6. Wrote report that includes:
e Objectives of the organizational review.
e Scope of project and procedures performed.
e Observations related to organizational placement, staffing and budget,
performance measures, City Auditor qualifications, outsourcing, and other
matters that came to our attention during the review.
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e Recommendations for improvement or consideration.

7. Reviewed findings and recommendations with Mayor and City Manager.
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lll. Results of Review and Related Recommendations

1. Organizational Placement

lIA Standards
The llA’s International Standards for the Practice of Internal Auditing (“the IIA Standards”) state:

1110 - Organizational Independence

The chief audit executive must report to a level within the organization that allows the
internal audit activity to fulfill its responsibilities. The chief audit executive must confirm to
the board, at least annually, the organizational independence of the internal audit activity.

1110.A1 - The internal audit activity must be free from interference in determining the
scope of internal auditing, performing work, and communicating results.

The lIA defines independence as:

Independence is the freedom from conditions that threaten the ability of the internal audit
activity to carry out internal audit responsibilities in an unbiased manner. To achieve the
degree of independence necessary to effectively carry out the responsibilities of the
internal audit activity, the chief audit executive has direct and unrestricted access to senior
management and the board. This can be achieved through a dual-reporting relationship.
Threats to independence must be managed at the individual auditor, engagement,
functional, and organizational levels.

The IIA goes on to explain organizational independence as the authority to:

e Approve the internal audit charter;

e Approve the risk based internal audit plan;

e Approve the internal audit budget and resource plan;

e Receive communications from the chief audit executive on the internal audit activity’s
performance relative to its plan and other matters;

e Approve decisions regarding the appointment and removal of the chief audit executive;

e Approve the remuneration of the chief audit executive; and

o Make appropriate inquiries of management and the chief audit executive to determine
whether there are inappropriate scope or resource limitations.

Palo Alto’s Current Structure

The City’s reporting structure for internal audit is very formal with virtually no involvement by
the City Manager, except for being interviewed for risk identification and to receive draft
findings and recommendations at the end of each audit. The Audit Policies and Procedures

< )

Kevin W. Harper CPA & Associates Page 4



Manual is thorough, professional, up-to-date, and is approved by the Policy and Services
Committee. The City Auditor’s time sheets are reviewed by Payroll and expense reports are
reviewed and approved by the City Manager’s Office. This formal reporting relationship assures
internal audit’s independence from the influence of senior City management. However, it also
leads to a less cooperative relationship that is important to implement solutions to risks
identified by the audits.

Analysis

The chief audit executive should report to the board of directors or its audit committee for
strategic direction, reinforcement, and accountability; and to executive management for
assistance in establishing direction, support, and administrative interface. The IIA Standards
clearly indicate that the board (usually through its audit committee) must have a prominent
role in setting the scope of internal audit activities, but do not explicitly prohibit other reporting
relationships as long as the reporting relationship meets the overall criterion of ensuring broad
audit coverage, free from any interference in setting the scope of work, the choice of audit
procedures, and the free and unfettered communication to any level within the organization
needed to ensure adequate attention to the findings and appropriate follow-up action. The
audit committee and the internal auditors are interdependent and should be mutually
accessible. The board or its audit committee should be responsible for the appointment,
removal and compensation considerations of the chief audit executive. It is critical that internal
audit be seen by everyone in the organization as an arm of the audit committee.

One of the questions that needs to be answered to determine the size, focus and success of an

internal audit function is what type of internal audit department do you want. Below is a
continuum of the approach used to deliver internal audit services:

Internal Audit Operating Continuum

Assurance Provider Problem Solver Trusted Advisor

* Assurance Provider — delivers objective assessment of the effectiveness of internal
controls. Takes little responsibility for cost vs benefit considerations nor
implementation of recommendations.

* Problem Solver — Brings analysis and perspective on root causes of issues identified in
audit findings to help auditees take corrective action.

* Trusted Advisor — Provides value-added services and proactive strategic advice well
beyond effective execution of the audit plan.

The continuum moves left to right from assurance providers that focus on finding and pointing
out problems for management to address to trusted advisors who focus on teaching the
organization how to identify and address risk. Trusted advisors focus more on the following
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than assurance providers: critical risks and issues the organization is facing, aligning scope and
audit plan with stakeholder expectations, promoting quality improvement and innovation,
obtaining training and/or sourcing the right level of talent for audit, and leveraging technology
effectively in the execution of audit services.

It is important for the City to determine where on this continuum it wants its internal audit
function to act. This decision has ramifications for everything related to internal audit,
including annual budget, staffing, experience of staff, selecting and scoping audits, and working
with others in the organization. For example, if the City prefers for Internal Audit to be in the
Trusted Advisor level of service, it may be appropriate for Internal Audit to devote significant
resources to Control Self Assessment, developing tools and training for departments to assess
and report the adequacy of their controls.

Recommendation #1

The City should determine where along the internal audit operating continuum it wants its
internal audit function to operate. It should consider revisions to its budget, staffing levels and
experience, written procedures, and interaction with auditees, as appropriate. It should
consider whether to designate a portion of its internal audit efforts to providing management
advisory services, while maintaining a portion of its efforts for formal internal audits.

The City should follow 11A’s recommendation that internal audit has a dual-reporting
relationship, whereby it reports functionally to the audit committee and administratively to the
City Manager. All decisions about audits to be conducted; audit scope; audit timing; and City
Auditor appointment, termination, evaluation and compensation, should continue to be made
by the audit committee. The City Manager should provide administrative oversight, including
review of time sheets and expense reports, consultation about timing of audits based on
operational considerations, and involvement in discussion of cost vs. benefit decisions of audit
recommendations. Additional involvement by the City Manager’s Office may improve
cooperation with the City Auditor’s Office and may improve the quality and quantity of
implemented recommendations.

2. Staffing and Budget

There are no recommended levels of internal audit staffing per industry standards. The IIA
Standards advocate a strong system of internal control that is monitored by a well-resourced
internal audit activity as a fundamental feature of good governance. The amount of resources
that an organization devotes to its internal audit activities varies based on many factors
including its industry, the risks it faces, the role of others in the organization to monitor risk and
control (e.g., operational management, Risk Management Group, Compliance Officer), and the
organization’s risk appetite.

<« )
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The results of the Palo Alto survey show the following staffing and budgeting levels for
comparable cities:

Internal
audit
Internal budget #

City-wide audit (% of city- | Internal Audits

budget budget wide audit | Average | Cost per per

City? (000s) (000s) | budget)? FTEs | #audits | Audit® FTE?
Berkeley $387,217 $1,600 0.41% 6 5.5| $291,000 0.9
Fresno 655,423 272 0.04% 2 35 78,000 1.8
Oakland 1,060,720 2,200 0.21% 10 6.5| 338,000 0.7
Santa Clara 907,828 1,238 0.14% 2 3.5| 354,000 1.8
Palo Alto $508,426 $1,458 0.29% 5 3.5 | $417,000 0.7

! Survey questionnaires were sent to twelve cities and counties. Responses were received from
seven cities and from the City and County of San Francisco. Three of the responding cities do
not have dedicated internal audit functions and the City and County of San Francisco is not
comparable due to its size. The remaining four cities are included in the table above.

2Shaded columns represent calculated amounts based on survey results and information from
comprehensive annual financial reports.

This survey shows:

The City’s internal audit budget as a percent of the city-wide budget is the second
highest of the comparable cities. This indicates City has devoted more resources to
internal audit than most comparable cities.

The City’s cost per audit is the highest of any of the comparable cities, and the number
of audits per full-time equivalent employee is tied for the lowest. This can be caused by
many factors such as working on non-audit projects (e.g., National Citizen Survey,
Annual Performance Report, Sales Tax Allocation Reviews), larger audits, significant time
devoted to administrative activities, or inefficiencies.

The cost per audit calculated at $417,000 above is very high. By comparison, the 2019-
20 budgeted cost for the City’s annual independent financial audit (including audits of
the City, its federal grant programs, and several smaller entities managed by the City),
which is a more comprehensive audit than most internal audits, is $168,000 per year.
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Following is a list of audits completed by Palo Alto during the last three years:

FY 2018-19:

Code Enforcement

ERP Planning - Data Standardization
ERP Planning - Separation of Duties
Business Registry

FY 2017-18

Accuracy of Water Meter Billing
Continuous Monitoring: Overtime
Information Technology and Data Governance

FY 2016-17

Community Service Department: Fee Schedule
Continuous Monitoring: Payments

Green Purchasing Practices

Utilities Department: Cross Bore Inspection Contract

Recommendation #2

We understand the City is already in process of transferring responsibility for non-audit services
from Internal Audit to other personnel. We also recommend that internal audits generally be
scoped with a smaller number of hours in order to increase the number of risk areas they can
look into each year. Audits that yield surprising negative results can be expanded. In addition,
as discussed in Recommendation #5 below, the City should consider contracting out some of its
internal audits.

3. Performance Measures

The llA’s Global Summary of the Common Body of Knowledge compiled the eight most
commonly used performance metrics within internal auditing:

Recommendations accepted/implemented

Customer/auditee surveys from audited departments

Reliance by external auditors on the internal audit activity

Cost savings and improvements from recommendations implemented

Number of management requests for internal audit assurance or consulting projects
Number of major audit findings

Budget to actual audit hours

Cycle time from entrance conference to draft report
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It is very important that any metrics used be closely aligned to stakeholder expectations. The
goal is to demonstrate that services delivered adds value. When metrics are aligned with what
matters most to internal audit’s stakeholders, they help assure that daily operations are
focused on what matters most.

The City of Palo Alto’s internal audit performance metrics are limited to the average cost per
audit, average hours incurred by auditor, and elapsed time to clear findings. Of the four
comparable cities listed in the table on page 7, the only performance metrics reported in the
survey are audit hours incurred, cost per audit, and number of recommendations implemented.

Other common performance metrics for the internal audit function are:

e Number of auditors vs total employees or vs total revenue

e Actual vs budgeted department costs

e Percent of audit plan completed

e Number (or percent) of audit findings resolved prior to report issuance

e Number (or percent) of audit findings resolved within 30, 60, 90 days

e Absence of regulatory or reputation issues/failures

e Management/auditee satisfaction survey results

e Productive hours vs. admin hours

e Percent reduction in risk exposure

e Percent of audit plan aligned to enterprise risks

e Business process improvements resulting from internal audit

e Satisfactory Findings from last external peer review

e Number of professional certifications

e Percent of staff meeting continuing professional education requirements

e Adherence to IlA Standards and City policies and procedures

e Turnover of audit personnel

e Audit committee meeting attendance

e Training sessions or involvement with enhancing internal control/risk management
knowledge of the organization

e Percent of audits using Computer Assisted Audit Techniques (e.g., data analytics,
dashboards, databases, continuous auditing, thought leadership)

e Percent of audits using data analytics to drive scoping decisions

Recommendation #3

The City should select and track a small number of performance measures that align with
stakeholder expectations, are quantifiable and efficiently gathered. A suggested list of
appropriate metrics may be:

e Recommendations accepted/implemented
e Customer/auditee surveys from audited departments
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e Number of management requests for internal audit assurance or consulting projects
e Percent of audit plan completed

e Absence of regulatory or reputation issues/failures

e Productive hours vs. admin hours

e Percent of audit plan aligned to enterprise risks

The metrics selected should be projected each year, tracked during the year and reported at
the end of each year, with explanations for variances between projected and actual results. For
any metric falling below projections, the City Auditor should develop an improvement plan and
communicate it to stakeholders.

4. City Auditor Qualifications

The lIA Standards do not specifically address the chief audit executive’s qualifications, but state
that the chief audit executive should possess “the knowledge, skills, and other competencies
needed to perform their individual responsibilities.” The lIA’s Model Internal Audit Legislation
for State Governments states the chief audit executive shall possess one or more of the
following qualifications:

e A bachelor’s degree and five years of progressively responsible professional auditing
experience as an internal auditor or external auditor, information technology auditor, or
any combination thereof; or

e A master’s degree and four years of progressively responsible professional auditing
experience as an internal auditor, external auditor, information technology auditor, or
any combination thereof; or

e A certificate as a Certified Internal Auditor (CIA) or Certified Government Auditing
Professional (CGAP) and four years of progressively responsible professional auditing
experience as an internal auditor, external auditor, information technology auditor, or
any combination thereof. In the absence of a CIA certificate or CGAP certificate,
consideration should be given to require a Certified Public Accountant (CPA) license or
Certified Information Systems Auditor (CISA) credential.

Government Auditing Standards, promulgated by the Comptroller General of the United States,
do not specifically address the chief audit executive’s qualifications, but state that staff
collectively should have the necessary “technical knowledge, skills, and experience.” They
provide some specificity by requiring audit staff members to have knowledge of GAO Audit
Standards, the audited entity’s specialized areas or industry, and the subject matter under
review; along with oral and written communication skills.

The American Institute of Certified Public Accountants has guidelines for hiring the chief audit
executive and recommends the individual should have a CPA or CIA credential and have
significant experience (10 years or more) in a management role, along with strong technical
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skills in accounting and auditing. In addition, the preferred qualifications include an advanced
business degree such as an MBA.

The Government Finance Officers Association recommends, at a minimum, the head of the
internal audit function should possess a college degree and appropriate relevant experience. It
also states it is highly desirable that the head of the internal audit function hold some
appropriate form of professional certification such as CIA, CPA, or CISA.

The minimum qualifications listed in Palo Alto’s City Auditor job description are:
e Possession of Bachelor’s degree in accounting or a related field; Master’s of Business
Administration preferred.
e Certification as a public accountant or internal auditor preferred.
e Five years experience in internal audit in a lead or assistant capacity.
e Experience in public sector organization preferred.

Recommendation #4

We recommend the following set of minimum qualifications for the City Auditor as well as
preferred qualifications to be sought:

Required Minimum Qualifications

e Bachelor’s degree in accounting or related field.

e Five years progressively responsible experience conducting or managing one or
more of the following: audits, examinations, or program reviews, and, in
addition, two years in a supervisory capacity.

e Extensive knowledge of professional audit standards.

e Demonstrated oral and written communication skills.

Preferred Qualifications
e Professional certification (CIA, CPA, or CISA).
e Master’s degree in accounting, business, public administration, economics,
management, or a closely related field to the agency’s service sector.
e Extensive knowledge of public sector operations.

5. Outsourcing Considerations

The IIA believes a fully internally resourced audit function is most effective and can be
supplemented by external experts in specialty knowledge areas. Nevertheless, several sources
(including IIA’s Common Body of Knowledge survey) indicate most internal auditing
practitioners agree it is appropriate to use a combination of external resources, in cosourcing or
outsourcing models, to complete the audit plan. However, there is little agreement on the
appropriate amount or allocation of external vs internal resources.
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There are several reasons an internally resourced internal audit function would engage external
resources, such as:
e Temporary staff shortages
e Specialized skill needed (e.g., for audits of information systems, actuarial calculations,
police conduct)
e Unexpected special project
e Supplemental staff to meet tight deadlines

Outsourcing alternatives include:

e In-house — All resources are employees of the organization with only occasional use of
external service providers. External service providers are used to supplement capability
(specialist expertise, rather than capacity).

e Total outsourcing — 100% of the internal audit services are obtained from external
service providers.

e Cosourcing through which external resources participate on joint engagements with in-
house internal audit staff.

e Contracting for a specific engagement or portion of some engagement is performed by
an external service provider, typically for a limited time period. Management and
oversight of the engagement normally is provided by in-house internal audit staff.

In cases where total outsourcing is selected as the method for obtaining internal audit services,
oversight and responsibility for the internal audit activity cannot be outsourced. An in-house
liaison (designated chief audit executive or optionally a senior management-level employee),
should be assigned responsibility for management of the internal audit activity, including
selecting and overseeing consultants, clearing roadblocks, creating and maintaining a Quality
Assurance and Improvement Program, and assuring compliance with City policies and
procedures. If the liaison is a senior management-level employee, qualifications should include
knowledge of the government’s systems, procedures and controls, and commitment to
improving operations and controls.

The benefits of internal resources are that they know the culture of the organization, the
people, where to find information, how to use information systems, and the policies and
procedures. Local governments often have difficulty maintaining an effective internal audit
staff due to the difficulty of providing career path opportunities.

The benefits of external resources are that they will have worked with a large number of
organizations so have a good understanding of best practices. An experienced external audit
firm is more likely to have specialized skills on staff. The cost per audit is usually lower than the
cost per audit shown in the Palo Alto survey results on page 7. In some cases, the cost per audit
is lower for external firms because there is less scope creep, there are less demands on the
time of auditors, or auditors are more experienced with the audit outsourced to them.

<« )

Kevin W. Harper CPA & Associates Page 12



The City Auditor’s Office has not contracted with external service providers except occasionally
for certain specialists. The City’s Audit Policies and Procedures Manual contemplates the use of
external specialists but does not address outsourcing or cosourcing with external resources.

Recommendation #5

The City should consider contracting one or two of its internal audits with external service
providers. This will bring the average cost per audit down, and will give the City the
opportunity to better assess the costs vs. benefits of outsourcing for future consideration. The
Audit Policies and Procedures Manual should be updated to contemplate the use of external
service providers in roles other than a specialist.

<« )
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IV. Other Findings and Recommendations

Unimplemented Audit Findings

There are 41 uncleared audit findings. 25 of these uncleared findings are more than a year old,
18 are more than two years old and one is eight years old. Approximately one-third of audit
findings of the past few years remain unresolved. Findings frequently take a full business cycle
to implement, so findings may legitimately remain unimplemented for up to a year. Uncleared
audit findings older than a year are generally due to one of the following: (a) Either internal
audit is not making practical cost-beneficial recommendations, or (b) the auditees are not
prioritizing implementation of audit recommendations. Determining the reason for uncleared
findings is not within the scope of this review.

The City Auditor prepares a list of open recommendations as part of the City Auditor’s
Quarterly Report and presents it to the Policy and Services Committee and the City Council.

Recommendation #6

The City should determine whether the backlog of unimplemented recommendations result
from internal audit not making practical cost-beneficial recommendations, or from the auditees
not prioritizing implementation of audit recommendations. If the former, then the
considerations discussed in Recommendation #1 above can address. If the latter, the City
should improve training and understanding of risk and control by managers throughout the
City. Auditors should prioritize findings to allow the auditee and the Policy and Services
Committee to distinguish significant deficiencies in internal controls, less significant control
deficiencies, and improvements to effectiveness or efficiency.

Stakeholder Survey

Internal audit is a service function and their stakeholders are the audit committee, auditees,
and senior City management. A service organization cannot determine their success nor
whether their service is improving or deteriorating without getting consistent feedback from
stakeholders regarding how well their needs are being met. There has been no formal process
to assess stakeholder satisfaction in recent years. In fiscal 2014-15, there was a single-question
survey of departments regarding their assessment of the quality of audit services provided.

Recommendation #7

The City Auditor should conduct an annual survey or other formal method of stakeholder
feedback. The questions asked for each stakeholder group should be tailored to their
interactions with internal audit. For example, auditees should not be asked to assess the
scoping of audits and the audit committee should not be asked about interactions with
departmental staff. Appropriate survey questions will follow after from the decision made in
Recommendation #1 above about the approach used to deliver internal audit services. For any
survey response that indicates that the City Auditor’s Office is not successful in serving its
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stakeholders, the City Auditor should develop an improvement plan. The results of each
stakeholder survey, the related improvement plans, and the resulting performance
improvements accomplished should be regularly and proactively shared with stakeholders.

Risk Assessment

The IlA Standards state:

2010 —Planning
The chief audit executive must establish a risk-based plan to determine the priorities of the
internal audit activity, consistent with the organization’s goals.

2010.A1 —The internal audit activity’s plan of engagements must be based on a
documented risk assessment, undertaken at least annually. The input of senior
management and the board must be considered in this process.

The City has not conducted an assessment of major risks in several years. There is no formal
method to identify new risks as they arise (e.g., electronic payments, pfishing). Without a clear
and ongoing understanding of the major risks the City faces, it is not possible for City
management to know whether internal controls are adequate to assure that assets are
safeguarded, that financial statements are prepared accurately and that likelihood of achieving
operations objectives are maximized.

Recommendation #8
The City should conduct a City-wide risk assessment annually as part of the annual audit plan.
Steps should include:

e I|dentify all key risks affecting the City’s ability to meet its business objectives, safeguard
its assets, operate efficiently and effectively, and comply with laws and regulations. This
step can be performed via interviews of employee experts or senior management
brainstorming.

e Prioritize risks based on their likelihood of occurring and the severity if they occur.

e |dentify controls already in place to manage each key risk identified.

e Conclude whether each key risk is adequately controlled.

e For each key risk not adequately controlled, develop an improvement plan to improve
controls, transfer risk or revise business objectives.

e Implement a process to identify new risks as they arise.
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CITY OF PALO ALTO

SUMMARY OF SURVEYS - INTERNAL AUDIT FUNCTION

OCTOBER 2019

ATTACHMENT A

City of City of City of City of City of City of City & County of City of City of City of City of County of County of
Palo Alto Berkeley Fresno Oakland Santa Clara Cupertino San Francisco Alameda Fremont Redwood City San Mateo Santa Clara
NO RESPONSE DECLINED TO NO RESPONSE
RESPOND
SIZE OF MUNICIPALITY:
Population 66,649 121,874 538,330 426,074 129,604 60,091 892,701 78,863 235,439 86,271
Annual Expenses $508,426,000 $387,216,873 $655,422,508 $1,060,720,000 907,827,980 $91,194,554 $10,165,820,000 $226,047,079 $286,065,650 $258,976,774
# 1,059 1,532 3,599 3,418 1,105 193 33,045 531 922 566
SURVEY QUESTIONS:
Do you have one or more employees or contractors dedicated to Yes Yes Yes Yes Yes No Yes No No No
management/performance audit activities? No = skip to question 10
: ” o " Principal Int |
What is the title of the chief internal auditor? City Auditor City Auditor | City Auditor City Auditor NA Chief Audit Executive NA NA NA
Is this person an employee or contractor? Employee Elected official Employee Employee Employee NA Employee
How many employees in the internal audit function? 5 6 2 10 2 NA 34
How many contractors in the internal audit function? 0 0 0 0 0 Likely <3 varies
Supervision of the internal audit function:
a. Who prepares the annual audit plan? City Auditor Staff Principal Internal | Asst City Auditor/City| . »givor CMOw/inputfrom |\ o Bivision
Auditor Auditor Admin Services
. City C il via Audit | Audit C itte
b. Who approves the annual audit plan? City Council City Auditor Controller City Auditor hd Oum_wa Ut u I omml, ee Chief Audit Executive
Committee (City Council)
R X § i § i All the above (CM
c. Who evaluates the performance of the chief auditor? City Council Voters every 4 years Controller NA - Elected City Council directly Controller
N " Ce il Audit Report: 1t t City C il via Audit
d. Who approves or accepts internal audit reports? City Council City Auditor ound! " uet eports Se.". ° d OunCI.VIa Ut CM, Audit Committee | Chief Audit Executive
Committee elected officials Committee
B " . N " N . " N " N " Admin Services :
e. Who approves the internal audit budget and staffing? City Council City Council City Manager City Council City Council Director, CM, CC Board of Supervisors
N - N " Principal Int | CM, Audit N " N
f.  Who can revise the scope or timing of internal audits? City Auditor City Auditor rincipa y nterna City Auditor City Auditor " ul Chief Audit Executive
Auditor Committee, CC
Are any internal audits or portions thereof contracted? Yes No No Yes Yes Yes (they will be) Yes
The internal audit at
the City was created N
" X i All concession,
in FY 18/19. The | Scope of services will franchise fee and
Periodically, on as-needed basis, a We have not current annual include initial risk N
some construction
contracted specialist is utilized for an cntracted out audits " contracted budget | assessment followed y
" o : Some audits are e : ., | audits are contracted
audit where expertise in a particular that | know of, but ) for the division is by IA testing of city )
X . . X ¢ 2 > contracted if the ! out. Besides the
If yes, describe what is contracted and the approximate costs or FTEs| area is required. Examples include we have considered Office lacks expertise approximately processes/procedure contract costs, 1
for a typical contracted audit. specialists used for a franchise fee contracting out non- or capacit pm $200,000. We plan s (e.g., credit card Audits Division 'FTE
audit (approx. $15,000) and for risk audit reports, like pacityto to outsource the program, cash
s ) ) - perform the audit o y ) . usually manages the
assessment of the Utilities financial condition majority of audits to | handling @ various contract and acts as
Department (approx. $20,000) analysis of city contractors and will | sites including golf ) 3
N the internal project
look to adjust the course lead
budget as we move
forward.
How many management/performance audits do you typicall
Y 8! /o ¥ VP Y 3to4 S5to6 3to4 S5to8 3to4 3-4 anticipated 7 or more
complete each year?
Currently $50,000, 25% of the City's
If there is an internal audit function, what is its annual budget? $1,458,175 $1.6 million $272,400 $2.2 million $1,237,543 potential increase to o budget Y
$100,000 €
How do you assess audit quality?
To ensure audit quality in accordance
with Muni Code, the City Auditors
Office performs audits using GAGAS The Audits Division
(the Yellow Book). This ensures each We follow complies with GAGAS
audit is independent, objective, well- Jll Government Auditing and has policies and
documented and includes sufficient Standards put out by Respect and tact procedures and
appropriate evidence to support each US Government during performance quality control
finding. Audit quality is also assessed il Accountability Office, See performance of said prcedures. | systems to ensure its
during the peer review every three and all our audit Number of measures in the Thoroughness of | compliance. We hire

years. The most recent peer review

(2017) praised the Office for many
professional certifications and

extensive training of the audit staff,
the "thorough and well-organized"
Policy and Procedures manual, and

the fact that the "audit excellence of

the organization has been recognized
multiple times by the Association of
Local Government Auditors (ALGA)

Knighton Award.

reports state we
follow these
standards, which
includes 80 hours of
training every 2
years. We also are
peer reviewed by
ALGA every 3 years

recommendations
implemented within
a given time period

A peer review is
conducted every
three years

annual adopted
budget pages
enclosed in
Attachment 2

review. Clarity and
validity of results and
findings. Efficiencies

and train qualified
staff, ensure audit
teams comprise of
identified. staff with knowledge,

Cost/benefit over skills & abilities to
time. perform the audit,

and we have a

rigorous quality
assurance function




CITY OF PALO ALTO ATTACHMENT A
SUMMARY OF SURVEYS - INTERNAL AUDIT FUNCTION
OCTOBER 2019

Is the City Council satisfied with the value (effectiveness, efficiency
and transparency) of the internal audit function?
City Council is
generally pleased
Both the City's Policy & Services with our work, even
" . " though we don't
Committee (comprised of Council
N N report to them. They
members) and the full Council review ; X
. provide suggestions Yes, however, the
and approve each audit performed by N N N
" S y for areas to audit, internal audit
the City Auditor's Office. To my . ) y
! and have used our They are requesting | function at the City
knowledge, every audit presented has Yes N N NA as of today Yes
N B reports to create more audits was created in FY
been approved. That said, the high I L
) . ) legislation and other 18/19 and it is fairly
degree of satisfaction the Council has y y
) L ) guidance for the city. new
with the value of the City's audit S have |
ome have large
function would be best addressed by N " g_
impact, like creating
that body.
areserve fund and
trust fund to address
unfunded liabilities
10| If your agency has no internal audit function, how does it assess the
adequacy of its internal controls?
The Financial Services
Manager is an ex CPA
firm Audit Manager
that specialized in
municipal audits. He
External audit. City is responsible for
had.a cor:.plre.hfnsi\/? Fremont does not Ds.u.p.ervisini Finan?e
NA NA NA NA NA review of its interna NA External audit have an internal | V50N and ensuring
control environment . . adequate internal
audit function
performed by a CPA controls. Internal
firm in FY 2018-19 controls are also
observed and tested
annually in
conjunction with the
annual financial
statement audit.
11| Provide copies of the ing documents (if they exist):
a. Internal audit mission/vision Yes No Yes - website Yes A Yes NA NA NA
b. Annual budget for internal audit Yes Yes Yes, website? Yes Yes
c. Annual audit plan Yes No Yes, not provided Yes Yes, website
d. List of audits completed in FY 2018-19 and FY 2017-18, along
with the estimated number of hours spent on each Yes No Yes, website NA, new function Yes, website
. . . . Yes, not provided,
e. Written internal audit policies and procedures . !
P P Yes No Yes, not provided Yes being updated
f. Job description of City Auditor (or equivalent) Yes Yes Yes, website Yes Yes
g. Performance metrics (e.g., cost per audit, audit hours incurred
by auditors, audit hours incurred by auditees, elapsed time to clear l
findings) Yes No Nothing in writing | NA, new function
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Kevin W. Harper CPA & Associates

January 13, 2020

Council Appointed Officers Committee
City of Palo Alto

250 Hamilton Avenue

Palo Alto, CA 94301

Dear Committee Members:

| have reviewed the Association of Local Government Auditors letter to Members of the Palo
Alto City Council dated December 19, 2019 (“the ALGA letter”). | have the following thoughts:

1. Government Auditing Standards, issued by the General Accounting Office, Comptroller

General of the U.S., is also known as "the Yellow Book" or "GAS" or "GAGAS". You are
required to follow GAS because the writers of the City Charter said that the City Auditor
would do so. Otherwise, you would be free to follow any set of standards you want, or
even establish your own. Most government internal audit functions choose to follow GAS
but some choose Institute of Internal Audit (IlA) International Professional Practices
Framework. The two sets of standards are similar in most ways in that they address the
most important elements of an effective internal audit function, including independence of
the auditor, ethics, documentation requirements, auditor qualifications, organizational
placement, quality control, and reporting requirements. The two sets of standards vary in
extent such as how independence is defined, whether risk assessment is performed at the
audit level or entity level, the frequency of external quality assurance reviews, and the
specificity of required continuing professional education.

. I looked at both GAS and the IIA Standards in forming my recommendations. But | also
looked at best practices, the results of the survey, and considered your city's particular
situation. If it seems that there are more references to IIA documents than GAS documents
in my report, it is because IIA seems to have done more studies that were relevant to the
subject. Both sets of standards are relevant for the purposes of my report because they
both give insight into best practices.

. The ALGA letter says that if the City Auditor reports to the city manager in an administrative
manner, it would be a significant structural threat. It depends on how you define "in an
administrative manner". All decisions about auditing (e.g., areas to be audited, scope,
timing and approach) should continue to made only by the Audit Committee and the City
Auditor. See the attached article about auditor independence.

20885 Redwood Road, Castro Valley, CA 94546
(510) 593-5037 kharper@kevinharpercpa.com



4. The advisory/consulting services that | recommended you to consider can be performed as
part of the City Auditors Office or can, as we discussed, be provided by another department
because independence is not required for those types of services. The ALGA letter states
these services can create threats to independence, but the only example it cites is when the
City Auditor agrees not to audit an area that had received advisory services; the City Auditor
would not and should not agree to such a requirement. The letter concedes that GAS
outlines processes for conducting non-audit services and identified safeguards to protect
the City Auditor's independence when providing such advisory services. See the attached
article about auditor independence.

| have attached an article from the Journal of Accountancy that identifies five threats to auditor
independence and discusses how to determine an acceptable level of independence risk. You
may find it useful while determining changes to the City’s internal audit function.

Please let me know if you would like to discuss further.

Sincerely,

Kowm b Ponpn, CFA

Kevin W. Harper CPA



A Framework for Auditor Independence

BY SUSAN MCGRATH, ARTHUR SIEGEL, THOMAS W. DUNFEE, ALAN S. GLAZER
AND HENRY R. JAENICKE
December 31, 2000

[ln November the Independence Standards Board (ISB) issued an exposure draft (ED) of a
conceptual framework for auditor independence containing the concepts and basic principles that
will guide the board in its standard setting. The framework defines auditor independence as
“freedom from those factors that compromise, or can reasonably be expected to compromise, an
auditor’s ability to make unbiased audit decisions.”

It will help practitioners, investors, regulators and other standard setters understand the
significance of auditor independence and provide a common language so that those involved in
the ongoing independence debate can contribute to the development of ISB standards. The
framework does not provide easy answers to specific independence questions but it supplies a
structure and methodology for analyzing issues. This article describes the framework and some
of the reasoning behind it.

A HODGEPODGE OF REGULATIONS

The need for a framework arose from the jumble of confusing independence rules and
regulations—many in the form of interpretations issued in response to specific independence
questions—that applied to public companies and their auditors. The guidance in those
interpretations, issued over the years and under changing circumstances, sometimes conflicted
and lacked theoretical consistency. Auditors also faced challenges in applying such guidance if
the facts and circumstances of an auditor’s relationship with his or her audit client did not match
those in the interpretation. While the independence regulations helped to ensure quality audits
and contributed to the high level of financial reporting we enjoy in the United States, in today’s
increasingly complex business environment the ISB believes that some revisions are in order.
The recent SEC rule on auditor independence (see “SEC Approves Rules on Auditor
Independence”™) updates many of the independence rules and regulations, but numerous issues
remain.

The framework is the product of an open process. A task force of academics, lawyers, audit
committee members, regulators, auditors and others helped identify the issues and reviewed
drafts for clarity and completeness. The group included representatives from international
standard setters so board standards could be harmonized where possible with those used in other
countries. A board oversight task force provided direction. In addition, many individuals and
groups provided comments on the discussion memorandum, which the ISB issued earlier to alert
them to a possible ED and to solicit opinions. The board hopes the ED will receive the same
level of participation.


https://www.journalofaccountancy.com/Issues/2001/Jan/about.htm
https://www.journalofaccountancy.com/Issues/2001/Jan/about.htm

THREE STEPS

The framework defines, and identifies the goal of, auditor independence. The model for standard
setters is based on three key steps:

MIdentify threats to the auditor’s independence and analyze their significance.
BmEvaluate the effectiveness of potential safeguards, including restrictions.

mDetermine an acceptable level of independence risk—the risk that the auditor’s independence
will be compromised.

Under the model, the ISB and other standard setters are to analyze the costs and benefits of
regulations and consider the views of investors, other users of financial information and
additional interested parties.

The definition of independence does not require the auditor to be completely free of all the
factors that affect the ability to make unbiased audit decisions, but only free from those that rise
to the level of compromising that ability. For example, the audit client pays the auditor’s fee, so
complete independence is impossible and not necessary to meet the framework’s definition. The
framework doesn’t spell out specific examples of what would constitute “rising to the level of
compromising” an auditor’s independence, but it does offer a structure that will allow an auditor
to analyze whether undue bias exists in a particular situation.

Further, independence is defined as more than just compliance with the independence rules. The
proposed definition compels the auditor to make a personal assessment of his or her
objectivity—to determine if pressures and other factors compromise the ability to make unbiased
audit decisions. While this “introspective” evaluation is critical, the definition also calls for an
assessment of how activities and relationships with the audit client would appear to others; the
guidance explains that the auditor should consider the “rationally based expectations of well-
informed investors and other users.”

This inclusion of perceptions in the definition reflects the ISB’s belief that

WThe idea that independence is entirely a personal matter, which varies from auditor to auditor in
a given set of circumstances, is not useful in setting standards for all auditors.

WThe ability to be objective does not well serve the auditor or the client if no one believes that
the auditor can be objective in a given set of circumstances.

The goal of independence is “to support user reliance on the financial reporting process and to
enhance capital market efficiency.” With this aim, the ISB looks beyond the immediate benefit
of the auditor’s independence—unbiased audit decisions—to these broader targets. If standards
reduce independence risk slightly but carry unintended consequences that harm the quality of
financial reporting or capital market efficiency, they do not serve the public interest.



THREATS AND SAFEGUARDS

The framework, in identifying five types of threats to the auditor’s independence, follows the
approach of European standard-setters. These classifications are illustrations only; it is not
necessary, under the model, for an auditor to place identified threats into one of these categories:

mSelf-interest. The threat that arises when an auditor acts in his or her own emotional, financial
or other personal self-interest.

mSelf-review. The threat of bias arising when an auditor audits his or her own work or the work
of a colleague.

mAdvocacy. The threat that arises when an auditor acts as an advocate for or against an audit
client’s position or opinion rather than as an unbiased attestor.

mFamiliarity (or trust). The threat that arises when an auditor is being influenced by a close
relationship with an audit client.

mIntimidation. The threat that arises when an auditor is being, or believes that he or she is being,
overtly or covertly coerced by an audit client or by another interested party.

Some of these categories may overlap. In addition, although some involve conscious acts by an
auditor in his or her own self interest, others may result from subconscious biases.

Once an auditor identifies such threats and evaluates their significance, he or she should analyze
potential safeguards. These include procedures firms can perform to protect auditor
independence, such as review by a second partner, consultation with designated professionals in
the firm or disclosure to the audit committee. Safeguards also include restrictions on an auditor’s
relationships with an audit client, such as prohibitions on owning the stock of an audit client or
on assigning to an audit client firm professionals whose family members are employed in certain
positions at the client. Standard setters must analyze the significance of threats and the
effectiveness of potential safeguards to ensure that their standards sufficiently reduce
independence risk.

THE APPEARANCE OF INDEPENDENCE

The ED, and the discussion memorandum that preceded it, raise some significant issues. For
example, one of the most controversial aspects of the auditor independence debate is the role that
“appearance” should play in setting standards. The “appearance” concept—though not well
defined—is ingrained in the existing independence literature. Indeed, everyone who has taken an
introductory auditing course knows that auditors must be independent in both fact and
appearance. But what does it mean to “appear” independent? Whose perceptions count?

In assessing appearances, the existing literature directs the auditor to consider whether a
“reasonable investor knowing all the facts and circumstances” would believe a particular
relationship or activity with an audit client might affect the auditor’s independence. Implicit in



this guidance is the notion that independence lends credibility to the audit process and to the
client’s financial reporting process. Some of those who commented on the discussion
memorandum, while acknowledging the importance of credibility, point out the difficulties
involved in identifying and assessing appearances, the probable lack of consensus about the
circumstances and relationships likely to affect the auditor’s independence and the resulting
difficulty in determining whose views are “reasonable.” Others ask why standard setters should
worry about perceptions. Rules that promote actual auditor independence theoretically should
lead to a public perception of the independence of the profession. Standards that promote the
appearance of independence without an actual enhancement would be misleading.

We suspect that the requirement to consider appearances arose with the recognition that
“independence in mind”—actual auditor independence—is impossible for investors and others to
assess. In determining whether to avoid a particular activity or relationship, therefore, the auditor
should be guided not solely by the effect the activity or relationship would have on his or her
objectivity, but by the effect it would be expected to have on most auditors’ objectivity. The
literature directs the auditor to consider how investors and others would view the activity or
relationship in question. Similarly, a standard setter, charged with working to protect the
independence of auditors generally, cannot set standards based on an individual auditor’s state of
mind but on situations or relationships that would likely threaten the independence of most
auditors.

How should the ISB consider appearances in its standard setting today? The discussion
memorandum suggested that appearances could be incorporated into the standard-setting process
in one of three ways if the board concludes that enhancing financial statement credibility—in
addition to financial statement reliability—is an appropriate goal of auditor independence. One
method is to solicit the views of all interested parties and develop independence standards that
reflect them. If the views of all stakeholders are weighted evenly, this could result in standards
“by majority rule.”

Another option is to solicit the views that reflect the likely perceptions of a hypothetical group—
“reasonable, fully informed users of financial information.” The difficulty with this approach, of
course, for the ISB is that it must infer the views of the hypothetical group.

A third approach, and the one the board favors, is to solicit the views of all interested parties, but
to develop independence standards based on the board’s judgment about how best to meet the
goal of auditor independence. The board would neither ignore appearances nor base its decisions
solely on the perceptions of interested parties. After all, board members were selected for their
judgment, experience and knowledge. They have spent a great deal of time over the past three
years educating themselves on the issues and are uniquely positioned to be “fully informed” of
both the threats to auditor independence and the systems in place to protect it. As long as the
standards are effective (and penalties for noncompliance swift and firm), audit failures related to
independence impairments should be minimal, and investors’ belief in the independence of the
auditors should reflect that reality.

It is noteworthy that the ED, in its discussion of the definition and goal of independence, stresses
that the ISB and other standard setters should consider the perceptions of investors and other
users of financial information. While the board’s policies require, and the framework principles



endorse, the board’s consideration of the views of all interested parties in auditor independence,
the ED emphasizes that independence is designed to promote the reliability and credibility of
financial information for investors and other users.

THE RIGHT BALANCE

Perhaps the framework’s most significant contribution will be its formal recognition that auditor
independence is merely a means to an end—not the ultimate goal. Quality audits and reliable and
credible information that contribute to efficient capital markets are the objectives. In other
words, the ISB and other standard setters must look at the big picture and at the possible
consequences of their regulations. For example, a standard that enhances auditor independence
slightly but discourages qualified people from entering the profession may, in the long run, harm
audit quality. This thinking is reflected in ISB Standard no. 3, the board’s pronouncement on
employment with audit clients. In it, the board concluded that prohibiting former firm partners
and other professionals from accepting jobs with audit clients could significantly reduce the
profession’s appeal and harm clients seeking to improve their financial management. Mandating
safeguards, the board concluded, would achieve the same independence benefits without the
adverse consequences. The framework is designed to be the foundation for broad and nuanced
independence standards that reflect the complexities of the issues they address.

For more information...

To obtain a copy of the ISB exposure draft (ED 00-2, A Conceptual Framework for Auditor
Independence ), go to the board’s Web site at www.cpaindependence.org or call the ISB at 212-
596-6133. The comment period ends February 28, 2001.



http://www.cpaindependence.org/

COUNCIL MEETING
January 21, 2020

[[IReceived Before Meeting
Council Appointed Officers Committee

paLo DRAFT MINUTES

Special Meeting
December 19, 2019

Mayor Filseth called the meeting to order at 12:02 P.M. in the Community
Meeting Room, 250 Hamilton Avenue, Palo Alto, California.

Present: DuBois, Filseth (Chair), Kniss
Absent:
Oral Communications

Mayor Filseth

Agenda Items

1. Discussion and Recommendation That the City Council Accept the
Report, “Internal Auditing Practices: City of Palo Alto Relative to
Industry Standards”.

MOTION: Council Member DuBois moved, seconded by Council Member
XXX to recommend the City Council accept the report, “Internal Auditing
Practices: City of Palo Alto Relative to Industry Practices”, and give serious
focus to Recommendations Number 5 and 8.

MOTION RESTATED: Council Member DuBois moved, seconded by Chair
Filseth to recommend the City Council accept the report, “Internal Auditing
Practices: City of Palo Alto Relative to Industry Practices”, with a focus on
Recommendation Numbers 5 and 8, and ask consultant, Kevin W. Harper, to
be prepared to discuss the issue of appropriate accounting standards at a
future Council meeting.

MOTION PASSED: 3-0

ADJOURNMENT: The meeting was adjourned at 12:47 P.M.

Pagelof1l



To: City Council cc: City Manager
From: Eric Filseth, 2019 CAO Committee Chair

Subj: Notes on CAO Committee Meeting Dec 19, 2019 COUNCIL MEETING
Date: Jan 20, 2020 __January 21, 2020 4
e e [dReceived Before Meeting

The Council Appointed Officers (CAQ) committee met on Dec 19, 2019 to review the Kevin Harper and Associates
Report, “Internal Auditing Practices: City of Palo Alto Relative to Industry Practices.”

The objective of the Kevin Harper engagement was to survey how other agencies managed their internal Auditing
function, in order to make comparisons and gain insights relative to how Palo Alto performs this. There was not an
organizational review of the Palo Alto office.

The CAO committee made the following recommendation to Council (3-0):

Accept the report, “Internal Auditing Practices: City of Palo Alto Relative to Industry Practices,”
with a focus on Recommendation Numbers 5 and 8, and ask consultant, Kevin W. Harper, to be
prepared to discuss the issue of appropriate accounting standards at a future Council meeting.

The Report itself is 15 pages long and covers several topics, including assessments of other agencies, and discussion of
Internal Auditing roles, organization, and independence policies recommended by industry associations such as the IIA.

It also makes 8 recommendations it suggests Palo Alto consider. These are summarized below; | have edited them for
brevity, but the full text is on the listed page numbers in the Report.

Harper Report - 8 Recommendations

1. P6: Determine where to operate on the “Assurance Provider - Problem Solver - Trusted Advisor” continuum.
a. Consider delineating management advisory services vs formal Internal Audits
b. Suggestions on “Functional” vs “Administrative” reporting chain

2. P8: Internal audits generally be scoped with a smaller number of hours, in order to increase the number of risk
areas that can be audited each year.

3. P9: Select and track a small number of performance metrics that align with stakeholder expectations.

4. P11: Suggested “Minimum” and “Preferred” qualifications for City Auditor position

5. P13: Consider contracting out 1-2 of its internal audits with external service providers.

6. P14: Determine the reasons for the backlog of 41 unimplemented audit recommendations (25 older than 1 year).
7. P14: Conduct an annual survey or other formal method of stakeholder feedback.

8. P15: Conduct an annual citywide risk assessment as part of the annual Audit Plan.
a. Several suggestions on guiding such an assessment.
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Brettle, Jessica
.

_ _
From: Kathy Anderson <Kathy.Anderson@theiia.org>
Sent: Wednesday, January 8, 2020 7:23 AM
To: Council, City
Subject: Internal Audit Practices: City of Palo Alto Relative to Industry Practices
Attachments: Letter to Palo Alto City Council Members 08JAN2020.pdf; OnRisk-2020-Report_0.pdf

Importance: High

CAUTION: This email originated from outside of the organization. Be cautious of opening
attachments and clicking on links.

Please see the attached letter from Richard F. Chambers, President & Chief Executive Officer of The Institute of Internal
Auditors, concerning the recent report “Internal Aud Practices: City of Palo Alto Relative to Industry Practices”. If you
have any questions or would like to discuss further, please don’t hesitate to contact us.

Sincerely,
Kathy Anderson

Kathy Anderson, CRMA

Certified Association Executive

Managing Director, North American Advocacy

The Institute of Internal Auditors, Global Headquarters

Tel: +1-407-937-1291 | Fax: +1-407-937-1101 | M: +1-407-790-0620
www.theiia.org | Kathy.anderson@theiia.org

Connect with The llA:
Facebook ﬁ LinkedlIn E Twitter m The Audit Channel h Google+

. The Institute of Internal Auditors (llA) is an international professional associatton of more
The InnitUte_Of than 200,000 members. The llA is recognized as the internal audit profession's leader in
Internal Auditors certification, education, research, and technical guidance throughout the world.

DISCLAIMER: This email message and all attachments are confidential and may contain information that 1s privileged, confidential or exempt from disclosure
under applicable law. If you are not the intended recipient, you are notified that any dissemination, distribution or copying of this email is strictly prohibited. If you
have received this email in error, please notify the sender immediately by return email and destroy the onginal message. Opinions, conclusions and other
information in this message that do not relate to the official business of The IIA, shall be understood to be neither given nor endorsed by The lIA



A
The Institute of
Internal Auditors

Glokal Headguarters

1035 Greenwood Blvd, Sujte 401
Lake Mary, FL 32746 USA

T: +1-407-937-1100

F: +1-407-937-1101
www.theiia.org

Richard F. Chambers

Certified Internal Auditor

Qualification in Internal Audit Leadership
Certified Government Auditing Professional
Certification in Control Self-Assessment
Certification in Risk Management Assurance
President and Chief Executive Officer

T: +1-407-937-1200
E-mail: richard.f.chambers@theiia.org

T VIA: city. il@ci loalto.or

January 8, 2020

TO: Eric Filseth, Palo Alto Mayor
Adrian Fine, Palto Alto Vice Mayor
Alison Cormack, Council Member
Tom DuBois, Council Member
Liz Kniss, Council Member
Lydia Kou, Council Member
Greg Tanaka, Council Member

RE: Internal Audit Practices: City of Palo Alto Relative to Industry Practices

The Institute of Internal Auditors (I1A) recently reviewed the report
prepared by Kevin W. Harper CPA & Associates titled “Internal Auditing
Practices: City of Palo Alto Relative to Industry Practices.” Based on the
report and its recommendations, we understand that the Palo Alto City
Council is considering a change in the reporting structure for internal
audit. This would include having the city auditor report to the city
manager rather than to the City Council. The IIA, as the standard-setter
for the internal audit profession in the United States and worldwide, is
concerned that these changes would undermine the independence and
critically important role of internal audit in Palo Alto, negatively
impacting the public’s interest.

We believe that the City of Palo Alto should maintain the current
reporting structure of its internal audit function to continue to provide
objective insights, improve efficiency of operations, assess controls,
evaluate risk and protect assets, and ensure compliance with laws and
regulations.

An independent audit function, as articulated in the widely accepted
International Standards for the Professional Practice of Internal Auditing,
enhances accountability to taxpayers and helps to ensure that public
funds are properly spent. If structured and staffed appropriately, an
independent audit department can proactively prevent problems by



evaluating controls through regular reviews. Because an internal audit function is more familiar
with city operations and processes, it is quicker to respond to requests and available to follow up
on recommendations and implementations.

To ensure the City’s internal audit function remains independent, objective, appropriately staffed,
has an appropriate reporting structure, and functions in conformance with professional
Standards, we recommend the following:

Internal Audit Needs to Be Supported by the City Council and City Management.

It is vital that the City Council drive a culture in which all city employees understand the
importance and value of the internal audit function. This includes building an internal
audit function based on identifying the most effective ways for the city to deliver on its
mission and objectives.

The City Council must embrace the importance of independence and objectivity. A
properly resourced internal audit function, independent from management, can provide
insightful recommendations on how to achieve objectives more effectively, ensure
mitigation of related risks, and safeguard taxpayer dollars.

Although internal audit may discover ineffective and inefficient processes and practices
and recommend corrective actions, the City Council and city management must resist any
temptation to box in internal audit or diminish its role when friction might occur. Instead,
and in the public interest, all must remain committed to supporting the inherent benefits
of independent and objective assurance, which internal audit provides.

Internal Audit Needs to Be Independent.
Independence is the freedom from conditions that threaten the ability of the internal audit

activity to carry out its responsibilities in an unbiased manner. To achieve the degree of
independence necessary to effectively carry out these responsibilities, the chief audit
executive must have direct and unrestricted access to both city management and the City
Council. The City Auditor must also be free from any undue influence of city management.
This influence can appear in many forms, including inappropriate administrative or
functional reporting relationships, budgetary constraints, and decision-making around
personnel issues (e.g, hiring/firing and compensation).

Internal Audit Needs to Be Objective.
Objectivity is demanded in the Standards, ensuring internal auditors’ work is of high

quality and is not compromised’. Objectivity requires that internal auditors do not
subordinate their judgment on audit matters to others.

Internal Audit Needs to Be Appropriately Resourced.

The chief audit executive must ensure that internal audit resources are appropriate,
sufficient, and effectively deployed to achieve stated objectives included in the audit plan.
Appropriate refers to the mix of knowledge, skills, and other competencies needed to
perform the audit plan. Sufficient refers to the quantity of resources needed to accomplish
the plan. Resources are effectively deployed when they are used in a way that optimizes
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the achievement of the approved plan. Staffing decisions should be at the discretion of the
appointed City Auditor and should not be subject to influence from city management.

Internal Audit N n Appropriate Reporti ure.

The chief audit executive must report to a level within the city that allows the internal
audit activity to fulfill its responsibilities. In a municipal environment, this is appropriately
achieved by appointment of the City Auditor directly by the City Council. Alternatively, the
City Council may choose to establish an independent audit committee comprising a
majority of independent citizens. In either case, the City Council (or the independent audit
committee) maintains full responsibility of the appointment and performance of the City
Auditor, similar to the reporting relationship the City Manager maintains with the City
Council. The City Council should view the internal audit function as its primary partner in
providing effective and independent oversight of city operations.

Internal Audit Needs to Function in Conformance with Professional Standards.
Professional Standards for the practice of internal auditing, contained in the International
Professional Practices Framework (IPPF) or Red Book, have been adopted, fully embraced
and referenced by organizations across the globe, including the Basel Committee on
Banking Supervision (BCBS), the United States Federal Reserve, federal, state and local
government entities, and publicly traded and privately held organizations of all sizes.
Conformance to the Standards strengthens the delivery of internal audit services, which in
turn helps improve governance, manage risks, and implement controls to more effectively
achieve established organizational goals.

The I1A is dedicated to supporting quality, professional, and ethical practices across all industries
and public enterprises. The IIA encourages the City Council to familiarize itself with the attached
OnRisk 2020 report. While this report is based on data from the corporate sector, the findings are
relevant across all sectors and may serve to better inform the City Council on the important and
distinct roles necessary for effective risk management: the Board (City Council), management,
and independent internal audit.

We welcome the opportunity to provide additional guidance or information to assist the City
Council as it deliberates this issue. Please contact Kathy Anderson, The II1A’s Managing Director of
North American Advocacy, at kathy.anderson@theiia.org or 407-937-1291 if you have any
questions or would like to discuss further.

Sincerely,

dr 7 Cl i

Richard F. Chambers, CIA, QIAL, CGAP, CCSA, CRMA
President and Chief Executive Officer

Attachment: OnRisk 2020: A Guide to Understanding, Aligning, and Optimizing Risk
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Association of Local Government Auditors

December 19,2019

Members of the Palo Alto City Council
250 Hamilton Avenue
Palo Alto, California 94301

The Association of Local Government Auditors (ALGA) became aware that a Palo
Alto City Council Committee will discuss the consultant report, “Internal Audit
Practices: City of Palo Alto Relative to Industry Standards” today. We are writing to
express our concerns about the report and to provide additional information that we
believe will be useful in the committee’s and Council’s discussions related to the Palo
Alto City Auditor’s Office.

A government auditing function independent of management and operating under
Government Auditing Standards plays a key role in effective governance, public
accountability, and transparency. The Palo Alto City Auditor’s Office is established as
an independent government audit function with the city auditor appointed by and
reporting to the City Council.! The office is also required to follow Government
Auditing Standards (GAGAS) in conducting its work.2 The office conducts audits in
accordance with these standards and has successfully undergone required external peer
reviews. The opinions from the last two peer reviews (2014 and 2017) found the
internal quality control system of the Palo Alto City Auditor’s Office was suitably
designed and operating effectively to provide reasonable assurance of compliance with
Government Auditing Standards. The consultant’s recommendations would weaken
the existing structure.

The consultant’s report relies on internal auditing standards and guidance that are more
oriented towards the private sector rather than the Government Auditing Standards that
are used in Palo Alto and relevant for government auditing. The report also focuses on
“internal audit” however, under Government Auditing Standards the Palo Alto City
Auditor’s Office is an “external audit” function, which further protects and enhances its
independence.

Government Auditing Standards (2018 Revision)

3.52 The ability of an audit organization structurally located in a government entity to perform work
and report the results objectively can be affected by its placement within the government entity and
the structure of the government entity being audited. The independence standard applies to
auditors in both external audit organizations (reporting to third parties externally or to both internal
and external parties) and internal audit organizations (reporting only to senior management within
the audited entity). Such audit organizations are often subject to constitutional or statutory
safeguards that mitigate the effects of structural threats to independence.

3.53 For external audit organizations, constitutional or statutory safeguards that mitigate the effects
of structural threats to independence may include governmental structures under which a
government audit organization is:
b. placed within a different branch of government from that of the audited entity—for example,
legislative auditors auditing an executive branch program.

3.54 Safeguards other than those described in paragraph 3.53 may mitigate threats resulting from
governmental structures. For external audit organizations, structural threats may be mitigated if the
head of the audit organization meets any of the following criteria in accordance with constitutional
or statutory requirements:
b. elected or appointed by a legislative body, subject to removal by a legislative body, and
reporting the results of engagements to and accountable to a legislative bady;

! Palo Alto Charter Sec. 1.
2 Palo Alto Municipal Code 2.08.130(4)(b).



The city auditor works for the Council and audits management. The charter and ballot language
establishing the city auditor created a position and office that is independent of management to provide
elected officials and the public with information. Independence is a requirement under Government
Auditing Standards.

Government Auditing Standards (2018 Revision)
3.18 In all matters relating to the GAGAS engagement, auditors and audit organizations must be independent from an
audited entity.

The consultant’s recommendation, based on IIA guidance, that the city auditor report to the city manager in an
administrative manner is a significant structural threat to the independence of the City Auditor’s Office and not
appropriate for an external government audit function. Some of the administrative reporting examples outlined
by the consultant could result in management inappropriately exerting control over audit work. The Council can
exercise functional and administrative oversight of the city auditor and City Auditor’s Office as a body and/or
through an Audit Committee that does not include anyone from management. ALGA has developed Audit
Committee Guidance that describes the importance of an audit committee, how it should be structured, and the
responsibilities of the committee.

The consultant also recommended the city auditor provide management with advisory/consulting services as
well as track this as a performance measure. Advisory/consulting services can create threats to independence,
even to the point that the city auditor could not audit programs and activities for which advisory/consulting
services were performed. The Government Auditing Standards outline processes for conducting nonaudit
services that could be provided to management and identifies safeguards to protect the office’s independence.
However, providing nonaudit services to management reduces the amount work the city auditor and City
Auditor’s Office can conduct for the Council.

The consultant listed and recommended a number of measures to evaluate the performance of an audit office.
ALGA has also developed Performance Measures for Audit Organizations to provide examples of performance
measures that can be used to evaluate a government audit office.

Palo Alto Municipal Code notes that the city auditor shall be a licensed CPA or CIA; the consultant report notes
this as a preference and recommends a set of minimum qualifications. ALGA’s Model Legislation also outlines
qualifications/competencies the Council may want to review.

Please do not hesitate to contact us if you have questions or would like additional resources. You can reach our
committee’s Senior California advisor Ann-Marie Hogan (recently retired City Auditor of Berkeley, California),
at amhogan@pacbell.net. You can contact me at (816) 513-3303 or douglas.jones@kcmo.org.

Sincerely,

Douglad Jones, CGAP, CIA, CRMA

City Auditor, Kansas City, Missouri
Chair, ALGA Advocacy Committee

cc: Pam Weipert, ALGA President
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Re:  City Auditor’s Office

Honorable Mayor and City Council:

I am writing on behalf of my client Houman Boussina regarding the City Council’s
consideration of a report on the City Auditor’s Office by Kevin Harper.

Under Government Auditing Standards' my client, Mr. Boussina, has an ethical

obligation to:

e Rebut the erroneous and misleading information, conclusions, and recommendations in
a report by Kevin W. Harper CPA & Associates titled “Internal Auditing Practices: City
of Palo Alto Relative to Industry Practices.”

e Provide context and clarification to focus the City’s attention on concerns about the

Office of the City Auditor.

! Government Auditing Standards state: “In discharging their professional responsibilities, auditors may encounter
conflicting pressures from management of the audited entity, various levels of government, and other likely users.
Auditors may also encounter pressures to inappropriately achieve personal or organizational gain. In resolving those
conflicts and pressures, acting with integrity means that auditors place priority on their responsibilities to the public

interest.”

San Francisco Office: 100 Pine Street, Suite 350 San Francisco, California 94111  Phone: 415.409.8900
Walnut Creek Office: 1255 Treat Boulevard, Suite 300 Walnut Creek, California 94597 Phone: 925.932.7171

www. cofolaw.com
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The report validates complaints about Former City Auditor Harriet Richardson’s
mismanagement but is silent on responsibility and accountability for negative outcomes at
the Auditor’s Office.

Starting in 2015, Mr. Boussina formally communicated his concerns to the City Council
about the negative impact of City Auditor Harriet Richardson’s leadership on the Auditor’s
Office’s ability to meet its mission. The concerns, which the City has not appropriately
addressed, included the following:

e Amending the City’s Municipal Code to remove requirements to comply with the
Institute of Internal Auditor’s (IIA) auditing standards.

o Elimination of the office’s risk assessment process that had been used to select and
prioritize audits.

e Compromises to the office’s independence from management.
e Unprecedented delays in Richardson’s review and approval of audit work.
e Risks to the reputation and credibility of the City Auditor’s Office.

Ironically, Mr. Harper’s report used the ITA’s auditing standards, which the City
discarded under Richardson’s leadership, to assess the office. The report fails to identify or
acknowledge years of mismanagement under Richardson, as reported by staff auditors and
whistleblowers, and does not identify who was accountable or responsible for the negative
outcomes it alleges, including low office productivity and high cost. This has unfairly exposed
the office staff, who have not had a supervisor since November 2018, to direct criticism and
blame for the report’s conclusions. As explained in this document, Mr. Harper’s report is
fundamentally flawed, and using the IIA’s auditing standards to assess the office was
inappropriate given the City’s actions to eliminate using the standards in 2014.

Office whistleblowers suffered retaliation and blame for lack of productivity at Auditor’s
Office.

On May 15, 2018, the City’s Finance Committee voted unanimously to outsource all
staff auditor positions after a few minutes of discussion regarding City Auditor Richardson’s
allegations that she had underperforming, unproductive staff. The Finance Committee tabled the
decision after public outcry; however, when Ms. Richardson unexpectedly announced her
retirement in November 2018,? the City did not take action to recruit a City Auditor, effectively
denying leadership to the office and its staff.

In a letter to the Palo Alto City Council on August 9, 2018, my client and his colleagues
provided information to outline and clarify serious problems in the office that had negatively
impacted productivity and the ability of the office to achieve its mission. The letter focused on
City Auditor Richardson’s pervasive misconduct and mismanagement, including publicly issued
audit reports that were inaccurate and misleading. The letter also highlighted the retaliation

! See Richardson’s report and the City Council’s 2014 Ordinance amending the City’s Municipal Code to eliminate
the requirement to apply the I1A’s auditing standards:
https://www.cityofpaloalto.org/civicax/filebank/documents/44304

3 Ms. Richardson did not actually retire. She took a position as Bay Area Rapid Transit’s Inspector General.
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against the office staff who had in good faith met their ethical obligations to report the issues to
City management. Unfortunately, to our knowledge, the City has not acknowledged or taken
corrective action to address the wrongdoing. Instead, the City made working conditions
extremely difficult for the entire office starting in 2018 by denying supervision, performance
evaluations, and the opportunity for merit-based pay increases that are provided to other City
employees. Indeed, two of the staff auditors have terminated their employment with the City
since October 2018.

Former City Auditors and the Association of Local Government Auditors urge rejection
of report.

Prior to the December 19, 2019 Palo Alto Council Appointed Officers (CAQ) meeting,
the Association of Local Government Auditors (ALGA) issued a letter to the Palo Alto City
Council expressing concerns about Mr. Harper’s report. ALGA is the primary authority on local
government auditing with membership that includes city auditors and recognized authorities
throughout the U.S. and Canada. ALGA’s services include the provision of mandatory, triennial
assessments of audit functions, including the Palo Alto City Auditor’s Office, for compliance
with Government Auditing Standards. The ALGA letter stated that Mr. Harper’s
recommendations would “weaken the existing structure” of our office, whose compliance with
the relevant, mandated Government Auditing Standards has been certified in separate,
independent external quality control reviews of our office since at least 2005 and most recently
in 2014 and 2017. The ALGA letter also stated that Mr. Harper had used an inappropriate set of
standards in assessing our office. We are also aware that two former Palo Alto City Auditors
cautioned the CAO Committee against recommending that the City Council accept Mr.
Harper’s report and implement its recommendations.

CAO Committee accepted the admittedly flawed report that inaccurately portrayed the
Palo Alto City Auditor’s Office as costly and inefficient.

On December 19, 2019, the CAO Committee met and approved a motion to recommend
that the City Council accept Mr. Harper’s report. The motion included a statement that Council
should place special emphasis on recommendations number five and eight, which state that the
City should consider outsourcing one or two of its “internal audits” to bring down the average
cost per audit and better assess the costs vs. benefits of outsourcing, and that the City should
conduct a city-wide risk assessment annually as part of the annual audit plan. The report
describes “total outsourcing” of the Auditor’s Office’s services as an alternative.

During the meeting, the CAO Committee expressed concern at the alleged high cost of
audits and low productivity at the Auditor’s Office based on calculations and benchmarking
shown in a summary table on page 7 of Mr. Harper’s report. Mr. Harper, who attended via
teleconference, cautioned the CAO Committee members that they should not “hang their hat”
on the figures on page 7 and that the benchmarking did not ensure a valid comparison of
comparable work products. Mr. Harper, a certified public accountant, characterized his own
benchmarking as an “apples to oranges” comparison.

Highly inaccurate, misleading benchmark figures, inappropriate methodology and invalid
conclusions used in the report.
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The information on page 7 is inaccurate and misleading because of serious flaws in the
methodology used to calculate audit costs and productivity, and it wrongly paints the Auditor’s
Office as inefficient and costly in comparison to benchmark cities. For example:

e Mr. Harper’s report includes ostensibly comparable figures for the City of Santa Clara;
however, Santa Clara did not have a comparable audit function until July 2019 and has
not yet issued a single performance audit report.

e Mr. Harper’s figures appear to show higher productivity in Berkeley, Fresno, and
Oakland but, as he himself stated, the figures presented for different cities are “apples to
oranges.” Thus, any such comparison is inaccurate and misleading. For example, the
other jurisdictions have apparently included some lesser administrative reports,
mandated, limited-scope reviews, and follow-up reviews that are not included for Palo
Alto, thereby understating Palo Alto’s relative productivity.

e Mr. Harper’s report, on page 7, assumes a staffing level of 5 “internal audit full-time
equivalents (FTEs)” at Palo Alto in order to calculate the “# of Audits per FTE” in his
report. Starting in July 2019, however, the office has only been operating with 3 FTE
and there has been no effort by the City to recruit or fill the two vacant positions.

e Mr. Harper’s calculation of the cost per audit is simplistically calculated by dividing the
office budget by the average number of audit reports that benchmark jurisdictions self-
reported in a survey that did not provide guidance as to what counts as an audit.
Moreover, there are many factors that impact the number of audits that generally render
such comparisons meaningless. For example, an audit report that has four findings
could be issued as two separate audit reports with two findings each, purely at the
discretion and preference of a different City Auditor. Also, performance audits, unlike
many mandated financial and compliance audits, can vary enormously in terms of the
scope, level of complexity, and the environment in which the work is conducted.
Moreover, and most significantly, the report does not take into account the
tumultuous reign of Ms. Richardson, which damaged productivity, and the
vacuum in leadership since her departure which has resulted in delays in the
issuance of completed audits.

e The report states, “The cost per audit calculated at $417,000 above is very high.” Mr.
Harper compares this figure with the cost of the City’s annual financial audit, which he
states is a “more comprehensive audit than most internal audits” and costs $168,000 per
year. The scope and methodology of the City’s mandated, recurring annual financial
audit is generally standardized and not comparable with the wider scope and
methodology used in performance audits.

Appointment of a new City Auditor can begin the process to restore operation of the
office.

Although the Palo Alto City Auditor’s Office has admittedly faced significant problems,
including damage to its productivity as a result of Ms. Richardson’s tenure, the scope of Mr.
Harper’s review diverts attention from the root causes that still need to be addressed and instead
introduces inaccurate information that further damages the office and its credibility.

My client respectfully suggests that the City’s interests would be best served if the City
Council meets its mandate to appoint a qualified interim City Auditor and engage in a process to
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recruit and appoint a permanent City Auditor who can meet the City Charter and Municipal
Code mandates to provide independent, objective audits under Government Auditing Standards.
The new City Auditor can restore leadership and supervision and work with the City Council to
restore operations at the office.

In conclusion, my client and his colleagues at the office are dedicated professionals with
the City’s best interests at heart. We hope the City Council will take this letter in the
constructive spirit in which it is intended and will not take any actions which undermine the
important role of the City Auditor’s Office and/or lead to employment litigation exposure for
the City.

If you have any questions, please do not hesitate to give me a call, and niy client and his
colleagues are also available for constructive dialogue.

Sincerely,

=

Karl Olson

Cc: Houman Boussina
Terence Howzell, Esq.
Warren Melitzky, Esq.

Enclosures.
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SENT VIA: city.council@cityofpaloalto.org
January 8, 2020

TO: Eric Filseth, Palo Alto Mayor
Adrian Fine, Palto Alto Vice Mayor
Alison Cormack, Council Member
Tom DuBois, Council Member
Liz Kniss, Council Member
Lydia Kou, Council Member
Greg Tanaka, Council Member

RE: Internal Audit Practices: City of Palo Alto Relative to Industry Practices

The Institute of Internal Auditors (11A) recently reviewed the report
prepared by Kevin W. Harper CPA & Associates titled “Internal Auditing
Practices: City of Palo Alto Relative to Industry Practices.” Based on the
report and its recommendations, we understand that the Palo Alto City
Council is considering a change in the reporting structure for internal
audit. This would include having the city auditor report to the city
manager rather than to the City Council. The IIA, as the standard-setter
for the internal audit profession in the United States and worldwide, is
concerned that these changes would undermine the independence and
critically important role of internal audit in Palo Alto, negatively
impacting the public’s interest.

We believe that the City of Palo Alto should maintain the current
reporting structure of its internal audit function to continue to provide
objective insights, improve efficiency of operations, assess controls,
evaluate risk and protect assets, and ensure compliance with laws and
regulations.

An independent audit function, as articulated in the widely accepted
International Standards for the Professional Practice of Internal Auditing,
enhances accountability to taxpayers and helps to ensure that public
funds are properly spent. If structured and staffed appropriately, an
independent audit department can proactively prevent problems by



evaluating controls through regular reviews. Because an internal audit function is more familiar
with city operations and processes, it is quicker to respond to requests and available to follow up
on recommendations and implementations.

To ensure the City’s internal audit function remains independent, objective, appropriately staffed,
has an appropriate reporting structure, and functions in conformance with professional
Standards, we recommend the following:

I Audit Needs to Be pported b

91 idi £ ! ’ Yy D€ HPPOILCU s 1{1RV . aECmen
Itis vital that the City Council drive a culture in which all city employees understand the
importance and value of the internal audit function. This includes building an internal
audit function based on identifying the most effective ways for the city to deliver on its
mission and objectives.

The City Council must embrace the importance of independence and objectivity. A
properly resourced internal audit function, independent from management, can provide
insightful recommendations on how to achieve objectives more effectively, ensure
mitigation of related risks, and safeguard taxpayer dollars.

Although internal audit may discover ineffective and inefficient processes and practices
and recommend corrective actions, the City Council and city management must resist any
temptation to box in internal audit or diminish its role when friction might occur. Instead,
and in the public interest, all must remain committed to supporting the inherent benefits
of independent and objective assurance, which internal audit provides.

Internal Audit Needs to Be Independent.
Independence is the freedom from conditions that threaten the ability of the internal audit
activity to carry out its responsibilities in an unbiased manner. To achieve the degree of
independence necessary to effectively carry out these responsibilities, the chief audit
executive must have direct and unrestricted access to both city management and the City
Council. The City Auditor must also be free from any undue influence of city management.
This influence can appear in many forms, including inappropriate administrative or
functional reporting relationships, budgetary constraints, and decision-making around
personnel issues (e.g., hiring/firing and compensation).

i jecti
Objectivity is demanded in the Standards, ensuring internal auditors’ work is of high
quality and is not compromised’. Objectivity requires that internal auditors do not
subordinate their judgment on audit matters to others.

ANterna Al th : RESOUTCTN

The chief audit executive must ensure that internal audit resources are appropriate,
sufficient, and effectively deployed to achieve stated objectives included in the audit plan.
Appropriate refers to the mix of knowledge, skills, and other competencies needed to
perform the audit plan. Sufficient refers to the quantity of resources needed to accomplish
the plan. Resources are effectively deployed when they are used in a way that optimizes
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the achievement of the approved plan. Staffing decisions should be at the discretion of the
appointed City Auditor and should not be subject to influence from city management.

s A% FALICA) v 3}, ! e REePorting »truceure
The chief audit executive must report to a level within the city that allows the internal
audit activity to fulfill its responsibilities. In a municipal environment, this is appropriately
achieved by appointment of the City Auditor directly by the City Council. Alternatively, the
City Council may choose to establish an independent audit committee comprising a
majority of independent citizens. In either case, the City Council (or the independent audit
committee) maintains full responsibility of the appointment and performance of the City
Auditor, similar to the reporting relationship the City Manager maintains with the City
Council. The City Council should view the internal audit function as its primary partner in
providing effective and independent oversight of city operations.

Audit Needs an Appropri

ternal AQ NCEAS TO rUN v 1CE i : 1 aflQ .
Professional Standards for the practice of internal auditing, contained in the International
Professional Practices Framework (IPPF) or Red Book, have been adopted, fully embraced
and referenced by organizations across the globe, including the Basel Committee on
Banking Supervision (BCBS), the United States Federal Reserve, federal, state and local
government entities, and publicly traded and privately held organizations of all sizes.
Conformance to the Standards strengthens the delivery of internal audit services, which in
turn helps improve governance, manage risks, and implement controls to more effectively
achieve established organizational goals.

The 1IA is dedicated to supporting quality, professional, and ethical practices across all industries
and public enterprises. The [IA encourages the City Council to familiarize itself with the attached
OnRisk 2020 report. While this report is based on data from the corporate sector, the findings are
relevant across all sectors and may serve to better inform the City Council on the important and
distinct roles necessary for effective risk management: the Board (City Council), management,
and independent internal audit.

We welcome the opportunity to provide additional guidance or information to assist the City
Council as it deliberates this issue. Please contact Kathy Anderson, The lIA’s Managing Director of
North American Advocacy, at kathy.anderson@theiia.org or 407-937-1291 if you have any
questions or would like to discuss further.

Sincerely,

Ghr 2 Ch i

Richard F. Chambers, CIA, QIAL, CGAP, CCSA, CRMA
President and Chief Executive Officer

Attachment: OnRisk 2020: A Guide to Understanding, Aligning, and Optimizing Risk

3of3



OFFICERS

President

Pam Weipert
Compliance Officer
Qakland County, M1

President Elect

Larry Stafford

Audit Services Manager
Clark County, WA

Secretary

Chris Horton
County Auditor
Arlington, VA

Treasurer

Justin Anderson

Senior Management Auditor
King County, WA

Past Presudent

Kristine Adams-Wannberg
Senior Management Auditor
Portland. OR

BOARD MEMBERS
AT LARGE

Lisa Callas
Audit Coordimator
Edmonton. AB

Andrew Keegan
Assistant City Auditor
Austin, TX

Lisa Monteiro
Semior Management Auditor
Anaheim, CA

Carolyn Smith
Chief Audit Exccutive
Columbus City Schools, O

MEMBER SERVICES

449 Lewis Hargett Circle
Suite 290

Lexington, KY 40503
Phone: (839) 276-0686
Fax: (839) 278-0507

www.algaonline.org

Association of Local Government Auditors

December 19, 2019

Members of the Palo Alto City Council
250 Hamilton Avenue
Palo Alto, California 94301

The Association of Local Government Auditors (ALGA) became aware that a Palo
Alto City Council Committee will discuss the consultant report, “Internal Audit
Practices: City of Palo Alto Relative to Industry Standards” today. We are writing to
express our concerns about the report and to provide additional information that we
believe will be useful in the committee’s and Council’s discussions related to the Palo
Alto City Auditor’s Office.

A government auditing function independent of management and operating under
Government Auditing Standards plays a key role in effective governance, public
accountability, and transparency. The Palo Alto City Auditor’s Office is established as
an independent government audit function with the city auditor appointed by and
reporting to the City Council.! The office is also required to follow Government
Auditing Standards (GAGAS) in conducting its work.? The office conducts audits in
accordance with these standards and has successfully undergone required external peer
reviews. The opinions from the last two peer reviews (2014 and 2017) found the
internal quality control system of the Palo Alto City Auditor’s Office was suitably
designed and operating effectively to provide reasonable assurance of compliance with
Government Auditing Standards. The consultant’s recommendations would weaken
the existing structure.

The consultant’s report relies on internal auditing standards and guidance that are more
oriented towards the private sector rather than the Government Auditing Standards that
are used in Palo Alto and relevant for government auditing. The report also focuses on
“internal audit” however, under Government Auditing Standards the Palo Alto City
Auditor’s Office is an “external audit” function, which further protects and enhances its
independence.

Government Auditing Standards (2018 Revision)

3.52 The ability of an audit organization structurally located in a government entity to perform work
and report the results objectively can be affected by its placement within the government entity and
the structure of the government entity being audited. The independence standard applies to
auditors in both external audit organizations (reporting to third parties externally or to both internal
and external parties) and internal audit organizations (reporting only to senior management within
the audited entity). Such audit organizations are often subject to constitutional or statutory
safeguards that mitigate the effects of structural threats to independence.

3.53 For external audit organizations, constitutional or statutory safeguards that mitigate the effects
of structural threats to independence may include governmental structures under which a
government audit organization is:
b. placed within a different branch of government from that of the audited entity—for example,
legislative auditors auditing an executive branch program.

3.54 Safeguards other than those described in paragraph 3.53 may mitigate threats resulting from
governmental structures. For external audit organizations, structural threats may be mitigated if the
head of the audit organization meets any of the following criteria in accordance with constitutional
or statutory requirements:
b. elected or appointed by a legislative body, subject to removal by a legislative body, and
reporting the results of engagements to and accountable to a legislative body;

! Palo Alto Charter Sec. 1.
2 Palo Alto Municipal Code 2.08.130(4)(b).



The city auditor works for the Council and audits management. The charter and ballot language
establishing the city auditor created a position and office that is independent of management to provide
elected officials and the public with information. Independence is a requirement under Government
Auditing Standards.

Government Auditing Standards (2018 Revision)
3.18 In all matters relating to the GAGAS engagement, auditors and audit organizations must be independent from an
audited entity.

The consultant’s recommendation, based on IIA guidance, that the city auditor report to the city manager in an
administrative manner is a significant structural threat to the independence of the City Auditor’s Office and not
appropriate for an external government audit function. Some of the administrative reporting examples outlined
by the consultant could result in management inappropriately exerting control over audit work. The Council can
exercise functional and administrative oversight of the city auditor and City Auditor’s Office as a body and/or
through an Audit Committee that does not include anyone from management. ALGA has developed Audit
Committee Guidance that describes the importance of an audit committee, how it should be structured, and the
responsibilities of the committee.

The consultant also recommended the city auditor provide management with advisory/consulting services as
well as track this as a performance measure. Advisory/consulting services can create threats to independence,
even to the point that the city auditor could not audit programs and activities for which advisory/consulting
services were performed. The Government Auditing Standards outline processes for conducting nonaudit
services that could be provided to management and identifies safeguards to protect the office’s independence.
However, providing nonaudit services to management reduces the amount work the city auditor and City
Auditor’s Office can conduct for the Council.

The consultant listed and recommended a number of measures to evaluate the performance of an audit office.
ALGA has also developed Performance Measures for Audit Organizations to provide examples of performance
measures that can be used to evaluate a government audit office.

Palo Alto Municipal Code notes that the city auditor shall be a licensed CPA or CIA; the consultant report notes
this as a preference and recommends a set of minimum qualifications. ALGA’s Model Legislation also outlines
qualifications/competencies the Council may want to review.

Please do not hesitate to contact us if you have questions or would like additional resources. You can reach our
committee’s Senior California advisor Ann-Marie Hogan (recently retired City Auditor of Berkeley, California),
at amhogan@pacbell.net. You can contact me at (816) 513-3303 or douglas.jones@kcmo.org.

Sincerely,
/7 - >l
Douglas Jones, CGAP, CIA, CRMA

City Auditor, Kansas City, Missouri
Chair, ALGA Advocacy Committee

cc: Pam Weipert, ALGA President
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Date: January 17, 2020 [[dReceived Before Meeting

Re: Internal Auditing Practices: City of Palo Alto Relative to Industry Standards
CAO Committee Meeting on December 19, 2019

From: Mimi Nguyen, Lead Senior Performance Auditor
Office of the City Auditor, City of Palo Alto

Honorable Mayor and City Council:

This memorandum expresses concern regarding information, stated and not stated, in the report issued by
Kevin W. Harper CPA & Associates titled: “Internal Auditing Practices: City of Palo Alto Relative to Industry
Standards,” which includes incomplete analysis’, flawed benchmarking, and misleading conclusions. Without
an appointed City Auditor, | request an opportunity to provide a more complete perspective on certain
historical decisions made resulting in the current office structure and workplan. | also request the opportunity
to participate in the process.

In FY2018 the Policy & Services Committee made a budgetary motion to eliminate all staff positions,
preserving only the City Auditor position to manage the outsourcing of all audit services. This motion was not
passed by Council; however, as a result, Council requested an organizational assessment of the City Auditor’s
Office. The objectives of the organizational assessment were to: 1) Review organizational placement, 2)
Compare staffing, budget, and productivity, 3) Review key performance measures, 4) Recommend City Auditor
minimum qualifications, and 5) Consider outsourcing the audit function.

Although Harper’s report meets the objectives at its most basic level, it is flawed in many areas. Primarily it:

* Lacks background information on key decisions made and passed by Council, including (1) to removal of

use of the IIA Standard, and (2) the change in the citywide annual risk assessment methodology for audit
workplan development.

* Does not acknowledge the complexity of the performance auditing process as dictated by CPA’s currently
adopted industry standard, GAGAS. This gold standard is adopted by virtually all high performing audit shops.

* Does not reflect decisions made at the City Auditor and City Manager level, which directly affects the scope,
cost, and duration of audits, and the completion of audit recommendations.

* Provides a benchmark comparison that is flawed but used as the basis for conclusions. The benchmarking
is misleading, whereby, Harper when asked stated during the CAO Committee Meeting, “... be careful

about relying solely on survey results because apples and oranges are everywhere” ... “i wouldn’t hang
your hat too much on it by itself...”.

¢ Draws conclusions preemptively rather than offering an understanding of root causes to inform and assist
Council in designing an effective office structure and plan moving forward.

Based upon the lack of and incomplete information in the report, | believe that the conclusions are significantly
skewed and misleading.

Our office is committed to creating an effective organizational structure and an efficient auditing approach;
however, we need to be provided the opportunity to give feedback. We agree with the need to implement a
coordinated plan with viable solutions that will meet productivity goals and budgetary requirements. To do so,
it is important that we have a seat at the table. Staff is open to all discussions to achieve such directive.
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